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0 06/23/16 né) Initial issue Tobin Oruch, ES-DO Mel Burnett, CENG-OFF

Note: T\Qné'entire chapter is currently a provisionally issued document. In this case,
that s chapter use is optional until SOFT-GEN is revised to remove provisional
mggm s (expected in approximately 4-8 months from date of Rev. 0 of this section).
g

ers may invoke chapter sooner (also, training for software managers and owners is
ng developed). In other words, assuming no intermediate provisional revisions of SOFT-
\QE?EN Rev. 1 of SOFT-GEN will not have this note and, thus, the entire chapter will become
mandatory
As with all LANL Engineering Standards, but especially with this all-new chapter, please
contact the Chapter POC with comments, issues, etc.
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1.0 PURPOSE, SCOPE, APPLICABILITY AND ORGANIZATION
1.1 Chapter 21 Purpose, Scope, and Applicability

A. Chapter 21 is the software plan for the Facility Conduct of Engineering program
(FAC-COE)?!, including safety basis activities. It provides reasonable assurance that
in-scope software will consistently, compliantly, and efficiently satisfy its in%ded
use. It describes the “how, when, and who” for implementing the software

requirements of: éo
1. DOE Order 414.1D, Quality Assurance, (hereafter O 414. é)"&nd
2. ASME NQA-1-2008/NQA-1A-2009, Quality Assurance Reguirements for
Nuclear Facility Applications, Part | and Part Il (hereagl}i\e) QA-12).
B. For new and modified software, this chapter applies only th software is either:
1. Within the scope of PD340, Conduct of Engin? Wy for Facility Work, or
2. Within the scope of PD110, Safety Basis. .é\’

Note: Modified software includes Major computg gram changes (see Definitions).
Both major computer program changes (includipd™ipgrades from non-safety to safety
software) and software plans considered no pliant® are subject to this
chapter. LANL: Once the need to adopt thi apter for a given software is identified,
initiate a PFITS action to resolve deficiengig® versus the chapter with a due date
agreed to by both SRLM and Chaptee\{{@f

to

C. Exclusions: This chapter does not
1. Software covered by e’@&g, compliant software quality management
plans/processes. The Issuance of this chapter does not necessitate
immediate replac t of those controls (grandfathering applies) unless/until

a Major change; N

2. Programmati @(D engineering that does not affect the safety basis or
technical b ne configuration of a LANL facility (nor is described in the
Hazard Aigatysis (HA) or [is] adjacent [to nuclear safety] structures, systems,
and co;qp\onents (SSCs)5. (Such work is conducted pursuant to the
prov@ws of PD370, Conduct of Engineering for Research and Development
[R&DY);

3. &complicated software tools, including productivity aids that are adequately
N ontrolled through the design process. Examples include unit conversion
software, spike computer programs, equipment selection software, diagnostic

QO software, or interpolation calculators; and/or,

& Personal productivity and collaboration software that does not provide
%'S calculation output.

~

1 Fgg@})E defined by PD340, Conduct of Engineering for Facility Work, and clarified by ES-DO: 15-006

(E f-74) to also include the first parenthetical in 1.1.C.2.

2 NOQA-1 requirements are clarified for LANL application in SD330, LANL Quality Assurance Program, and
P1040, Software Quality Management (SQM).

3 Compliant means meeting applicable DOE O 414.1D and NQA-1 SQA requirements. Compliance with LANL
P1040 is also acceptable. When in doubt about compliance of a given plan, assess against relevant
requirements (QPA may be able to assist).

4 Six months is believed appropriate for most software while some may justify longer.

5 Criteria from PD340 and ES-DO: 15-006. Excluded unless electively invoked by the Responsible Line
Manager (RLM).
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D. The chapter defines and applies to two major types of software:
1. System, structure, and component (SSC) software; and,
2. Non-SSC software (see definitions), including “simple and easily understood”

software used in the design of SSCs.®

E. Subcontractors (architect-engineers, consultants, etc.): For software withir&é
applicability statements above, including both SSC and Non-SSC softwaygy
Chapter 21 provides minimum expectations for software quality assura (SQA).

1. For software used for safety design or analysis, it includes@ram
expectations and basic reporting requirements to facilitat%o ersight.

2. For SSCs with software being specified or desiqned,@g"for any software
being delivered for LANL ownership and use, Chapter?21 requires the same

information is known in the design and construgdn phases.” When not

known, insert TBDs and deliver as “Draft.” , 4\/

. N .
3. Subcontractor quality assurance program@ust meet the expectations of

this chapter, comply with O 414.1D and™~where required by subcontract --
NQA-1, including Part | and Part Il, %ugﬁarts 2.7 and 2.14.

documentation deliverables that LANL personn%h& ide to the extent the

1.2 Chapter 21 Organization and Use %'-,
A. Concept: As shown in Figure 21.1-1,@15ter 21 Software Plan Concept, this chapter
uses an umbrella concept for SQA. ThaX is, Chapter 21 serves as the software plan

for software within its scope. ImplemaEntation of this chapter/plan will produce
software-specific SQA implemencgl'lon documentation (e.g., software baseline,
software data sheet) for multim%oftware items. The software-specific documentation
includes information that i jgue?® to each software program. Examples of software-
specific information includ&he software technical requirements, software ownership,
and software test pIansG‘Z)

0
B. Organization: Cha \r21 is divided into six (6) sections that span the software
lifecycle. These s&ons and a summary of deliverables are depicted in
Figure 21.1-2,8J:.1apter 21 Sections and Deliverables.®

n SOFT-GEN Appendix A, Chapter 21 Definitions and Acronyms. Includes safety and non-
e. Also, see applicability of quality assurance controls summarized in SOFT-GEN Attachment
1 Summary Table and further details in Chapter 21 sections.

software: Use of chapter forms/doc numbers provides standardization and retrievabillity of
dou%ments that LANL must maintain going forward. As necessary, documentation will be updated or

@ ced by construction subcontractors and verified by LANL in the start-up/commissioning process in
njunction with the system engineer function.

8 Unique in that it cannot otherwise readily be addressed on a higher level (in this chapter proper). This
centralized+distributed model ensures consistency of approach/rigor within user organizations while
eliminating the production of standalone SQA plans that repeat boilerplate; it also utilizes a living, stand-
alone documentation approach for those documents that are subject to change, easing revision of same
without necessitating revision of an entire plan. Also, revision of Chapter 21 does not invalidate the
approach or documentation associated with a previous chapter revision unless the revised chapter material
specifically states this.

9 The 6 phases encompass all life cycle phases described by other industry documents in a simplified approach.

Page 3 of 30


https://www.directives.doe.gov/directives-browse#c8-operator=or&c10=&c12=&b_start=0
http://www.lanl.gov/library/find/standards/index.php

LANL Engineering Standards Manual STD-342-100 Chapter 21 — Software

1 Section SOFT-GEN: General Software Requirements Rev. 0, 06/23/16
PROVISIONAL CHAPTER

ESM Chapter 21
Describes the Process  _| FAC-COE Software Plan

Software A
Software-Specific = Data Sheet
Implementation I = Baseline

= Etc.

Documentation

-
Figure 21.1-1 Chapter 21 Software PIar&oncept

C. Refer to SOFT-GEN, SOFT-V&V, SOFT-INV, @E’SOFT-MAINT for all software
within the chapter scope. Also follow SOFT- UIRE for software that is acquired,
and SOFT-DESIGN for software that is d%lgned (term used interchangeable with
developed). »\@

\
D. Definitions and Acronyms: See S -GEN Appendix A, Chapter 21 Definitions and

Acronyms for key definitions anq@o onyms. Defined terms are often capitalized, set
in quotes, or both in this chapt@-

E. Refer to SOFT-GEN Attac@ce)nt 1, Chapter 21 Summary Table, for a summary of
this entire chapter. Refgitp the table(s) at the beginning of each section for a
summary of that secti%%These tables address both SSC software and Non-SSC
software.

&
F. Italics: Througmht the ESM, italics are one method used to indicate guidance.

Exception: W, italics are used to highlight document titles.

G. Graded /m%ioach: Management levels (MLs) -- rather than software type, category,
or Sofn@e Risk Level (SRL) terms -- are used throughout.'® See Form 2033 for an
ML swalk (guidance table) to software types, categories and software risk levels
(%2 ). This may necessitate performance of an ML determination using AP-341-
\é wh

en the software may be a lower ML level than the system it supports.’1.

H. &QRoles, Responsibilities, Authorities, and Accountabilities: See SOFT-GEN
@‘b' Appendix B, SO and SRLM Decision Diagram for FAC-COE, for guidance on
S determining these key positions.

10 Promotes a common vernacular for users.
11 Current AP-341-502 excludes software but revision is planned; proceed with determination in the meantime.
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Describes the
Process

Software-
Specific
Implementation
Deliverables* by
Chapter 21
Section

1 SOFT-GEN**
(GENERAL)

Form 2033
Data Sheet (SWDS)
Baseline (SWBL)
Change Docs.
Problem Reporting
and Corrective

Action Docs.

\/

*Deliverables are presented in this diagram at a conceptual summar
only and depend on various factors (e.g., acquired vs. designed, a
software ML, NQA-1 supplier or Non-NQA-1 supplier, etc.). Seel

sections for details.

2 SOFT-ACQUIRE
(ACQUISITION)
Statement of Work
ASM Docs. (P.O., etc.,
agreements)

CGD Docs.

License
Computer Program
Code
O&M Docs.

\/

3 SOFT-DESIGN
(DESIGN)

Design Input Docs.

Design Output Docs.

Computer Program

Code X

O&M Docs.

[ 2/
00

¥

5
\Péér 21

**SOFT-GEN deliverables are maintained throughout the @re life cycle.

&

3

o\/&
NS

4 SOFT-V&V
(VERIFICATION &
VALIDATION)

Review Docs.
(Acquisition, Design,
Test Design etc.)
Test Plan(s)

Test Report(s)

CGD Docs.

Approval For Use
Request Package

Approval for Use Doc.

C\)QFigure 21.1-2 Chapter 21 Sections and Deliverables
&
Q
S

&
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5 SOFT-INV
(INVENTORY)
Safety Software
Inventory
ES Non-SSC Software
Inventory

Rev. 0, 06/23/16

6 SOFT-MAINT
(MAINTENANCE)
SOFT-GEN Updates
(SWDS, SWBL, Change
Docs., Problem
Reporting and
Corrective Action Docs.
etc.)

In-Use Test Docs.
Inventory Updates
Application Doc./Data
Updates (O&Ms,
Application Logs,
Licenses, etc.)
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l. Or Equivalent: When this term is used, the Software Responsible Line Manager
(SRLM) determines equivalency. If questions arise regarding equivalency, the
Chapter 21 Point of Contact (POC) will resolve.

J. References: See SOFT-GEN, Appendix C, Chapter 21 Reference Listing for
hyperlinked references. Additional hyperlinks are provided in key locations_, |,
throughout the chapter for convenience. Q&

K. Forms: é
1. LANL personnel: Endeavor to use Chapter forms as-is an%ﬁg ort issues and

improvement ideas to the Chapter 21 POC.1? POC may gy orize other
methods equivalent to chapter forms in writing. Q
2. LANL subcontractors must use Chapter forms to ngz\Chapter

their own forms or integrate, adapt, and reform e forms; either approach
is acceptable so long as key functions, data, approvals are retained.

3. LANL Form 2033 must be used as-is. b
&

L. Upkeep: So long as NQA-1 compliance is mail¢¥ained, the POC is authorized to
resolve conflicts within the Chapter in a manQer that may not be most stringent;
similarly, the Standards Manager is authoréz-ed to approve and issue revised forms,
references, and GEN Att. 1 summary{&&pendently of associated Sections.

requirements for SSC software. For Non-SSC soéfbo re, subs may either use

1.3 Section SOFT-GEN Purpose, Scope, ang@epplicability

A. SOFT-GEN provides general mﬁvare information and requirements to implement
Chapter 21. These general reggirements include how to: (a) identify software and
make software determina (e.g., Form 2033), (b) implement configuration
management (e.g., baseln&s and software changes), (c) report problems/take
corrective actions, and perform software risk management.

B. See Table 21.1-1 fq;r}a summary of SOFT-GEN. For SOFT-GEN applicability, see the
Chapter 21 appli@n’lity subsection above and the following:

1. Otherq‘%n for software identification and determination, SOFT-GEN does not
ap Iﬁo “Simple and Easily Understood” software used in the design of
Ségs if the software is individually verified as described in SOFT-V&V.

2. \’QOFT-GEN applies to Subcontractors providing design agency or analysis
Q> services to LANL'3.

>
‘DS’Q
Q
S

&
&

12 Forms are designated as samples which means minor aspects may be modified so long as all functions, key
data, and approvals are retained. Alternatively, LANL user organizations may direct that other, comparable
forms be used (with prior permission of the Chapter POC). Forms may be revised administratively and reposted
without revision of associated section (and with only POC and Standards Manager approval).

13 SSC and Non-SSC software resulting from and/or used in the SSC design must be identified and software
determinations completed as stated herein.
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Table 21.1-1 Section SOFT-GEN Summary for SSC Software and Non-SSC Software @V

(This table is a summary only and does not include all requirement details. See text for,_dréails.)

- . N4
ML Implementation Detail (;\ Reference
Bl ~
Activity | gou activity Q\,@ P1040R9 | ESM
No. 2|3 How When > Who2? Ref. Ch. 21
JF’ Section Ref.*
1 Identify software R|R Identify SO and SRLM = Earliest practical timeb,\y = SO (D) 3.2 SOFT-
and complete Develop software list = Before software desigh, = SRLM (R, A) GEN, 2
Zg];te\:\rlririiations Determine reasonable acquisition b\’ * FDAR (R, A)
probability &
Complete and retain Form Q
2033 R
2 Prepare R|R Develop Software Data Sheet | = Earliesgefactical time = SO (D) 3.33 SOFT-
Software Data (SWDS), SOFT-GEN-FMO03 = B &design, acquisition = SRLM (R, A) GEN,
Sheet (SWDS) = M%n tain throughout 3.0
rzfg ftware lifecycle
3 Develop and R IR Develop software baseline q}* Earliest practical time = SO (D) 3.3.3 SOFT-
maintain (SWBL) using SOFT-GEN- N Before/after acceptance * SRLM (R, A) GEN,
software FMO1 Q testing 4.0
baseline Maintain baseline acct&iﬂ‘cy = Before software approva|
Document baseline for use (SWAU)
information Cljn th puter = After approved Changes
p(r)(;gsr.z:‘g)co (? ( € = For ML-1/ML-2 designed
possi \\ software, at major design
Q activity
NV
&
O
KO
3
O
Q‘b
S
>

&“Q
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Table 21.1-1 Section SOFT-GEN Summary for SSC Software and Non-SSC Software @V
(This table is a summary only and does not include all requirement details. See text for’_dréails.)

ML Implementation Detail ;\V Reference
Activity | g activity Q” P1040R9 | ESM
No. 112(3|4 How When Q} Who?2? Ref. Ch. 21
& Section Ref.*

4 Control software | R | R | R | G | = Document changes in = |n a timely manner 6\7 = Per Table 3.33 SOFT-
changes computer program code * When required to.enkﬁre 21.1-4 or GEN, 4
(change control) (where possible) proper performa equivalent

= For SSC software, prepare » Per Table 21.@
changes per Table 21.1-4; QO

= For Non-SSC software, 0%
prepare SWNCP per SOFT- .
GEN-FMO02 S

NE

= Make doc. changes per %
governing document control X,
process @G‘)

= Revise software baseline o&;

5 Perform R | R | R | G | = Before approval for use S Throughout software = SO (D) 3.3.3 SOFT-
problem (SWAU), use P330-6, P lifecycle * SRLM (R, A) GEN, 5
reporting and 4, less formal methodsz() .,
corrective action bug lists, comments'Q

program) Or Equi@ t
= After SWAU, us 30-6,
P322-4 Or E] lent

6 Perform R|IR|R|G |- ImpIement@apter 21 = Throughout software = SO (D) 3.3.3 SOFT-
software risk = Develop a1d maintain risk list lifecycle * SRLM (R, A) GEN, 6
management as p SWDS

Notes: @
1ML = Associated Management Level as per Form . R=Required. G =Required but graded. “-“= Not required.

2 D = Develop; R = Review; A = Approve.

3 SO = Software Owner. SRLM = Software R

KO

nsible Line Manager. FDAR = Facility Design Authority Representative.
4 Ref. = ESM Chapter 21 section name an(héu section number (e.g., Section SOFT-GEN, Subsection 3, Software Identification and Determination).

L

&
&
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2.0 SOFTWARE IDENTIFICATION AND DETERMINATION

2.1 Software ldentification

A.

&
&

How

1. For Non-SSC ML-1 through ML-4 software that is planned to be acqui@.or
designed, identify and summarize the software.* S

Develop a list of the software. Include the following on the list: (a) Aﬂftware name,
(b) software functional description (what it does), (c) software apglication
(where/how used), (d) whether the computer program can be nged other than
through replacement of the software (replacement includeséoftware upgrades).

2. For SSC ML-1 through ML-3 software that is planned to% acquired or designed,
identify and summarize software as described above Wih the following
clarification (Note: For ML-4 SSCs, this chapter dgg®Mot require software
identification; however, it may be invoked by theg@M):

a. Analyze the SSC to determine Wh&ﬂth@he SSC has software. Visually
inspect and/or review vendor inform\@on (product specifications, catalog
data, operations and maintenancgznanuals, etc.). Identify to a practical
extent and to a level that the s are can be controlled. For example, for
a control system module that-haSs multiple pieces of software on a single
module and the software C@Bt be modified other than through
replacement of the entir%?odule, then identifying the software to the
module part number i ropriate. Do not introduce a potential for:
adversely affecting ufacturer warranties, SSC damage, or unintended
software change@

3. Provide the list to the, L Software Responsible Line Manager (SRLM). See
Appendix B for guida in determining the SRLM. 15

When. For Non-SSC softyd¥e, provide the software list to the LANL SRLM prior to
software acquisition or ign. For SSC software, provide draft lists with 60% and final
with 90% detalil des.igéeleliverables (Ref. ESM Chapter 1, Section Z10, General). For
deferred SSC des(q‘mlnclude in deferred design submittals.

Who. The Softvgg Owner (SO) is responsible for software identification. See Appendix B
for guidance ng) etermining the SO.

{4

<

>

>
‘DS’Q
Q
S

14 The software list is not a controlled document or quality record. The responsible LANL SRLM uses this
information to ensure that software determinations and subsequent required actions in this chapter are completed.

15 For Subcontractors, listing to be provided per 30-60-90% deliverable schedule; LANL project engineer function will
ensure review by appropriate SMEs and/or FDAR.
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2.2 Software Determination
A. How. Use Table 21.1-2, and the following text, to complete software determinations.
1. Ask the following question as shown in Table 21.1-2:
AL
N
S
Table 21.1-2 The Reasonable Probability Software Question é

K
Excluding personal productivity and collaboration software that does not provide c@ztion
output (e.g., e-mail software, presentation software)?, is or will the software be us%j n

connection with® the design, analysis, and/or operation of: 4
= anuclear (including radiological) facility (Ref. LANL Nuclear Facility List&% Conduct Of
Operations Resources websites); \

= an accelerator, live-firing range, biological hazard facility, high ex We facility, or
moderate- or high- chemical hazard facility? as determined usin ety Basis Procedure
(SBP)111-1, Facility Hazard Categorization and Documentatiogsor

= LANL’s Essential Functions (EFs) as described in EPP-CO 06, LANL COOP

[Continuity of Operations] Plan ? AN
Notes: Q
1Personal productivity and collaboration software that dgé@hot provide calculation output is

non-safety, commercially controlled software. &

2From SBP111-1, a facility is defined as equipme @ucture, system, process, or activity that
fulfills a specific purpose except for utility distribuonh structures.

3Use must be associated with ML-1, ML-2 or Ml*é‘items. The term “in connection with”
captures software that directly or indirectly i&@sed in relation to design, analysis or operation.

Operation includes SSC operation (e.g.,'s@ﬁe actuation) and administrative operation (e.g.,
combustible load tracking software). )

N
If the answer to the@uestion is “yes” or “not sure” and the associated SSC ML is
ML-1 through MIs&or unknown, then complete Form 2033. If the associated SSC
is ML-4, then (@snot complete Form 2033 unless required by the SRLM or

Subcontraor,&
LW

By defgal/ all software is non-safety and commercially controlled (analogous to
ML-4 ess there is a reasonable probability that the software could be safety
S(’)fé\?br or risk significant software.

idance: Examples of commercially controlled, non-safety software include:
\)O icrosoft PowerPoint® presentation graphics program, Microsoft Outlook®

c\? messaging software.
‘é.’ Complete Form 2033 using the instructions on the form. See form instructions for
Cg’ which revisions of the form may be used. If the software is planned to be used as
\% “simple and easily understood software” used in the design of SSCs (see
&NQ/ definitions), then note it on the form.

Guidance: Form 2033 allows multiple software items to be included (often it is the support
software), and SOFT-INV allows SSC software to be inventoried as a software collection
(bundled); see 3.0, A. 5. Bundling may work better if all software is the same ML level
relative to 2033 form and subsequent Ch. 21 requirements (may cause confusion if not).
Example of where bundling might be considered: A control panel that has a PLC and a
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3.0

C.
SOFTWARE DATA SHEET (SWDS)

A.

touchscreen and separate programs for these components, those separate programs,
both ML-2, could be given a single SWID (and 2033, etc.)

3. Obtain a software identification number (SWID) in accordance with AP-341-402,
Engineering Document Management in Operating Facilities. Ensure the SWID is
part of the Form 2033 record number and subsequent software documentation.
Retain the completed Form 2033 as a record in accordance with the M’s
governing records management process. é

S

Complete at the earliest practical time before software desi@or acquisition16,

=
>
1)
>

=

N

If the application of the software significantly changes,\ée'\}ew the original
determination and complete a new Form 2033 as req@¥ed. Guidance: It is
recommended that Form 2033s are reviewed at l[e@sFevery three years or other
time period that is commensurate with the assoq@ed risk of the software.

Note: Changes made to the software (i.e.;@vare version) do not require a new
Form 2033 to be completed unless the chagnde significantly affects the application.
The software inventory must be review@:and updated as required. See
SOFT-INV. .
&
Who. The SRLM is responsible for soft determinations.
&
X3
e
How. For ML-1 through ML-3 s re, prepare a Software Data Sheet (SWDS). See
SOFT-GEN-FMO03, Software% Sheet Form (SWDS). One SWDS can be used for
multiple installations. Proge nd retain the data sheet in accordance with the SRLM’s
governing document conffQirecords management processes (e.g., EDMS, and for ES-Div,
associated Desktop In tion).

Ensure the correct;Sv’Q\/iD (obtained when completing Form 2033) is part of the SWDS
record number %@ Subsequent software documentation.

used at t LM’s discretion.

N . o |
Whe'?s[e@omplete a SWDS at the earliest practical time and before design and/or
acquisition as applicable (e.g., at end of planning).1” Revise the SWDS as required to

tain accuracy.

&

%Q)‘Rlote: It is recommended that the SRLM review the data sheet at least every two years.

ML-4 No@tware data sheets are not required for ML-4 software however may be

&
(@ Who. At a minimum, the SO develops and the SRLM reviews and approves the SWDS.

16

17

For SSC software, submit draft 2033 forms with the 60% detail design submittals and finals with the 90%
submittal. Indicate “To be determined (TBD)” where information is not available.

Ref. IEEE 12207. At the end of the planning phase, SWDS is proof of a plan and management commitment to the
project.
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4.0 CONFIGURATION MANAGEMENT (CM)

A.

Maintain software configuration management (CM) in accordance with this Subsection?8,

4.1. Develop and Maintain a Software Baseline (SWBL)

A.

S
. %6

How.

1.

5.

6

Q&
For ML-1 through ML-3 software, develop and maintain a softw £aseline. ML-4
software does not require a software baseline unless it is reqiked by the LANL
SRLM. Use SOFT-GEN-FMO01, Software Baseline Form (S % The software
baseline may be a standalone document, or it may be p % other documents.

documents. See Engineering Standards Manual ter 1, Section Z10,
General; AP-341-616, Technical Baseline Chan uring Design; and AP-341-
405, Identification and Control of Technical B e, Variances, Alternate
Methods, and Clarifications in Operating Fac

N
As applicable for SSC software, ensur}eﬁdﬁguraﬂons (e.g., set points) are
established in accordance with AP-34

Integrate the software baseline, as applicable with@gﬁteehnical baseline

3, Instrumentation Set Point Control.

"
Document the baseline configur @?‘ftems needed to run the program. Include, as
applicable®®: \{,

a. Documentation - s@t\mare design requirements; instructions for computer
program use incm&hg installation and test requirements; system
description; tes&plans and results; characteristics derived from regulatory
requirement: d commitments; calculations and analyses; support
software gwmentation.

b. Comp@g program(s) - source, object, back-up, data,?° configuration,
andSpport software files needed to run the program. Configuration files
irSLude limits, settings, set points, etc.

Deve, 'Qand control the software baseline in accordance with the SRLM’s
do nt control process (e.g., EDMS). Ensure only authorized changes are

N e to software baselines.

\O%nsure the correct SWID (obtained when completing Form 2033) is part of the

>
&C)

SWBL record number and subsequent software documentation. See AP-341-402
for detalils.

Update the software baseline after software changes. Ensure that the baseline
defines the most recent approved software configuration.2!

S
&

18 See ANSI/IEEE Std. 828, IEEE Standard for Configuration Management in Systems and Software Engineering for

guidance.

19 Applicability is the determination that the activities and processes are actually used. For example, if the work
scope does not include or contribute to design, then design requirements do not apply and the related design
procedures are not used [Ref. SD330, LANL Quality Assurance Program].

20 This is the data needed to run the program. This can include data such as limits, set points, and databases.

2L Inthe event the in-use computer program fails, becomes corrupted, or other problems occur, the baseline may be
used to re-establish operation
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Identify the associated hardware needed to run the computer program indirectly in
the system design description document(s) or directly in the baseline.

8. When “Support Software” (including software tools) is used for new or modified
software, one must evaluate, review, accept for use and place it under
configuration control as well. Note however, that software tools that d )t affect
the performance of the software need not be placed under config a‘s%n control.
Identify the software/tool in the baseline and manage the config% on. Changes
to software tools must be evaluated for impact on the softwar @ duct to
determine the level of reviews and retesting that will be req . Vendor-supplied
software used with hardware to configure control system n example of
support software.

9. Implement a baseline labeling system in accordang&th the following:

a. Uniquely identify each configuration iteqﬁ(ﬁocumentation or computer
program).

N

b. Identify changes to configuratioqbifems by revision.

C. Provide the ability to unique%uﬂennfy each configuration of the revised
software available for use\@

d. For baseline docume beling, use the SRLM'’s approved document
numbering system {\) ., AP-341-402, Engineering Document
Management in Q@rating Facilities).

e. Include bas q)Iabel information within the computer source code where
possbmﬁ&g each logical block or class, include a brief description of its
function name of the person writing the description and the date the
descri was added.. For code changes following SWAU, update the
head@¥"comments with the revision number (e.g. 1.01, 1.02...) and the
SQD\humber driving the change. Guidance: Include a brief description of

'ﬁb block function, the name of the person providing the description and
e date the description was provided.
&)
f.,& For off the shelf software (OTS) or other (existing) software with a
Q\ compliant labeling configuration, use the OTS or existing software labeling
\‘Q configuration.
BQ g. For other software not described in (f), use Table 21.1-3, Computer
@cb% Program File Labeling System, or as approved by the Chapter 21 POC.
S

h. Ensure the correct SWID (obtained when completing Form 2033) is
integrated into the baseline labeling where possible.
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4.2.

Table 21.1-3 Computer Program File Labeling System

Prior to Approval for Use? After Approval for Use
Major Change? Minor Change? Major Change Minor Change
A B,C... A.01, A.02, A.03... 1,2,3.. 1.01, 1.02, 1.03...

1 Software approval for use (SWAU) constitutes that the software requirements have been \&,
satisfied (including testing, user’'s manuals, etc.) and the software is ready to be used in it Q&’
intended operating environment. é

2 See definitions of major change and minor change in the definitions section. L
S

B. When. c:,

1. For ML-1 and ML-2 designed software, establish softv;éb\baselmes at the
completion of each major software design activity.

2. Establish software baselines as soon as prachc%&t’a minimum, establish before
formal acceptance testing/commissioning. Pr ceptance testing may be
performed to support verification of the ba: prior to (final) acceptance testing.
Maintain baselines (configuration items) r configuration management until
software retirement.

&
C. Who. The SO prepares the baseline. The M and others as required in the governing
document control process, review and a@eve the software baseline.
>
Control Software Changes @
A. How. \cb
1. Safety Software: Fo@mputer program changes (revisions) to software, use

SOFT-V&YV to V&N @e software change and/or commercial grade dedication
(CGD), e.g., perAP-341-703, to dedicate the change. Unless a more conservative
approach is re@tred by the LANL SRLM, use the following graded approach for

dedicating s@vvare changes:

a. @mate Major Changes (see Definitions).

b. 4) edicate Minor Changes (see Definitions) if the changes affect the critical
Q2

characteristic(s) that pertain to the functionality of the computer program
@ and as applicable, the associated SSC.

2. O@or all ML levels, see Table 21.1-4 and apply the following to Major and Minor
X3~ software changes:
&CNJQ a. For designed software, institute design control measures commensurate
Q)‘b' with those applied to the original design.
. %co b. Document changes and include the following in the change
documentation:
K .

1) a description of the change;
2) rationale for the change;
3) identification of affected software baselines; and
4) evaluation and approval of the change (see SOFT-V&YV for

evaluation methods/criteria).
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Table 21.1-4 SOFT-GEN Software Change Summary by Software Management Level (ML)

(This is a summary only and does not include all requirement details. See text for details.)

SSC Software ggﬂ@
For the following types of Provide the following ML A@_
software changes deliverable Rl
Y
1023|4195 |34
Less than minor change, minor and | Documented comment in the ~\Q)%
major changes made before or computer program code R R R FS'\\/ R R R R
after approval for use (SWAU) where feasible A\
N
. . A
Mln_or or major changes m{ide AP-341-519 change . b
during design implementation and documents? R R, AG’ G - - - -
before SWAU D
N
Minor or major changes made once Revised baseline? RIWY | R i RIRIR i
software is baselined 2
N

SSC Software Change

Package (SCP) Form AP- pr"R RIG | -|-1|-1]-1-
Minor or major changes made after | 341-507-FM01* EA
SWAU Y

Non-SSC SWNCP Fagiy [ T (R (N (S B B

SOFT-GEN-FM02 &

O
1 See Form 2033 for a crosswalk between MLs and s mare type, category and software risk levels.
R = Required. G = Required but graded.

2 Includes Field Change Notices (FCNs), Fiewnge Requests (FCRs), Design Revision Notices (DRNSs),

Design Change Forms (DCFs) as
administrative procedure.

@)
3 Use SOFT-GEN-FMO01, Software Base@e Form (SWBL). Include documents and computer program files.

4 See ESM Chapter 15, Commissioni@and AP-341-801, Post Modification/Post Maintenance Testing for
related testing requirements of sp@vare changes.

[ —

quired.

describe P-341-519 unless explicitly superseded by another

&

>
&Q
Q
S

&
&

Perform appropriate verification activities and validation (V&V) of changes
(see SOFT-V&V). Perform appropriate acceptance testing for the change.

Incorporate the changes in documentation, and maintain traceability of the
change to the software design requirements.

1) Include the (1) initiation, evaluation, and disposition of a change
request, (2) control and approval of changes prior to
implementation, and (3) requirements for retesting (e.g.,

regression testing) and acceptance of the test results.
Perform the following:

1) maintain a current status of configuration items and control

configuration changes until they are incorporated into the
approved product baseline;
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2) maintain the status of changes that are proposed and approved,
but not implemented; and

3) provide natification of this information to affected organizations.

f. For changes to documentation only, use the governing document control
process.

g. Implement the processes described and/or referenced in thiéhapter to
ensure that interfaces are controlled/managed such that u.xﬁhtended
consequences do not occur.

h. As applicable, ensure configurations changes are e%%llshed (Ref.
AP-341-613, Instrumentation Set Point Control). \(Z)
i. Update the software baseline. &
B. When. Control changes per Table 21.1-4, in a timely mann@ind when required to ensure
proper performance. . 4\/
N
C. Who. . b
1. See AP-341-507, AP-341-519 unless exp@hy superseded by another procedure

and SOFT-GEN-FM02, Non-SSC Soft\@te Change Package Form (SWNCP).

2. The organization responsible for the@frginal software design and others as
deemed necessary by the SRL 'n@)st evaluate, and approve software changes
unless an alternate organizatioQ s been given the authority by the SRLM to

approve the changes. @%
3. As determined by the Sl?%’only those that are knowledgeable in the computer
program code may mal% anges to the computer program code.

5.0 PERFORM PROBLEM REPO@NG & CORRECTIVE ACTION

A. How. \Q
1. For ML-1 thr@h ML-4 software, perform software problem reporting and
correctlveQ\hon throughout the software life cycle.
2. For ML&Software, less formal methods (e.g., bug lists, use of comment fields
withirdhe computer program, software-tailored tools such as TeamForge and
tr formal methods (see below) may be used throughout the software

* ycle.

3. QQor ML-1 through ML-3 software, less formal methods may be used through
O development and testing; however, formal methods must be used after software
c\? approval for use (SWAU).22 Individually or in combination, P330-6,
%S Nonconformance Reporting, P322-4, Laboratory Performance Feedback and
%Q) Improvement Process, or equivalent as determined by the SRLM, must address

-S> the following:

&Q’ a. Describe the evaluation process for determining whether a reported
problem is an error (see definitions) or other type of problem (e.g., user
mistake).

b. Define the responsibilities for disposition of problem reports, including

notification to the originator of the results of the evaluation.

22 P330-6 r10 has little on software but r1l is expected to include more direction.
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C. When a problem is determined to be an error (see definitions), provide, as
appropriate, for

1) how the error relates to appropriate software engineering
elements;

2) how the error impacts past and present use of the corqg;ter
program; Q)

Q
3) how the corrective action impacts previous develo.ﬁnmnt activities;
and
-
4) how the users are notified of the identified 2%0 , its impact, and

how to avoid the error, pending implemeRt@ion of corrective
actions. §’Q

d. Problem reporting and corrective action musftlude methods for
documenting, evaluating, and correcting s are problems.

" : AN
e. Conditions adverse to quality shall beg@ntmed promptly and corrected as
soon as practicable.

f. In the case of a significant conditi@\édverse to quality, the cause of the
condition shall be determined %ﬁvcorrective action taken to preclude

recurrence. . R

g. The identification, caus corrective action for significant conditions
adverse to quality shall Sdocumented and reported to appropriate levels
of management. S

h. The verification f@npleted corrective actions.
B. When. Perform throughout the ggftware life cycle.

C. Who. The SO performs sof ‘z}‘e problem reporting and corrective action on behalf of the
SRLM. The SRLM is resﬂ&I ible to ensure it is performed as required by the associated

procedure (e.g., P330- NCRSs).
(X

6.0 PERFORM SOFTWARE;ZgROJECT) RISK MANAGEMENT
O

A. How. Q

1. Softué%ue risk management as required by 0O414.1D focuses on the risks to
S ssfully complete the software project; it does not focus on the risks of
%@ ential failure of the software.?® Software risk management applies to all phases
Qof the software project life cycle. Overall software risk management is achieved
O through implementation of the NQA-1 based, systematic processes of this chapter
c\? and the supporting quality assurance program. That is, successful implementation
%'S of this chapter should result in successful completion of a software project. The
%Q) SRLM should determine if project-level software Risk Management is needed
) (e.g., large and important projects).

D
&Q’ 2. For ML-1 through ML-3 software, also address software-specific risks (risks
specific or unique to the software implementation). Manage software-specific
risks by (a) assessing and (b) controlling the risks.

a. With a graded approach approved by the SRLM and Chapter POC, implement
risk management based on industry accepted methods such as those

23 Based on DOE G 414.1-4, Safety Software Guide for Use with 10 CFR 830 Subpart A, Quality Assurance
Requirements, and DOE O 414.1C, Quality Assurance.
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described in DOE SQAS21.01.00-1999, Software Risk Management a
Practical Guide; DOE G413.3-7, Risk Management Guide; and/or

DOE G 414.1-4, Safety Software Guide for Use with 10 CFR 830 Subpart A,
Quality Assurance Requirements, and DOE O 414.1C, Quality Assurance.

3. Risk assessment includes risk identification, analysis, and prioritization to ensure
that the necessary resources are available to mitigate them. \&,
4, Risk control includes risk resolution and tracking. Resolve risks usiéé}lsk
avoidance, mitigation and/or transference.
5. Document and maintain software-specific risks on a risk list (5@ referred to as
risk register) in the SWDS.
. NG
B. When. Perform throughout the software life cycle. §’Q
C. Who. The SO performs software risk management on behalf @Mhe SRLM. The SRLM is
responsible to ensure it is performed, and reviews and ap es the risk list as part of the
SWDS. R\
>
7.0 APPENDICES, ATTACHMENTS AND FORMS &
. Q
Appendices: QG‘)
APPENDIX A: Chapter 21 Definitions and Acronyms
APPENDIX B: SO and SRLM Decision Diagram for F{@bE
APPENDIX C: Chapter 21 Reference Listing %
X
Attachments: @%
ATTACHMENT 1: Chapter 21 Summary Tab@
Forms: &

SOFT-GEN-FMO01: Software Baseline E ﬁ(SWBL)
SOFT-GEN-FMO02: Non-SSC SoftwarQchange Package Form (SWNCP)
SOFT-GEN-FMO03: Software Datas!@t Form (SWDS)

>
&Q
Q
S

&
&
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CHAPTER 21 DEFINITIONS AND ACRONYMS

National Laboratory Quality Assurance Program, and documents referenced therein for additional

definitions.
AL
Table 21.1-A1 Chapter 21 Definitions O&V
Item Definition S
acceptance The process of exercising or evaluating a system or system component Qﬁd@}anual or
testing, also automated means to ensure that it satisfies the specified requrrement to identify
known as differences between expected and actual results in the operating er& ent. (Ref.
software NQA-1).
validation \
[

acquired Software that is generally supplied through basic procurem %o-party agreements, or
software other contractual arrangements. Acquired software includ -the-shelf (OTS) software

such as operating systems, database management systesds, compliers, software
development tools, and commercial calculational softw and spreadsheet tools.
Downloadable software that is available at no cost to\l@e user (referred to as freeware) is
also considered acquired software. (Based on DO % 414.1-4

Acquired Non-
SSC software

Non-SSC software that is acquired software wi the code cannot be changed other
than through replacement. This may also be re erred to as Read-Only Non-SSC software.
Replacement includes replacement wrth equent software version or upgrade.
(Definition developed for this chapter). g"\,

baseline

thereafter serves as the basis for nd further development, and that can be changed
only by using an approved cha ntrol process. (Ref. NQA-1).

Note: See SOFT-GEN-FMO01, ware Baseline Form (SWBL). A software baseline
includes the computer prog éz)code and [configuration] data) and the computer program
documentation. In laymanss t8rms, one may think of this as the information and computer
program files that are ne d to run the software for a specific application.

A specification or product that haﬁformally reviewed and agreed upon, that

Change - Major
computer
program change

R
&
&
5
&“Q

A change or bug fix

= the Soft Responsible Line Manager (SRLM) or computer program supplier
de&gnq) as a major change,

= add@ deletes an ML-1, ML-2 or ML-3 SSC performance function (including set
changes),

B
= t@iifies ML-1 or ML-2 SSC performance function code, excluding clarifying
otes,

S adds, deletes or modifies design and/or analysis output values of ML-1, ML-2 or
\‘Q ML-3 calculations,

N " recodes to another language, or
i =  modifies a significant number of lines of code.

Note: A Major OTS computer program change is often indicated with increment increase
in version number (e.g., change from version 1 to 2). An evaluation of the software
however, is required to determine whether the version release is a major change.

Examples: A change from Delta V control system software from version 7.0 to version
8.0. A change that adds code to implement an interlock functional performance
requirement that an ML-3 laser system cannot be activated until area doors are locked.
A change that modifies code on ML-2 ventilation system backdraft damper so that
damper closure does not slam shut and potentially damage the damper assembly. A
change in the algorithm or databased used for calculating the water flow rate in an ML-3
fire protection piping system design. A change in coding language from C to C++. A
version change where 40% of the lines of code were modified. (Definition developed for
this chapter).
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Change - Minor
computer
program change

A change or bug fix that is not a major computer program change but:

= adds or deletes an ML-4 SSC performance function (including setpoint
changes),

= modifies ML-3 SSC performance function code, excluding clarifying note&

= adds, deletes or modifies design and/or analysis output values of M é
calculations

Note: A minor OTS software change is often indicated with a fractional nq@ sein
version number (e.g., 1.1 or 1.01). An evaluation of the software however s required to
determine whether the version release is a minor change.

Examples: Add code to implement automatic pump shut-off perfo@ice requirement on
ML-4 sump low-level alarm. Modify code to fix a coding error or#ap L-3 heating/cooling
eratures. Change the

c power system under

system so that cooling, rather than heating activates at high t
algorithm for calculating the current that flows in an ML-4 el
abnormal conditions. (Definition developed for this chagt

Change - Less
than minor
computer
program change

A change or bug fix that is not a major or minor co %Dfprogram change but:
= adds, deleted and/or modifies ML-4 perforn&:e function code,
= adds, deletes and/or modifies code that@és not modify ML-1, ML-2, ML-3
performance function, or

= imparts changes without adding, de@tmg or modifying design and/or analysis
output values (all MLs).

Examples: Modify code to increase the%p time on an ML-4 softstart pump. Install
security patch/service pack updates. é« OTS software patch that includes a code change
to prevent a screen from “freezingi & Toading slowly (all MLs). Add/modify code
clarifying notes (all MLs). Modi e to produce multiple reporting formats (all MLs).
(Definition developed for this c@%ter).

As determined using Form Qﬁg Safety/Non-Safety Software Determination,

commercially
controlled Categorization, and Sofz&;e Risk Level (SRL), software that is not, or will not be safety
software software or risk signi software. Such software may be acquired (including off the
shelf (OTS) softwar \é’eware, or designed software.
Examples: Perse roductivity software (e.g., Microsoft PowerPoint, Oracle Project
Primavera, MS MOok, etc.); typical business accounting systems, facility personnel
comfort tempe@ ure control systems. (Based on P1040).
computer A comblnﬂ)} of computer instructions and data definitions that enables computer
program hardwar perform computational or control functions. (Ref. NQA-1).
computer Ap 'nf&’lt or other human readable display of the source and, sometimes, object
program listings sta&ients that make up a computer program. (Ref. ISO/IEC/IEEE 24765).
configuration “ﬁT’e process of identifying and defining the configuration items in a system (i.e., software
management Dand hardware), controlling the release and change of these items throughout the

&
&

system'’s life cycle, and recording and reporting the status of configuration items and
change requests. (Ref. NQA-1).

Designe.df) "ro
devel
softwﬁg

Software that is designed or developed rather than acquired.

Note: Includes the following from DOE G 414.1-4. (a) custom developed software, (b)
configurable software, and (c) utility calculation software. (Definition developed for this
chapter).

Designed Non-
SSC Software

Non-SSC software where the computer program can be changed other than through
replacement. Replacement includes replacement with a subsequent software version or
upgrade. (Definition developed for this chapter).

Designed SSC
Software

SSC software where the computer program can be changed other than through
replacement of the computer program and/or the associated SSC. (Definition developed

for this chapter).
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Table 21.1-A1 Chapter 21 Definitions

Item Definition
Engineering Individual assigned to maintain the software inventory for ES Division, and to perform
Services other duties as assigned (e.g., per desktop instruction [future]).
Software

Coordinator

N".

?rom

error An error is a condition deviating from an established baseline including deviati
the current approved computer program and its baseline requirements. (Ref, NMUA-1). An
error is something which requires a software change (major or minor). les of
errors include (a) if a computer program used for design of a structural er provides
incorrect design output, and (b) if a computer program turns on heati stead of cooling
at high temperature settings. C§

freeware Software that is available for use at no cost or for a nominal, us@s,Uy voluntary fee. (Ref.

Merriam-Webster Dictionary). Al

major document
change

N
A document change that is not a minor document change.* Qajor document change
includes revisions, changes, or modifications to a docu ?3'1 e.g., procedure, work
instruction, drawing, etc.) which impact the effective im entation of the
requirement(s). (Based on P1020-2). AR

minor document
change

A document change, as defined by the governin ument control program, that
includes but is not limited to inconsequential edidifal corrections, grammatical and
spelling changes, organizational name and a%qnym changes, and similar type changes.
(Based on P1020-2).

2

model

h
Simplifications of the real world constru&ai to gain insights into select attributes of a
particular physical, biological, econorgidy engineered, or social system. (Ref. EPA/100K-
09/003, Guidance on the Developn@: , Evaluation, and Application of Environmental

Models.) AD

Non-safety
software

As determined using Form éoftware that is not otherwise determined to be safety
software. Non-safety softw ncludes risk significant and commercially controlled
software. (Ref. PlO40).>\@

Non-SSC
software

Software used in de@nalysis and/or for administrative control. This software does
not physically monit@y*and/or control SSCs.

Examples: Pipingh\dystem design/analysis software (CAESAR |I®), fire protection system
design softwarNSprinkCAD), area lighting calculation software, spreadsheets used to
perform str al load calculations, safety analysis software used to perform dispersion
modeling, software used to track facility combustible loading, and software used to track
Technic@afety Requirement (TSR) implementation. (Definition developed for this
chap

operating
environment

A (@Ection of software, firmware, and hardware elements that provide for the execution
Qomputer programs. (Ref. NQA-1)). Itis also the location and conditions (environment)
ere the software will be used or operated to meet is intended function. (Based on
MP330-8).

ne

Read-Only S >
Software &
N

&“Q

SSC software where the computer program cannot be changed other than through
replacement of the computer program and/or the associated SSC. (It is sometimes
referred to as embedded software or firmware; however, for this Chapter, the term Read-
Only SSC software is used.)

Note: Read-only software includes software where limits and/or set points can be
configured (e.g., via keypad entries) without modifying the computer program (code).

(Definition developed for this chapter).

Page 21 of 30


http://www.lanl.gov/library/find/standards/index.php
http://www.merriam-webster.com/dictionary/freeware
https://int.lanl.gov/policy/information-management.shtml
https://int.lanl.gov/policy/information-management.shtml
http://int.lanl.gov/tools/forms/numerical.shtml
https://int.lanl.gov/policy/information-management.shtml
http://www.lanl.gov/library/find/standards/index.php

LANL Engineering Standards Manual STD-342-100

Chapter 21 — Software

1 Section SOFT-GEN: General Software Requirements

Rev. 0, 06/23/16

Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Risk Significant

Software that is, or will be, used for any of the purposes for which safety software is used

software (see Form 2033), only such purposes are in or for an accelerator, live-fire range,
biological hazard facility, explosive hazard facility, or a moderate- or high- hazard
chemical facility; or failure of the software would prevent LANL from performing E tial
Functions as described in EPP-COOP-006, LANL COOP [Continuity of Operati Plan.
Commercially controlled software is not risk significant software. (Ref. P1040)$

Safety and Safety software that is used, or will be used, to classify, design, or analy. clear

Hazard Analysis (including radiological) facilities. This software is not part of an SSC, but s to ensure

and Design the proper accident or hazards analysis of nuclear (including radiologi facilities or an

Software SSC that performs a safety function. This is Non-SSC software, s oftware, and is

(SHADS) categorized as SHADS. (Ref. P1040). A

Safety Safety software that performs, or will perform, a hazard contro \’ction in support of

Management and
Administrative
Controls
Software
(SMACS)

nuclear (including radiological) facility radiological Safety M ement Programs (SMPs)
or TSRs; and/or this is software that performs, or will pe‘rf . a control function in
support of a nuclear (including radiological) facility nec ry to provide adequate
protection from nuclear (including radiological) facili;@ogical hazards. It supports
eliminating, limiting, or mitigating nuclear hazards to Wdrkers, the public, or the
environment as addressed in 10 CFR 830, 10 CEEX835, Occupational Radiation
Protection, and the Department of Energy Acqu@on Regulation (DEAR) Integrated
Safety Management System (ISMS) clause 48 CFR 970.5223-1, Integration of
Environment, Safety, and Health into Wo @aning and Execution. This is safety
software and is categorized as SMACS( %s is a clarification of definition in P1040 r9; r10
expected to include same). X

Safety Software

Software that includes any of the f NZRing: SSS, SHADS, or SMACS. Both SSC software
and Non-SSC software can be s@&i/ software. (Ref. P1040).

Safety System
Software (SSS)

Safety software for a nuclegr (@eluding radiological) facility that performs, or will perform,
a safety function as part of SC and is cited in either (a) a DOE-approved documented
safety analysis, or (b) ag @proved hazard analysis per DOE P 450.4A, Integrated Safety
Management Policy al CFR 970-5223-1, Integration of Environment, Safety, and
Health into Work Plal\iig and Execution. This is SSC software, safety software and is
categorized as SS

Note: Referen e§imp|emented at LANL as described in PD110, Safety Basis. See DOE-
approved docyented safety analyses at LANL Safety Basis Document Lists (SBDLS).
Analyses in e Documented Safety Analyses (DSAs), Preliminary Documented Safety

AnalysesntﬁlpSAs), Bases for Interim Operations (BIOs) etc. (Based on P1040).

simple and easily
understood (Non-
SSC) software
used in the

Softw: gf]at satisfies the following criteria:
\The software is used in the design of SSCs;

\Q). The results of the computer program can be easily confirmed through hand
calculations;

design of SSCs N) ) o ) )
¢ c. A person technically qualified in the subject can review and understand the
%& program and the supporting calculations; and,
cg) d. The software can be individually verified with each use (e.g., calculation). (Based
R on NQA-1).
softw%?&’Y Computer programs and associated documentation and data pertaining to [needed for]
the operation of a computer system. (Ref. NQA-1).

software An approval that constitutes that the software requirements have been satisfied (including
approve/approval | installation and operating instructions), and the software is ready to be used in the

/approved for use
(SWAU)

intended operating environment. (Ref. P1040).
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Software
Coordinator

Individual(s), designated by division management, providing coordinating and/or
administrative functions in support of chapter compliance (e.g., inventory and associated
reporting). ES Division has an ES-Div Software Coordinator.

£

software design
requirement

A requirement that impacts or constrains the design of a software system or soft\/\%}"e'
system component. (Based on ISO/IEC/IEEE 24765). A

software
engineering
elements

(a) software acquisition method(s) for controlling the acquisition process for oftware and
software services; (b) software engineering method(s) used to manage t9§ ftware life-
cycle activities; (c) application of standards, conventions, and other wo actices that
support the software life cycle; (d) controls for support software used\ evelop operate,
and maintain computer programs. (Ref. NQA-1).

Software Owner
(SO)

Selected responsibilities from P1040 Rev 9 follow; see others i ~8h 21:

e Provides the software information and Form 2033, % /Non-Safety Software
Determination, Categorization, and Software Risk el (SRL) and obtains
review and concurrence of the form in accordal ith this document.

e Reviews and approves the software project ing documentation.

e Owns the software and supports the SRLMWcomplying with the requirements
of this document.

e Prepares the approval for use documeﬁ%tlon that describes the intended use
and any associated limitations, accegmcontrols etc., for using the software.

Software Point of

That individual selected by division mar%\e?nent to act as software owner for specific

Contact (SPOC) software or multiple Non-SCC softwarg programs. ldeally it's the main or super-user of
each program, but can be another u;@ r even a single individual for a group or division.
\V
Y
Q
N
b(b
O
&
$
XN
QO
<
&
\
O
O
>
&
Q
S
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Software
Responsible Line
Manager (SLRM)

Responsibilities (performs or causes to be performed, from P1040 Rev 9 for Software
Owner RLM follow; see others in Ch 21:
e Manages and maintains software in accordance with this document to ensure it

operates as intended. .

e Determines reasonable probability, software type, software category, a@s“g
applicable SRL.

e Reviews Form 2033, Safety/Non-Safety Software Determination, Gategorization,
and Software Risk Level (SRL) for completeness, accuracy an(tﬁquacy, and
signs Form 2033 indicating concurrence with the software det% ination,
categorization, and as applicable, SRL. 8}

e Retains the completed Form 2033 as a record in accord with the SRLM’s
records management system.

e Identifies, documents, approves, controls, and mainta{l&’ safety and risk
significant software owned by the SRLM that is ne ware or in-use software
at LANL nuclear (including radiological) facilities 8

e Provides SRLM safety software inventory info@&tlon and any changes thereto
to QPA-IQ. .

e  Transmits the SRLM inventory informatio &PA-IQ in accordance with
applicable document control protocols, i ding as required, derivative
classification review and marking for ssbsitive information; retains information as

a record. o

e Applies the appropriate amoun Q@A rigor in software planning and
implementation. N

e Reviews and approves the s are project planning documentation.

e As applicable, acquires s !ﬁryev and/or software services.

e Except for SQA associK ith using the software, is responsible for the SQA of
the software.

e V&Vs the softwares &

o Identifies and ensUes reviews are performed by competent individuals or
groups other t@hose who developed and documented in the original software
design (but may be from the same organization).

e Ensures s&e owning organization personnel managing or working to this
docume e adequately trained and as required, qualified.

e Apprg software for use.
e Co tes in-use tests in the operating environment.

e Retires software, including removal of safety software from software inventory.

software tool

A com ‘)program used in the development, testing, analysis or maintenance of a
prograQyor its documentation. Examples include vendor-supplier configuration tools,
co sion tables, comparators, cross-reference generators, compilers, CASE
%«a puter-Aided Design Software Engineering) tools, configuration and code
nagement software, decompilers, disassemblers, editors, flowcharters, monitor test
NMEtase generators, and timing analyzers. (Based on NQA-1).

N
.C
Software User =Y
(SV) %Q)‘b

&
&

Responsibilities from P1040 Rev 9; see others in Ch 21.
e Reviews and approves the software project planning documentation.

e Applies the appropriate amount of SQA rigor in software planning and
implementation.

e Reports software errors and problems.

e Uses software within software limitations and in accordance with this document.
[Note, for SSC software, choose as the SU the individual that best adds value when
considering the above role. It may depend on and change whether in design or an
operating facility. It may be the responsible engineer (or technician or maintenance in

some cases) rather than facility ops personnel.]
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Iltem

Definition

Software User
Responsible Line
Manager (SU
RLM)

Selected responsibilities from P1040 Rev 9; see others in Ch 21.
e Reviews and approves the software project planning documentation.
e Approves software for use.
e  Supports completion of in-use tests in the operating environment. \k'
e Ensures software users and software user organization personnel mané’mg or
working to this document are adequately trained, and as required, qq@@i led.

SSC software

Software that controls and/or monitors system, structures and components SCs) and is
running and interacting with its environment in real time. SSC software e safety or
non-safety software.

Examples: Building Automation Control System (BAS) software, p 'E&S gas monitoring
and control system software, fire alarm control panel (FACP) so v& continuous air

monitor (CAM) software, seismic switch software, and uninterru, power supply (UPS)
software. (Based on TR. No. 397, Quality Assurance for So Important to Safety,
IAEA, 2000). A

support software

software or provides general application-independent ability (Ref.
ISO/IEC/IEEE 24765). Support software includes software tools and system software

(Ref. NOA-1). S
Note: SSC and Non-SSC software may have.s@port software.

- - A
Software or a program that aides in the developmentﬁ,ggtenance, or use of other

system software

An element of support software, the compu '}ograms used to provide basic or general
functionality and facilitate the operation @?maintenance of the application computer

program. Examples include lower leve] sdftware layers, assemblers, interpreters,
diagnostics, and utilities. (Based on -1)

- - X~ .
test case A set of test inputs, execution ¢ n@rons, and expected results developed for a particular
objective, such as to exercise %ﬂrticular program path or to verify compliance with a
specific requirement. (Ref. N@@)
Y
test plan A document that describe }'e approach to be followed for testing a system or
(Procedure) component. Typical con{gmts identify the items to be tested, tasks to be performed, and

responsibilities for th;s@tting activities. (Ref. NQA-1).

toolbox code

Software that is Li%& on the DOE Safety Software Quality Assurance Central Registry
(Registry). (Ref\F? 40).

validation
(software)

The processggxercising or evaluating a system or system component by manual or
automate%u ans to ensure that it satisfies the specified requirements and to identify
differencQy between expected and actual results in an operating environment (Ref. NOA-
1); angproviding evidence that the software, and its associated products, satisfies system
req@ikements allocated to software at the end of each life cycle activity, solves the right
pretem (e.g., correctly models physical laws, implements business rules, uses the

per system assumptions), and satisfies the intended use and user needs (Ref. DOE O

)414.1D).

{}l
verification Q)‘DS
. )

S
&

The act of reviewing, inspecting, testing, checking, auditing, or otherwise determining and
documenting whether items, processes, services, or documents conform to specified
requirements (Ref. NQA-1); and providing objective evidence that the software and its
associated products conform to requirements (e.g., for correctness, completeness,
consistency, and accuracy) for all life cycle activities during each life cycle process

(e.g., acquisition, supply, development, operation, and maintenance); satisfy standards,
practices, and conventions during life cycle processes; successfully complete each

life cycle activity; and satisfy all the criteria for initiating succeeding life cycle activities
(e.g., building the software correctly) (Ref. O 414.1D).
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Table 21.1-A2 Chapter 21 Acronyms Table 21.1-A2 Chapter 21 Acronyms
Acroynm? Definition Acroynm? Definition
A Approve OTS Off the Shelf
AFU Approval for Use PDSA Preliminary Documented Safety
ASCE American Society of Civil Engineers Analysis
AP Administrative Procedure PFD Process Flow Diagram AL
ASM Acquisition Services Management P&ID Process and Instrumentation D\()&Eam
ASME American Society of Mechanical POC Point of Contact Lﬁ
Engineers R Required or review (see gontext)
BAS Building Automation System RE Responsible Engineerkoy
BIO Basis for Interim Operations RLM Responsible Line Mg:n,aéer
CAM Continuous Air Monitor SB Safety Basis Dividi?
CcGD Commercial Grade Dedication SBP Safety Basis P\rawdure
(Dedicated) S/Cl Suspect/CouxeYfeit Item
CM Configuration Management SDD System _nggh Description
COOP Continuity of Operations Plan SHADS Safety af¥ Hazard Analysis Software
Cx Commissioning SMACS Sa1;z§\4anagement and Administrative
D Develop Co IS Software
DA Design Authority SME %qb[ect Matter Expert
DAG Design Agency SO ,§6ftware Owner
DCE Desian Chanas Form SO0 . Y Sequence of Operations
- J g SOW _ »2"| Statement of Work
DOE (United States) Department of Energy A -
DRN Design Revision Notice SPOERY Software Point of Contact
DSA Documented Safety Analysis SRM\/I\/ Software Responsible Line Manager
EE Essential Function iﬁ‘:}@ Structure, System Component
ES Engineering Services \Z?SS Safety Syst_em Software
ES-Div Engineering Services Division R SRL So;tware Risk Level
ESM Engineering Standards Manual \," SU Software User
Engineering Services Software Q) SWAU Software Approve (Approval) for Use
ESSC Coordinator ; \,b SWDD [S)gfé\lzjvr;aqr:ngeagn Documentation (or
FAC-COE Facility Conduct of Engineerin@ - ;
FACP Fire Alarm Control Panel + QY SWBL Software Baseline
FCR Field Change Request \)v SWDS Software Data Sheet
FDAR Facility Design AuthorigRepresentative | —>WHA Software Hazards Analysis
FDD Facility Design Deso,ﬁptTon SWID Software Identification Number
G Grade (or Guide) R SWNCP Non-SSC Software Change Package
Institute of El cﬂé\él and Electronics SWRS Software Requirements Specification
IEEE Engineers g\ swyrs | Sofware System Requirements
LANL Insﬁ&@onal Evaluated Supplier pecincation — .
IESL List A~ SWTM Software Traceability Matrix
IWR Interig@ork Request SWTP Software Test Plan
LANL Log®mos National Laboratory SWTR Softwgre Test Report
LCxA Ledvl. Commissioning Authority TA Technical Area
ML ‘,EManagement Level UPS Uninterrupted Power Supply
NA /(‘\Qy'Not Applicable V&V Verify and Validate (or verification and
> | ASME NOA-1-2008/NOA-1A-2009, y validation)
Quality Assurance Requirements for Only key acronyms are listed. See PD340, Conduct
NQA-1 i Coati of Engineering for Facility Work and documents
Nuclear Facility Applications, Part | and g gfto ty W 0
Part Il referenced therein for additional meanings.
OCIO Office of Chief Information Officer
O&M Operations and Maintenance
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APPENDIX B: SO AND SRLM DECISION DIAGRAM FOR FAC-COE

Use Figure 21.1-B1 to identify the SO and SRLM. For clarification, contact the Facility Design
Authority Representative (FDAR).

e For software used within a single facility/application and/or under a single FDAR, the%-
associated FDAR has the ultimate authority to determine the appropriate SO and @ M.

e For software used among multiple facilities/applications where there may be Multiple FDARs,
the LANL Facility Design Authority (DA) has the ultimate authority to make determination.
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Figure 21.1-B1 SO and SRLM Determination for FAC-COE (Guidance

3
Software used to
administratively

4
SO & SRLM
responsibility not

SMPO SPOC 5 FODt?r contrl;\saczat\\ltv within FAC-COE
perations ?
Manager* \

1
Software used as

3 ] Software used to
. an engineere i
Begin’ design or SUB DAG RLM
. control fOf: analyze a facility
facility SSC? SSC?
suB

5
Software used to

Facility design
software used by

LANL

Rev. 0, 06/23/16

rt a safet et
SE2 FDAR support a satety Xoho LANL or SUB?? LANL ES SPOC LANL ES DAG RLM
analysis? % .
(Fa% esign Software)
Yes (Safety Analysis Software) \N)Q
Safety analysis Y LANL
software us
LANL or S8 SBD SPOC SBDL
KEY:
NOTES: DAG Design Agency o
" Answer the questions to determine the SO and SRLM. o ) o SBOL Safety Basis Division Leader
ES Engineering Services Division h
2 Once operating, normally the plant system engineer, process ‘b SE System Engineer
) L . f ! FAC-COE Facility Conduct of Engineering
engineer, or cognizantsystemengineer. Duringlarger SMPO Safety Management Pragram Owner
projects, functions are often performed by Design Agency. \ SUB SBA SUB SBA RLM FCS Facility Control System
OQ SO Software Owner

3 ’ ' " ’ .

As flowed downin supplier/subcontractor agreement. \‘ FDAR ;:;tgg;:?vr; Authority sPOC Software Paint of Contact
¢ Forsoftware used across multiple FODs, the SMP Program \Q

Ownershould be the SRLM. &C) FOD Facility Operating Director SRLM Software Responsible Line Manager
5 For clarification, contactthe FDAR who has the ult éb' MAR Material at Risk SSC System, Structure, Component

authorityto determine the appropriate SO and SRL RLM Responsible Line Manager suB Subcontractor

(QQ\ SBA Safety Basis Analyst
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CHAPTER 21 REFERENCE LISTING

Most recent document revision (including revised document numbering and/or titles) applies unless otherwise
stated. Most national standards are available to LANL personnel via links; others must purchase.

10 CFR 830, Nuclear Safety Management
10 CFR 835, Occupational Radiation Protection

48 CFR 970-5223-1, Integration of Environment,
Safety, and Health into Work Planning and
Execution

ANSI/ANS-10.7, Non-Real-Time, High-Integrity
Software for the Nuclear Industry — Development
Requirements

ASME NQA-1-2008/NQA-1A-2009, Quality
Assurance Requirements for Nuclear Facility
Applications, Part | and Part Il

ASME NQA-1-2015 Part Ill, Subpart 3.2-2.14,
Quality Assurance Requirements for Commercial
Grade Items and Services, Commercial Grade
Computer Programs, and Software Services
Certified Software Quality Engineer Handbook, L.
Westfall, American Society of Quality Pres.

DOE

DOE O 414.1D, Quality Assurance

DOE Safety Software Quality Assurance Central, >
Registry b‘b
DOE G 414.1-4, Safety Software Guide for'c@ with
10 CFR 830 Subpart A, Quality Assuranc%
Requirements, and DOE O 414.1C, Qq&ﬂ'&y
Assurance (Revision A pending)

DOE P 450.4A, Integrated SafetyM)Qagement
Policy

DOE SQAS21.01.00-1999, o@are Risk
Management a Practical Gtée

DOE-STD-1195, Design Q‘Qafety Significant Safety
Instrumented System%ed at DOE Nonreactor
Nuclear Facilities ‘DSQ

EPNlOO/K-OQ/Qg%, Guidance on the Development,
Evaluation, pplication of Environmental
Models, wvﬂ; pa.gov/crem

IAEA TR. No. 397, Quality Assurance for Software
Important to Safety, IAEA, 2000

IEEE

ANSI/IEEE Std 7-4.3.2-2010, IEEE Standard
Criteria for Digital Computers in Safety Systems of
Nuclear Power Generating Stations

ANSI/IEEE Std 828, IEEE Standard f .
Configuration Management in Systergind
Software Engineering

ANSI/IEEE Std 26514, Systems @nd Software
Engineering—Requirements esigners and

Developers of User Documegiation

ANSVI/IEEE Std 29148, ms and Software
Engineering — Life Cysle Processes —
Requirements Enging&rng

IEEE Std 344, St@ard for Seismic Qualification of
Equipment for ear Power Generating Stations

IEEE Std 82 EE Standard for Software and
System Tes&ocumentatlon

IEEE Stgo, IEEE Recommended Practice for
Software*Specifications

IE%d 1012, IEEE Standard for System and
Eoy are Verification

E Std 1016, IEEE Standard for Information

@%Technology System Design — Software Design

&
Q

Descriptions

IEEE Std 1016.1, IEEE Guide to Software Design
Descriptions

IEEE Std 1028, IEEE Standard for Software
Reviews and Audits

IEEE Std 1666, IEEE Standard for Standard
System C Language Reference Manual
IEEE Std 12207, Systems and Software
Engineering — Software Life Cycle Processes
ISO/IEC/IEEE 24765, Systems and Software
Engineering — Vocabulary

ISO/IEC/IEEE 29148, Systems and Software
Engineering-Life Cycle Processes-Requirements
Engineering

ANSI/ISA S84.00.01, Functional Safety: Safety
Instrumented Systems for the Process Industry
Sector

LANL (internal-only unless noted). Contact the
chapter POC for assistance in obtaining LANL
documents.

AP-341-402, Engineering Document Management
in Operating Facilities

AP-341-405, Identification and Control of Technical
Baseline, Variances, Alternate Methods, and
Clarifications in Operating Facilities
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AP-341-502, Management Level Determination and
Identification of Quality Assurance and
Maintenance Requirements

AP-341-504, Temporary Modification Control
AP-341-507, SSC Control Software Change
Package

AP-341-510, Field Walk-down, Data Gathering, and
Inspections

AP-341-519, Design Revision Control
AP-341-605, Calculations

AP-341-601, Functions and Requirements
Document

AP-341-602, Requirements and Criteria Document
(RCD)

AP-341-611, System Design Descriptions
AP-341-613, Instrumentation Set Point Control
AP-341-616, Technical Baseline Change During
Design

AP-341-620, Review of LANL Produced Design
Documents

AP-341-621, Design Authority Technical Review

AP-341-622, LANL Review of Designs Produced by
External Agencies

Rev. 0, 06/23/16

P330-2, Control and Calibration of Measuring and
Test Equipment (M&TE)

P330-3, Quality Audits

P330-5, Special Processes

P330-6, Nonconformance Reporting
P330-8, Inspection and Test

P330-9, Suspect/Counterfeit Items (S@f
P341, Facility Engineering Proces$9\/lanual
P342, Engineering Standards <

P343, Facility Engineering Tr&&]g and
Qualification Manual

P805, Export Control g’&

P840-1, Quality Assu e for Procurements
P1020-2, Laborat ocument Control
P1040, Softwa[e' ality Management

P1011, Comp Hardware, Software, and
Services: E)@ptions to Acquisition, Maintenance,

and Supp%t
PD110.&afety Basis

PDl;;,, LANL Readiness Program

%g&, Cyber Security Program
xE 328, LANL Assessment Program

%PD340, Conduct of Engineering for Facility Work

AP-341-703, Commercial Grade Dedication \@

AP-341-801, Post Modification/Post Maintenance \‘D‘ PD370, Conduct of Engineering for Research and
Testing Q Development (R&D)

AP-341-802, System Health Reporting S QPA-DO-FSD-001, LANL Safety Software

AP-341-901, Performing Vital Safety System b‘b
Assessments

AP-350-406, Startup and Commissioning A&

ASM 3400.00.041, Goods or Services Qt‘a\quiring
Special Review/Approval 'QO

ASM Website 4)
Conduct of Operations Resour

EPP-COOP-006, LANL CO
Operations] Plan Q

ES Division Office (ES—D\%RNebsite
Information System Sé:'&rity Officer (1ISSO)
LANL Institutional plier List (IESL)
LANL Nuclear Fa@ejlity List

LANL Safety Bé’s’is Document List

LA-14167@§, Los Alamos National Laboratory,

Concepts of Model Verification and Validation,
Thacker et al., 2004

P204-1, Controlled Unclassified Information
P218, Cyber Security Access Controls

P322-4, Laboratory Performance Feedback and
Improvement Process

Yy

ontinuity of

Inventory Procedure

SBP-15-351, Design Basis or Safety Basis Change
Review

SBP111-1, Facility Hazard Categorization and
Documentation

SBP112-3, Unreviewed Safety Question (USQ)
Process

SBP113-3, Unreviewed Safety Issue (USI) Process
SD210; Information Risk Management Framework

SD330, Los Alamos National Laboratory Quality
Assurance Program

STD-342-100, Engineering Standards Manual
(available externally)

Merriam-Webster Dictionary
TeamForge (LANL-internal)
Trac
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APPENDIX A:

Only key definitions are listed. See PD340, Conduct of Engineering for Facility Work, SD330, Los Alamos

GEN: General Software Requirements Rev. 0, 06/23/16

CHAPTER 21 DEFINITIONS AND ACRONYMS

National Laboratory Quality Assurance Program, and documents referenced therein for additional

definitions.
AL
Table 21.1-A1 Chapter 21 Definitions O&V
Item Definition S
acceptance The process of exercising or evaluating a system or system component Qﬁd@}anual or
testing, also automated means to ensure that it satisfies the specified requrrement to identify
known as differences between expected and actual results in the operating er& ent. (Ref.
software NQA-1).
validation \
[

acquired Software that is generally supplied through basic procurem %o-party agreements, or
software other contractual arrangements. Acquired software includ -the-shelf (OTS) software

such as operating systems, database management systesds, compliers, software
development tools, and commercial calculational softw and spreadsheet tools.
Downloadable software that is available at no cost to\l@e user (referred to as freeware) is
also considered acquired software. (Based on DO % 414.1-4

Acquired Non-
SSC software

Non-SSC software that is acquired software wi the code cannot be changed other
than through replacement. This may also be re erred to as Read-Only Non-SSC software.
Replacement includes replacement wrth equent software version or upgrade.
(Definition developed for this chapter). g"\,

baseline

thereafter serves as the basis for nd further development, and that can be changed
only by using an approved cha ntrol process. (Ref. NQA-1).

Note: See SOFT-GEN-FMO01, ware Baseline Form (SWBL). A software baseline
includes the computer prog éz)code and [configuration] data) and the computer program
documentation. In laymanss t8rms, one may think of this as the information and computer
program files that are ne d to run the software for a specific application.

A specification or product that haﬁformally reviewed and agreed upon, that

Change - Major
computer
program change

R
&
&
5
&“Q

A change or bug fix

= the Soft Responsible Line Manager (SRLM) or computer program supplier
de&gnq) as a major change,

= add@ deletes an ML-1, ML-2 or ML-3 SSC performance function (including set
changes),

B
= t@iifies ML-1 or ML-2 SSC performance function code, excluding clarifying
otes,

S adds, deletes or modifies design and/or analysis output values of ML-1, ML-2 or
\‘Q ML-3 calculations,

N " recodes to another language, or
i =  modifies a significant number of lines of code.

Note: A Major OTS computer program change is often indicated with increment increase
in version number (e.g., change from version 1 to 2). An evaluation of the software
however, is required to determine whether the version release is a major change.

Examples: A change from Delta V control system software from version 7.0 to version
8.0. A change that adds code to implement an interlock functional performance
requirement that an ML-3 laser system cannot be activated until area doors are locked.
A change that modifies code on ML-2 ventilation system backdraft damper so that
damper closure does not slam shut and potentially damage the damper assembly. A
change in the algorithm or databased used for calculating the water flow rate in an ML-3
fire protection piping system design. A change in coding language from C to C++. A
version change where 40% of the lines of code were modified. (Definition developed for
this chapter).
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Change - Minor
computer
program change

A change or bug fix that is not a major computer program change but:

= adds or deletes an ML-4 SSC performance function (including setpoint
changes),

= modifies ML-3 SSC performance function code, excluding clarifying note&

= adds, deletes or modifies design and/or analysis output values of M é
calculations

Note: A minor OTS software change is often indicated with a fractional nq@ sein
version number (e.g., 1.1 or 1.01). An evaluation of the software however s required to
determine whether the version release is a minor change.

Examples: Add code to implement automatic pump shut-off perfo@ice requirement on
ML-4 sump low-level alarm. Modify code to fix a coding error or#ap L-3 heating/cooling
eratures. Change the

c power system under

system so that cooling, rather than heating activates at high t
algorithm for calculating the current that flows in an ML-4 el
abnormal conditions. (Definition developed for this chagt

Change - Less
than minor
computer
program change

A change or bug fix that is not a major or minor co %Dfprogram change but:
= adds, deleted and/or modifies ML-4 perforn&:e function code,
= adds, deletes and/or modifies code that@és not modify ML-1, ML-2, ML-3
performance function, or

= imparts changes without adding, de@tmg or modifying design and/or analysis
output values (all MLs).

Examples: Modify code to increase the%p time on an ML-4 softstart pump. Install
security patch/service pack updates. é« OTS software patch that includes a code change
to prevent a screen from “freezingi & Toading slowly (all MLs). Add/modify code
clarifying notes (all MLs). Modi e to produce multiple reporting formats (all MLs).
(Definition developed for this c@%ter).

As determined using Form Qﬁg Safety/Non-Safety Software Determination,

commercially
controlled Categorization, and Sofz&;e Risk Level (SRL), software that is not, or will not be safety
software software or risk signi software. Such software may be acquired (including off the
shelf (OTS) softwar \é’eware, or designed software.
Examples: Perse roductivity software (e.g., Microsoft PowerPoint, Oracle Project
Primavera, MS MOok, etc.); typical business accounting systems, facility personnel
comfort tempe@ ure control systems. (Based on P1040).
computer A comblnﬂ)} of computer instructions and data definitions that enables computer
program hardwar perform computational or control functions. (Ref. NQA-1).
computer Ap 'nf&’lt or other human readable display of the source and, sometimes, object
program listings sta&ients that make up a computer program. (Ref. ISO/IEC/IEEE 24765).
configuration “ﬁT’e process of identifying and defining the configuration items in a system (i.e., software
management Dand hardware), controlling the release and change of these items throughout the

&
&

system'’s life cycle, and recording and reporting the status of configuration items and
change requests. (Ref. NQA-1).

Designe.df) "ro
devel
softwﬁg

Software that is designed or developed rather than acquired.

Note: Includes the following from DOE G 414.1-4. (a) custom developed software, (b)
configurable software, and (c) utility calculation software. (Definition developed for this
chapter).

Designed Non-
SSC Software

Non-SSC software where the computer program can be changed other than through
replacement. Replacement includes replacement with a subsequent software version or
upgrade. (Definition developed for this chapter).

Designed SSC
Software

SSC software where the computer program can be changed other than through
replacement of the computer program and/or the associated SSC. (Definition developed

for this chapter).
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Table 21.1-A1 Chapter 21 Definitions

Item Definition
Engineering Individual assigned to maintain the software inventory for ES Division, and to perform
Services other duties as assigned (e.g., per desktop instruction [future]).
Software

Coordinator

N".

?rom

error An error is a condition deviating from an established baseline including deviati
the current approved computer program and its baseline requirements. (Ref, NMUA-1). An
error is something which requires a software change (major or minor). les of
errors include (a) if a computer program used for design of a structural er provides
incorrect design output, and (b) if a computer program turns on heati stead of cooling
at high temperature settings. C§

freeware Software that is available for use at no cost or for a nominal, us@s,Uy voluntary fee. (Ref.

Merriam-Webster Dictionary). Al

major document
change

N
A document change that is not a minor document change.* Qajor document change
includes revisions, changes, or modifications to a docu ?3'1 e.g., procedure, work
instruction, drawing, etc.) which impact the effective im entation of the
requirement(s). (Based on P1020-2). AR

minor document
change

A document change, as defined by the governin ument control program, that
includes but is not limited to inconsequential edidifal corrections, grammatical and
spelling changes, organizational name and a%qnym changes, and similar type changes.
(Based on P1020-2).

2

model

h
Simplifications of the real world constru&ai to gain insights into select attributes of a
particular physical, biological, econorgidy engineered, or social system. (Ref. EPA/100K-
09/003, Guidance on the Developn@: , Evaluation, and Application of Environmental

Models.) AD

Non-safety
software

As determined using Form éoftware that is not otherwise determined to be safety
software. Non-safety softw ncludes risk significant and commercially controlled
software. (Ref. PlO40).>\@

Non-SSC
software

Software used in de@nalysis and/or for administrative control. This software does
not physically monit@y*and/or control SSCs.

Examples: Pipingh\dystem design/analysis software (CAESAR |I®), fire protection system
design softwarNSprinkCAD), area lighting calculation software, spreadsheets used to
perform str al load calculations, safety analysis software used to perform dispersion
modeling, software used to track facility combustible loading, and software used to track
Technic@afety Requirement (TSR) implementation. (Definition developed for this
chap

operating
environment

A (@Ection of software, firmware, and hardware elements that provide for the execution
Qomputer programs. (Ref. NQA-1)). Itis also the location and conditions (environment)
ere the software will be used or operated to meet is intended function. (Based on
MP330-8).

ne

Read-Only S >
Software &
N

&“Q

SSC software where the computer program cannot be changed other than through
replacement of the computer program and/or the associated SSC. (It is sometimes
referred to as embedded software or firmware; however, for this Chapter, the term Read-
Only SSC software is used.)

Note: Read-only software includes software where limits and/or set points can be
configured (e.g., via keypad entries) without modifying the computer program (code).

(Definition developed for this chapter).
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Risk Significant

Software that is, or will be, used for any of the purposes for which safety software is used

software (see Form 2033), only such purposes are in or for an accelerator, live-fire range,
biological hazard facility, explosive hazard facility, or a moderate- or high- hazard
chemical facility; or failure of the software would prevent LANL from performing E tial
Functions as described in EPP-COOP-006, LANL COOP [Continuity of Operati Plan.
Commercially controlled software is not risk significant software. (Ref. P1040)$

Safety and Safety software that is used, or will be used, to classify, design, or analy. clear

Hazard Analysis (including radiological) facilities. This software is not part of an SSC, but s to ensure

and Design the proper accident or hazards analysis of nuclear (including radiologi facilities or an

Software SSC that performs a safety function. This is Non-SSC software, s oftware, and is

(SHADS) categorized as SHADS. (Ref. P1040). A

Safety Safety software that performs, or will perform, a hazard contro \’ction in support of

Management and
Administrative
Controls
Software
(SMACS)

nuclear (including radiological) facility radiological Safety M ement Programs (SMPs)
or TSRs; and/or this is software that performs, or will pe‘rf . a control function in
support of a nuclear (including radiological) facility nec ry to provide adequate
protection from nuclear (including radiological) facili;@ogical hazards. It supports
eliminating, limiting, or mitigating nuclear hazards to Wdrkers, the public, or the
environment as addressed in 10 CFR 830, 10 CEEX835, Occupational Radiation
Protection, and the Department of Energy Acqu@on Regulation (DEAR) Integrated
Safety Management System (ISMS) clause 48 CFR 970.5223-1, Integration of
Environment, Safety, and Health into Wo @aning and Execution. This is safety
software and is categorized as SMACS( %s is a clarification of definition in P1040 r9; r10
expected to include same). X

Safety Software

Software that includes any of the f NZRing: SSS, SHADS, or SMACS. Both SSC software
and Non-SSC software can be s@&i/ software. (Ref. P1040).

Safety System
Software (SSS)

Safety software for a nuclegr (@eluding radiological) facility that performs, or will perform,
a safety function as part of SC and is cited in either (a) a DOE-approved documented
safety analysis, or (b) ag @proved hazard analysis per DOE P 450.4A, Integrated Safety
Management Policy al CFR 970-5223-1, Integration of Environment, Safety, and
Health into Work Plal\iig and Execution. This is SSC software, safety software and is
categorized as SS

Note: Referen e§imp|emented at LANL as described in PD110, Safety Basis. See DOE-
approved docyented safety analyses at LANL Safety Basis Document Lists (SBDLS).
Analyses in e Documented Safety Analyses (DSAs), Preliminary Documented Safety

AnalysesntﬁlpSAs), Bases for Interim Operations (BIOs) etc. (Based on P1040).

simple and easily
understood (Non-
SSC) software
used in the

Softw: gf]at satisfies the following criteria:
\The software is used in the design of SSCs;

\Q). The results of the computer program can be easily confirmed through hand
calculations;

design of SSCs N) ) o ) )
¢ c. A person technically qualified in the subject can review and understand the
%& program and the supporting calculations; and,
cg) d. The software can be individually verified with each use (e.g., calculation). (Based
R on NQA-1).
softw%?&’Y Computer programs and associated documentation and data pertaining to [needed for]
the operation of a computer system. (Ref. NQA-1).

software An approval that constitutes that the software requirements have been satisfied (including
approve/approval | installation and operating instructions), and the software is ready to be used in the

/approved for use
(SWAU)

intended operating environment. (Ref. P1040).
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Software
Coordinator

Individual(s), designated by division management, providing coordinating and/or
administrative functions in support of chapter compliance (e.g., inventory and associated
reporting). ES Division has an ES-Div Software Coordinator.

£

software design
requirement

A requirement that impacts or constrains the design of a software system or soft\/\%}"e'
system component. (Based on ISO/IEC/IEEE 24765). A

software
engineering
elements

(a) software acquisition method(s) for controlling the acquisition process for oftware and
software services; (b) software engineering method(s) used to manage t9§ ftware life-
cycle activities; (c) application of standards, conventions, and other wo actices that
support the software life cycle; (d) controls for support software used\ evelop operate,
and maintain computer programs. (Ref. NQA-1).

Software Owner
(SO)

Selected responsibilities from P1040 Rev 9 follow; see others i ~8h 21:

e Provides the software information and Form 2033, % /Non-Safety Software
Determination, Categorization, and Software Risk el (SRL) and obtains
review and concurrence of the form in accordal ith this document.

e Reviews and approves the software project ing documentation.

e Owns the software and supports the SRLMWcomplying with the requirements
of this document.

e Prepares the approval for use documeﬁ%tlon that describes the intended use
and any associated limitations, accegmcontrols etc., for using the software.

Software Point of

That individual selected by division mar%\e?nent to act as software owner for specific

Contact (SPOC) software or multiple Non-SCC softwarg programs. ldeally it's the main or super-user of
each program, but can be another u;@ r even a single individual for a group or division.
\V
Y
Q
N
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Software
Responsible Line
Manager (SLRM)

Responsibilities (performs or causes to be performed, from P1040 Rev 9 for Software
Owner RLM follow; see others in Ch 21:
e Manages and maintains software in accordance with this document to ensure it

operates as intended. .

e Determines reasonable probability, software type, software category, a@s“g
applicable SRL.

e Reviews Form 2033, Safety/Non-Safety Software Determination, Gategorization,
and Software Risk Level (SRL) for completeness, accuracy an(tﬁquacy, and
signs Form 2033 indicating concurrence with the software det% ination,
categorization, and as applicable, SRL. 8}

e Retains the completed Form 2033 as a record in accord with the SRLM’s
records management system.

e Identifies, documents, approves, controls, and mainta{l&’ safety and risk
significant software owned by the SRLM that is ne ware or in-use software
at LANL nuclear (including radiological) facilities 8

e Provides SRLM safety software inventory info@&tlon and any changes thereto
to QPA-IQ. .

e  Transmits the SRLM inventory informatio &PA-IQ in accordance with
applicable document control protocols, i ding as required, derivative
classification review and marking for ssbsitive information; retains information as

a record. o

e Applies the appropriate amoun Q@A rigor in software planning and
implementation. N

e Reviews and approves the s are project planning documentation.

e As applicable, acquires s !ﬁryev and/or software services.

e Except for SQA associK ith using the software, is responsible for the SQA of
the software.

e V&Vs the softwares &

o Identifies and ensUes reviews are performed by competent individuals or
groups other t@hose who developed and documented in the original software
design (but may be from the same organization).

e Ensures s&e owning organization personnel managing or working to this
docume e adequately trained and as required, qualified.

e Apprg software for use.
e Co tes in-use tests in the operating environment.

e Retires software, including removal of safety software from software inventory.

software tool

A com ‘)program used in the development, testing, analysis or maintenance of a
prograQyor its documentation. Examples include vendor-supplier configuration tools,
co sion tables, comparators, cross-reference generators, compilers, CASE
%«a puter-Aided Design Software Engineering) tools, configuration and code
nagement software, decompilers, disassemblers, editors, flowcharters, monitor test
NMEtase generators, and timing analyzers. (Based on NQA-1).

N
.C
Software User =Y
(SV) %Q)‘b

&
&

Responsibilities from P1040 Rev 9; see others in Ch 21.
e Reviews and approves the software project planning documentation.

e Applies the appropriate amount of SQA rigor in software planning and
implementation.

e Reports software errors and problems.

e Uses software within software limitations and in accordance with this document.
[Note, for SSC software, choose as the SU the individual that best adds value when
considering the above role. It may depend on and change whether in design or an
operating facility. It may be the responsible engineer (or technician or maintenance in

some cases) rather than facility ops personnel.]
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Table 21.1-A1 Chapter 21 Definitions

Iltem

Definition

Software User
Responsible Line
Manager (SU
RLM)

Selected responsibilities from P1040 Rev 9; see others in Ch 21.
e Reviews and approves the software project planning documentation.
e Approves software for use.
e  Supports completion of in-use tests in the operating environment. \k'
e Ensures software users and software user organization personnel mané’mg or
working to this document are adequately trained, and as required, qq@@i led.

SSC software

Software that controls and/or monitors system, structures and components SCs) and is
running and interacting with its environment in real time. SSC software e safety or
non-safety software.

Examples: Building Automation Control System (BAS) software, p 'E&S gas monitoring
and control system software, fire alarm control panel (FACP) so v& continuous air

monitor (CAM) software, seismic switch software, and uninterru, power supply (UPS)
software. (Based on TR. No. 397, Quality Assurance for So Important to Safety,
IAEA, 2000). A

support software

software or provides general application-independent ability (Ref.
ISO/IEC/IEEE 24765). Support software includes software tools and system software

(Ref. NOA-1). S
Note: SSC and Non-SSC software may have.s@port software.

- - A
Software or a program that aides in the developmentﬁ,ggtenance, or use of other

system software

An element of support software, the compu '}ograms used to provide basic or general
functionality and facilitate the operation @?maintenance of the application computer

program. Examples include lower leve] sdftware layers, assemblers, interpreters,
diagnostics, and utilities. (Based on -1)

- - X~ .
test case A set of test inputs, execution ¢ n@rons, and expected results developed for a particular
objective, such as to exercise %ﬂrticular program path or to verify compliance with a
specific requirement. (Ref. N@@)
Y
test plan A document that describe }'e approach to be followed for testing a system or
(Procedure) component. Typical con{gmts identify the items to be tested, tasks to be performed, and

responsibilities for th;s@tting activities. (Ref. NQA-1).

toolbox code

Software that is Li%& on the DOE Safety Software Quality Assurance Central Registry
(Registry). (Ref\F? 40).

validation
(software)

The processggxercising or evaluating a system or system component by manual or
automate%u ans to ensure that it satisfies the specified requirements and to identify
differencQy between expected and actual results in an operating environment (Ref. NOA-
1); angproviding evidence that the software, and its associated products, satisfies system
req@ikements allocated to software at the end of each life cycle activity, solves the right
pretem (e.g., correctly models physical laws, implements business rules, uses the

per system assumptions), and satisfies the intended use and user needs (Ref. DOE O

)414.1D).

{}l
verification Q)‘DS
. )

S
&

The act of reviewing, inspecting, testing, checking, auditing, or otherwise determining and
documenting whether items, processes, services, or documents conform to specified
requirements (Ref. NQA-1); and providing objective evidence that the software and its
associated products conform to requirements (e.g., for correctness, completeness,
consistency, and accuracy) for all life cycle activities during each life cycle process

(e.g., acquisition, supply, development, operation, and maintenance); satisfy standards,
practices, and conventions during life cycle processes; successfully complete each

life cycle activity; and satisfy all the criteria for initiating succeeding life cycle activities
(e.g., building the software correctly) (Ref. O 414.1D).
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Table 21.1-A2 Chapter 21 Acronyms Table 21.1-A2 Chapter 21 Acronyms
Acroynm? Definition Acroynm? Definition
A Approve OTS Off the Shelf
AFU Approval for Use PDSA Preliminary Documented Safety
ASCE American Society of Civil Engineers Analysis
AP Administrative Procedure PFD Process Flow Diagram AL
ASM Acquisition Services Management P&ID Process and Instrumentation D\()&Eam
ASME American Society of Mechanical POC Point of Contact Lﬁ
Engineers R Required or review (see gontext)
BAS Building Automation System RE Responsible Engineerkoy
BIO Basis for Interim Operations RLM Responsible Line Mg:n,aéer
CAM Continuous Air Monitor SB Safety Basis Dividi?
CcGD Commercial Grade Dedication SBP Safety Basis P\rawdure
(Dedicated) S/Cl Suspect/CouxeYfeit Item
CM Configuration Management SDD System _nggh Description
COOP Continuity of Operations Plan SHADS Safety af¥ Hazard Analysis Software
Cx Commissioning SMACS Sa1;z§\4anagement and Administrative
D Develop Co IS Software
DA Design Authority SME %qb[ect Matter Expert
DAG Design Agency SO ,§6ftware Owner
DCE Desian Chanas Form SO0 . Y Sequence of Operations
- J g SOW _ »2"| Statement of Work
DOE (United States) Department of Energy A -
DRN Design Revision Notice SPOERY Software Point of Contact
DSA Documented Safety Analysis SRM\/I\/ Software Responsible Line Manager
EE Essential Function iﬁ‘:}@ Structure, System Component
ES Engineering Services \Z?SS Safety Syst_em Software
ES-Div Engineering Services Division R SRL So;tware Risk Level
ESM Engineering Standards Manual \," SU Software User
Engineering Services Software Q) SWAU Software Approve (Approval) for Use
ESSC Coordinator ; \,b SWDD [S)gfé\lzjvr;aqr:ngeagn Documentation (or
FAC-COE Facility Conduct of Engineerin@ - ;
FACP Fire Alarm Control Panel + QY SWBL Software Baseline
FCR Field Change Request \)v SWDS Software Data Sheet
FDAR Facility Design AuthorigRepresentative | —>WHA Software Hazards Analysis
FDD Facility Design Deso,ﬁptTon SWID Software Identification Number
G Grade (or Guide) R SWNCP Non-SSC Software Change Package
Institute of El cﬂé\él and Electronics SWRS Software Requirements Specification
IEEE Engineers g\ swyrs | Sofware System Requirements
LANL Insﬁ&@onal Evaluated Supplier pecincation — .
IESL List A~ SWTM Software Traceability Matrix
IWR Interig@ork Request SWTP Software Test Plan
LANL Log®mos National Laboratory SWTR Softwgre Test Report
LCxA Ledvl. Commissioning Authority TA Technical Area
ML ‘,EManagement Level UPS Uninterrupted Power Supply
NA /(‘\Qy'Not Applicable V&V Verify and Validate (or verification and
> | ASME NOA-1-2008/NOA-1A-2009, y validation)
Quality Assurance Requirements for Only key acronyms are listed. See PD340, Conduct
NQA-1 i Coati of Engineering for Facility Work and documents
Nuclear Facility Applications, Part | and g gfto ty W 0
Part Il referenced therein for additional meanings.
OCIO Office of Chief Information Officer
O&M Operations and Maintenance
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APPENDIX B: SO AND SRLM DECISION DIAGRAM FOR FAC-COE

Use Figure 21.1-B1 to identify the SO and SRLM. For clarification, contact the Facility Design
Authority Representative (FDAR).

e For software used within a single facility/application and/or under a single FDAR, the%-
associated FDAR has the ultimate authority to determine the appropriate SO and @ M.

e For software used among multiple facilities/applications where there may be Multiple FDARs,
the LANL Facility Design Authority (DA) has the ultimate authority to make determination.

N
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Figure 21.1-B1 SO and SRLM Determination for FAC-COE (Guidance

3
Software used to
administratively

4
SO & SRLM
responsibility not

SMPO SPOC 5 FODt?r contrl;\saczat\\ltv within FAC-COE
perations ?
Manager* \

1
Software used as

3 ] Software used to
. an engineere i
Begin’ design or SUB DAG RLM
. control fOf: analyze a facility
facility SSC? SSC?
suB

5
Software used to

Facility design
software used by

LANL

Rev. 0, 06/23/16

rt a safet et
SE2 FDAR support a satety Xoho LANL or SUB?? LANL ES SPOC LANL ES DAG RLM
analysis? % .
(Fa% esign Software)
Yes (Safety Analysis Software) \N)Q
Safety analysis Y LANL
software us
LANL or S8 SBD SPOC SBDL
KEY:
NOTES: DAG Design Agency o
" Answer the questions to determine the SO and SRLM. o ) o SBOL Safety Basis Division Leader
ES Engineering Services Division h
2 Once operating, normally the plant system engineer, process ‘b SE System Engineer
) L . f ! FAC-COE Facility Conduct of Engineering
engineer, or cognizantsystemengineer. Duringlarger SMPO Safety Management Pragram Owner
projects, functions are often performed by Design Agency. \ SUB SBA SUB SBA RLM FCS Facility Control System
OQ SO Software Owner

3 ’ ' " ’ .

As flowed downin supplier/subcontractor agreement. \‘ FDAR ;:;tgg;:?vr; Authority sPOC Software Paint of Contact
¢ Forsoftware used across multiple FODs, the SMP Program \Q

Ownershould be the SRLM. &C) FOD Facility Operating Director SRLM Software Responsible Line Manager
5 For clarification, contactthe FDAR who has the ult éb' MAR Material at Risk SSC System, Structure, Component

authorityto determine the appropriate SO and SRL RLM Responsible Line Manager suB Subcontractor

(QQ\ SBA Safety Basis Analyst
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CHAPTER 21 REFERENCE LISTING

Most recent document revision (including revised document numbering and/or titles) applies unless otherwise
stated. Most national standards are available to LANL personnel via links; others must purchase.

10 CFR 830, Nuclear Safety Management
10 CFR 835, Occupational Radiation Protection

48 CFR 970-5223-1, Integration of Environment,
Safety, and Health into Work Planning and
Execution

ANSI/ANS-10.7, Non-Real-Time, High-Integrity
Software for the Nuclear Industry — Development
Requirements

ASME NQA-1-2008/NQA-1A-2009, Quality
Assurance Requirements for Nuclear Facility
Applications, Part | and Part Il

ASME NQA-1-2015 Part Ill, Subpart 3.2-2.14,
Quality Assurance Requirements for Commercial
Grade Items and Services, Commercial Grade
Computer Programs, and Software Services
Certified Software Quality Engineer Handbook, L.
Westfall, American Society of Quality Pres.

DOE

DOE O 414.1D, Quality Assurance

DOE Safety Software Quality Assurance Central, >
Registry b‘b
DOE G 414.1-4, Safety Software Guide for'c@ with
10 CFR 830 Subpart A, Quality Assuranc%
Requirements, and DOE O 414.1C, Qq&ﬂ'&y
Assurance (Revision A pending)

DOE P 450.4A, Integrated SafetyM)Qagement
Policy

DOE SQAS21.01.00-1999, o@are Risk
Management a Practical Gtée

DOE-STD-1195, Design Q‘Qafety Significant Safety
Instrumented System%ed at DOE Nonreactor
Nuclear Facilities ‘DSQ

EPNlOO/K-OQ/Qg%, Guidance on the Development,
Evaluation, pplication of Environmental
Models, wvﬂ; pa.gov/crem

IAEA TR. No. 397, Quality Assurance for Software
Important to Safety, IAEA, 2000

IEEE

ANSI/IEEE Std 7-4.3.2-2010, IEEE Standard
Criteria for Digital Computers in Safety Systems of
Nuclear Power Generating Stations

ANSI/IEEE Std 828, IEEE Standard f .
Configuration Management in Systergind
Software Engineering

ANSI/IEEE Std 26514, Systems @nd Software
Engineering—Requirements esigners and

Developers of User Documegiation

ANSVI/IEEE Std 29148, ms and Software
Engineering — Life Cysle Processes —
Requirements Enging&rng

IEEE Std 344, St@ard for Seismic Qualification of
Equipment for ear Power Generating Stations

IEEE Std 82 EE Standard for Software and
System Tes&ocumentatlon

IEEE Stgo, IEEE Recommended Practice for
Software*Specifications

IE%d 1012, IEEE Standard for System and
Eoy are Verification

E Std 1016, IEEE Standard for Information

@%Technology System Design — Software Design

&
Q

Descriptions

IEEE Std 1016.1, IEEE Guide to Software Design
Descriptions

IEEE Std 1028, IEEE Standard for Software
Reviews and Audits

IEEE Std 1666, IEEE Standard for Standard
System C Language Reference Manual
IEEE Std 12207, Systems and Software
Engineering — Software Life Cycle Processes
ISO/IEC/IEEE 24765, Systems and Software
Engineering — Vocabulary

ISO/IEC/IEEE 29148, Systems and Software
Engineering-Life Cycle Processes-Requirements
Engineering

ANSI/ISA S84.00.01, Functional Safety: Safety
Instrumented Systems for the Process Industry
Sector

LANL (internal-only unless noted). Contact the
chapter POC for assistance in obtaining LANL
documents.

AP-341-402, Engineering Document Management
in Operating Facilities

AP-341-405, Identification and Control of Technical
Baseline, Variances, Alternate Methods, and
Clarifications in Operating Facilities
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AP-341-502, Management Level Determination and
Identification of Quality Assurance and
Maintenance Requirements

AP-341-504, Temporary Modification Control
AP-341-507, SSC Control Software Change
Package

AP-341-510, Field Walk-down, Data Gathering, and
Inspections

AP-341-519, Design Revision Control
AP-341-605, Calculations

AP-341-601, Functions and Requirements
Document

AP-341-602, Requirements and Criteria Document
(RCD)

AP-341-611, System Design Descriptions
AP-341-613, Instrumentation Set Point Control
AP-341-616, Technical Baseline Change During
Design

AP-341-620, Review of LANL Produced Design
Documents

AP-341-621, Design Authority Technical Review

AP-341-622, LANL Review of Designs Produced by
External Agencies

Rev. 0, 06/23/16

P330-2, Control and Calibration of Measuring and
Test Equipment (M&TE)

P330-3, Quality Audits

P330-5, Special Processes

P330-6, Nonconformance Reporting
P330-8, Inspection and Test

P330-9, Suspect/Counterfeit Items (S@f
P341, Facility Engineering Proces$9\/lanual
P342, Engineering Standards <

P343, Facility Engineering Tr&&]g and
Qualification Manual

P805, Export Control g’&

P840-1, Quality Assu e for Procurements
P1020-2, Laborat ocument Control
P1040, Softwa[e' ality Management

P1011, Comp Hardware, Software, and
Services: E)@ptions to Acquisition, Maintenance,

and Supp%t
PD110.&afety Basis

PDl;;,, LANL Readiness Program

%g&, Cyber Security Program
xE 328, LANL Assessment Program

%PD340, Conduct of Engineering for Facility Work

AP-341-703, Commercial Grade Dedication \@

AP-341-801, Post Modification/Post Maintenance \‘D‘ PD370, Conduct of Engineering for Research and
Testing Q Development (R&D)

AP-341-802, System Health Reporting S QPA-DO-FSD-001, LANL Safety Software

AP-341-901, Performing Vital Safety System b‘b
Assessments

AP-350-406, Startup and Commissioning A&

ASM 3400.00.041, Goods or Services Qt‘a\quiring
Special Review/Approval 'QO

ASM Website 4)
Conduct of Operations Resour

EPP-COOP-006, LANL CO
Operations] Plan Q

ES Division Office (ES—D\%RNebsite
Information System Sé:'&rity Officer (1ISSO)
LANL Institutional plier List (IESL)
LANL Nuclear Fa@ejlity List

LANL Safety Bé’s’is Document List

LA-14167@§, Los Alamos National Laboratory,

Concepts of Model Verification and Validation,
Thacker et al., 2004

P204-1, Controlled Unclassified Information
P218, Cyber Security Access Controls

P322-4, Laboratory Performance Feedback and
Improvement Process

Yy

ontinuity of

Inventory Procedure

SBP-15-351, Design Basis or Safety Basis Change
Review

SBP111-1, Facility Hazard Categorization and
Documentation

SBP112-3, Unreviewed Safety Question (USQ)
Process

SBP113-3, Unreviewed Safety Issue (USI) Process
SD210; Information Risk Management Framework

SD330, Los Alamos National Laboratory Quality
Assurance Program

STD-342-100, Engineering Standards Manual
(available externally)

Merriam-Webster Dictionary
TeamForge (LANL-internal)
Trac
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Table 21.1-ATT1 Chapter 21 Summary by Software Management Lev
This table is a summary only and does not include all requirement details. See text of Sect

Q
38

on(s) for details.

O §
: iy C'Q\, SSC Software Non-SSC
Section Name/ Activity _ ) Software
. . Deliverable \, ML ML2
Subsection? Description ch)
. \b 1123 2| 3|4
. . Q7

Identify software, evaluate and | Software list b\, RIR|R|G R| R |R
SOFT-GEN, 2 complete software : Qy

determination Form 2033 Q)\, R|R|R|G® R| R |G?
SOFT-GEN, 3 Plan software-specific Software data sheet form SOFT-GEN-FA@. (SWDS) R|R|R - R R -

activities e

.. 6%

SOFT-GEN, 4 Develop and maintain a Software baseline form SOFT- N,\me (SWBL)* R|R|R| - R|R| -

software baseline (SWBL) N
SOFT-GEN, 4 Control software changes: Q?‘)\

Less than minor change, @

minor and major changes Documented comment@ the computer program where feasible RIR|R]|R R R R

made before or after software %

approval for use (SWAU) 0‘\\'

bv

Minor or major changes made s 5 ) ) )

before SWAL AP-341-519 @%ge documents R|R|G|G

— &

Minor or major.change.s made Revise&\NBL“ RIRIRI - R R i

once software is baselined Q

Minor or major changes made S&'é)Software Change Form AP-341-507-FM01 R|IR|G| - - - -

\4

after SWAU _ {®n-ssC Software Change Form SOFT-GEN-FM02 (SWNCP) - - R| G| -

SOFT-GEN, 5 Report problems and take co@tive action:
) - A
Before SWAU 3 P330-6, P322-4, bug lists, documented comment field in the RIRIR!|G R R G
X computer program
After SWAU @gb, E\?ggs?) P322-4 documents (e.g., Nonconformance Reports RIRIRI|G R R | o
&

SOFT-GEN, 6 Manage SOﬁWe@ (project) Risk list as part of SWDS R|R|R |G R R G

risks P
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Table 21.1-ATT1 Chapter 21 Summary by Software Management Level (M O
This table is a summary only and does not include all requirement details. See text of Secti(m(s) for details.

) -
. o GS SSC Software NO? SO
Section Name/ Activity Sslferilts Q)% ML2 Software
Subsection? Description g’& ML?
NS 1 (2|3 |4|1]|2]|3]|4
=
SOFT-ACQUIRE, | Acquire existing LANL Update authorized users/SWDS as required; genera
e h - . - - - - | R|R| R |G
3,4 software if suitable interface agreement where desired N
SOFT-ACQUIRE, = Statement of Work (SOW) N - rRIR|I R -
3.4 - SWDS > RIR|IR|-|R|[R|R]-
Q
= Commercial Grade Dedication (CGD) umentation per AP- 6 6 6 6 6 6
R° | R® | R - |R*|R|R -
. 341-703 .
Acquire new software Ao
n ~ 7 7
P-card/Purchase Order (PO) ‘_,L}Q) R|IR|R]|R R|R R | R
= ExhibitH X, R|IR|R|RE|IR|R| R |RS
&o
= Inter-/Intra- LANL Agreg"&hts9 R|IR|R|R|R|R R R
SOFT-DESIGN, = Software design inp \v
3,6 o SSC drawings\“)Q
Develop software design 0 SSC perfor@pce specification R|IR|G|G - - - -
requirements (input) o SSC FDD DD
= Other SS sign inputs/outputs as required
= Softngeé‘{/stem requirements specification (SWYRS) - - - - R|IR| G |G
SOFT-DESIGN, = So@ design outputs :
4,7 QA) ftware specification (SWRS)
Q> Jsoftware design (SWDD)
@o software system hazard analysis and mitigation
ion th ¢ Q\ documentation (SWHA)
Design the software (OUtpl® o software design traceability documentation (SWTM) RIR|IGIG|IRIRIG |G
\Q 0 SOFT-GEN deliverables
O o0 Other software design deliverables as required
@‘b' 0 Operations and maintenance (O&M) instructions
. S o computer model mathematical terms?°

<
&“Q
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Table 21.1-ATT1 Chapter 21 Summary by Software Management Level (M O
This table is a summary only and does not include all requirement details. See text of Secti(m(s) for details.

) -

. o GS SSC Software NO? SO
Section Name/ Activity Sslferilts Q)% ML2 Software
Subsection? Description &% ML?

NS 112]3]4 2| 3
=
SOFT-DESIGN, = Computer program language (code): b’
58 Translate the software design o data structures/files, LY
into computer program o0 source code (where feasible), b\ R|R |G |G R| G
language (code) 0 executable code &
= Computer program listings R4)
SOFT-V&V, 4 Review (input) requirements = Dispositioned review comments &J R|IR |G| G R| G
SOFT-V&V, 4 Develop and review the test = Test plan Q)%" RIrlcla R | &
plan (SWTP) = Dispositioned review commené\\,
" Y
SOFT-V&V, 4 Review the software design » Software design X RIR|G!| o R| G
(SWDD) = Dispositioned review com@énts
. o
SOFT-V&V, 4 Review computer program = Dispositioned code r@)’ew comments R|R | - - R -
code where feasible
SOFT-V&V, 4 = Interim tests an '&‘t/(qualification) reports
. = Simulated ac @tance test and acceptance test report
Test and review test results - R|R |G| G R| G
= Acceptanc t and test (qualification) report (SWTR)
= Dispositji€ed review comments
posK@)E
SOFT-V&V, 4 Revi q " = SW quest package
eview and approve software | _ . . . i
for use (SWAU) D|3~®Sltloned review comments R|R |G R G
] (§§jtware approval for use form SOFT-V&V-FM01, SWAU
SOFT-INV, 3, 4 4
\QUpdated institutional-level safety software inventory R|R [RY| - R | R®
Inventory safety software \)Q
> * ES-Div: Updated ES Non-SSC software inventory - - - R | R®
)
Yy
SOFT-INV, 3, 4 Inventory non saf@’software = ES-Div: Updated ES non-SSC software inventory R R
y = ES-Div: Form 2033 to ESSC

&
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Table 21.1-ATT1 Chapter 21 Summary by Software Management Level (M O

This table is a summary only and does not include all requirement details. See text of Secticm(s) for details.

%) SSC Software NUIBSIe
Section Name/ Activity Deliverable \Q)% ML2 Softw:lre
Subsection? Description {Q ML
1|23 2 3
SOFT-MAINT, 3, = Operation and maintenance (O&M) documentatlonb’
4 = Operational event documentation
= Application logs b\
= Licenses and registrations \
= Access controls Q
= Computer system vulnerability protecti
Use and maintain the software | ® Problem reports and corrective actighg per SOFT-GEN RIRI| G RI| G
= In-use test plans, tests, review Ldmentation, and test reports
per SOFT-V&V @
= Updated, configuration man ment, SWDS and deliverables
as described on SWDS WBL per SOFT-GEN
= Accurate software inve&%fy per SOFT-INV
= Other quality assu%e control documentation (e.g., training
records, assessm )
SOFT-MAINT, 3, = Software remo'gd to prevent unintended or routine use
4 = Terminate nses/agreements
Retire the software = Updated ware inventory(ies) R|R|R R R
» Cancgll® or revised affected documents
= Sofp§dre record

@\

&

8)
KO

>
‘b,SC)
Q
S

&
&
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&o

Table 21.1-ATT1 Chapter 21 Summary by Software Management Level (M O
This table is a summary only and does not include all requirement details. See text of Secticm(s) for details.

O -
S I , - GS SSC Software gg?tv?asr(e:
ection Name ctivity . 2
: . Deliverable QO ML
Subsection? Description {& ML?
A 1]2|3|a|1]2]3]a
Notes: b’Q
1 ESM Chapter 21 section name and subsection number. 4\’
2See Form 2033 for a crosswalk between MLs and software type, category and SRL. R = Required. @Requwed but graded. “-“ = Not required.
3 Complete Form 2033 for ML-4 software only if there is a reasonable probability that it could be MI:(&ML 2, or ML-3 software, or, the highest function of the SSC
is greater than ML-4. Q

4See SOFT-GEN-FMO01, Software Baseline Form (SWBL); the SWBL may be included as par@ system design description (SDD) or other controlled document.
The SWBL must include documents and computer program files.

5Includes Field Change Notices (FCNs), Field Change Requests (FCRs), Interim Work %ests (IWRs), Design Revision Notices (DRNs), Design Change Forms
(DCFs) as described in AP-341-519 unless specifically superseded by another adn&Q¥strative procedure.

6 Required only for safety software only that is not procured from an NQA-1 qualifiedé\vpplier.

7 A PO or a Purchase Card (P-card) can be used for ML-4 software; a P-card cam@?be used for ML1 through ML-3 software.
8 Required if the supplier comes onsite (at LANL) to install and/or maintain soft

9 Required if software is acquired from LANL organizations, DOE sites or qgg?hment agencies.

10 Required for computer program models only. 8

11 Required if safety software. \b
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A Conduct of Engineering

AN .
. Los Alamos Software B\is.ellne Form (SWBL)
NATIQNA:!‘I.:!;I:SDRATQRY &

&)
SWBL No.: Rev.: $ Page 1 of 2

1.0 ASSOCIATED SOFTWARE INFORMATION

; Q
1.1 Software Name: CZ\%
1.2 TA No.: 1.3 Facility No.: 1.4 Facility Name: N
1.5 SWID No.: 1.6 Equipment D A

- N
1.7 Software Description: »

2.0 SOFTWARE BASELINE — DOCUMENTS

2.1 Document Number 2.2 Document Title 2.3 DqcQW nt Description
(including revision) X,
&’
\\
-+
N
2.4 Document files are located in: \b‘o
AN
o
N
3.0 SOFTWARE BASELINE — COMPUTER PROGRAIMS ‘
3.1 Computer Program File/Folder Name (includi{r&éxrevision) 3.2 Computer Program Description
&
>
O
i 7
3.3 Computer program files are Ioca@n:
c;b
&
&
LANL

STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements
SOFT-GEN-FMO01, Software Baseline Form, (SWBL), Rev. 0 (06/23/16)



Pa Conduct of Engineering

7 Los Alamos Software Baseline Form (SWBL) Example For CBT Software
MATIONAL LABORATORY *’
E5T.1943 &
&)
SWBL No.: | SWBL-03-2332-12345 Rev.: 0 @ Page 6 of 6

4.0 PREPARED BY/REVIEWED BY/APPROVED BY

4.1 Prepared By — Software Owner (SO), (Name, Z number, Organization, Signature and Date): _qy

3
LY
Tom Thompson, 143987, NEN-2, 10/1/2015 ?\\
4.2 Reviewed and Approved By — Software Responsible Line Manager (SRLM), (Name:,@:ﬂmber, Organization, Signature and Date):
QO
&
Michael Bradley, 114987, NEN-2, 10/2/2015

.
o e

4.3 Reviewed and Approved By — Others as required by SRLM, (Name, Z nu&\t{@}?brganization, Signature and Date):

X
\@%
N
Q)

5.0 REVISIONS
5.1 Revision 5.2 Date O 5.3 Change Description and Reason for Change

0 10/02/2015 C‘\\. Original Issue

None Required by SRLM (Not Applicable)

LANL K

STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements
SOFT-GEN-FMO01, Software Baseline Form (SWBL) with Example, Rev. 0 (06/23/16)



e Conduct of Engineering

7 Los Alamos Software Baseline Form (SWBL) Instructions
NATIONA:“IJA:,ORATORY Wlth Example
Page 1 of 6

GENERAL

A software baseline (SWBL) is a specification or product that has been formally reviewed and agreed
upon, that thereafter serves as the basis for use and further development, and that can be chan%en'd only
by using an approved change control process. (Ref. NQA-1). A software baseline includes theéo puter
program (code and [configuration] data) and the computer program documentation. In laym terms,
one may think of this as the information and computer program files that are needed to ru&the software
for a specific application. See attached SWBL example for items that may be listed as ﬁ@of a SWBL.

For additional detail on developing a software baseline (SWBL), see STD-342-100 @ineering
Standards Manual, Chapter 21, SOFT-GEN. '\\,
NS

LANL personnel: Endeavor to use Chapter forms as-is and report issues al d@'provement ideas to the
Chapter 21 POC. POC may authorize other methods equivalent to chapter\/ ms in writing.

LANL subcontractors must use Chapter forms to satisfy Chapter requir ents for SSC software. For
Non-SSC software, subs may either use their own forms or integrate, pt, and reformat the forms;
either approach is acceptable so long as key functions, data, and a%?bvals are retained.

S
HEADER . D
&
Field Ent@&ormation

Software Name | Enter the name of the software in t )e_Ubper right hand corner of the header as shown
in the example form (e.g. Softwagr\‘ seline for CBT).

SWBL No. The numbering scheme of thi$N¢fm follows that of the SRLM’s document
control/records managem&@ystem. For software used in the operation of existing
or new LANL facilities, us mbering scheme and process specified in AP-341-402,
Engineering Documem&inagement in Operating Facilities, e.g., SWBL-03-0216-

1234.
N
Rev. Enter the revisior\%mber. Initial approved issue of the software baseline is 0.
N
O
1.0 ASSOCIATED FACILI‘L&,SYSTEM AND SOFTWARE INFORMATION
< P
Field > Entry Information
1.1 Entg&@é name of the software.
O
1.2 @‘f@r the two-digit Technical Area (TA) number(s) where the software is used.
NZ
1.3 ﬁ:KSEnter the facility number(s) where the software is used.
@U
S
&

&“Q

LANL

STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements
SOFT-GEN-FMO01, Software Baseline Form (SWBL) with Example, Rev. 0 (06/23/16)
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Wl Conduct of Engineering

/Los Alamos Software Baseline Form (SWBL) Instructions
ki et with Example
Page 2 of 6
Field Entry Information
1.4 Enter the facility name(s) where the software is used.
15 For ES- and SB-Div Non-SSC software and SSC software, enter the softwarQ&'.

identification number (SWID). The SWID should be the same SWID as on %&,
Form 2033. SWIDs are obtained in accordance with AP-341-402, Engin g
Document Management in Operating Facilities. Ensure the SWID is pa&of the SWBL
and subsequent software documentation.

1.6 For SSC software, enter the equipment identification (CLI) num @%ssouated with the
software per ESM Chapter 1, Section 200 (e.g., 03-0216- HVA MBWAS-1). For Non-SSC
software, enter NA.

1.7 Enter a description of the software. Include the primary f@uons and systems
associated with the software.
. Qov
2.0 SOFTWARE BASELINE - DOCUMENTS q\/
J
Field Entry Inforlﬁ'a’tion
2.1 Enter the document number in accorda c%%?i'fh the SRLM’s document control
records/management system. Include ;’%&ion number.
; X
2.2 Enter the document title. ‘Z.?‘)
2.3 Enter a description of the docum@f
2.4 Enter the Attachment name physically attach electronic copies of the document

files (e.g. on a compact di%’%r other media). Ensure the file names match the names
listed in the SWBL.

Note: Methods other physically attaching the files to the SWBL (e.g., hyperlinking
to documents in a. ronic data management system (EDMS) may be used as long
as they conform Q}he governing document control/records management program and
ensure file int%@y and retrievability.

3.0 SOFTWARE BAS@ — COMPUTER PROGRAMS

Field ,-\Q\ Entry Information
O
3.1 ter the computer program name, revision and where possible, file extension (e.g.
€). Use of a file folder that includes several files is acceptable for programs where

<i>multiple files make listing them separately too onerous. If using unique file folder,
¢§) enter “folder” in this box after the name and revision.

3,%\% Enter the computer program description. Describe what it does/how it supports the
overall use of the software.

3.3 Enter the Attachment name and physical attach electronic copies of the computer
program files (e.g., on a compact disc or other media). Ensure the file names match
the names listed in the SWBL.

Note: Methods other than physically attaching the files to the SWBL may be used as
long as they conform to the governing document control/records management

LANL

STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements
SOFT-GEN-FMO01, Software Baseline Form (SWBL) with Example, Rev. 0 (06/23/16)
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Wl Conduct of Engineering

/Los Alamos Software Baseline Form (SWBL) Instructions
e with Example
Page 3 of 6

Field Entry Information

program and ensure file integrity and retrievability.

4.0 PREPARED BY/REVIEWED BY/APPROVED BY &

. ; N

Field Entry Information @

4.1 Enter SO name, Z number, organization, signature, and date. For a@ance in
determining the SO, see SOFT-GEN Appendix C: SO and SRLM ision Diagram
for FAC-COE.

4.2 Review and as appropriate, approve by entering SRLM na } number,
organization, signature, and date. For assistance in det ing the SRLM, see

SOFT-GEN Appendix C: SO and SRLM Decision Diag{ for FAC-COE.

.l
4.3, 4.n+1... Add additional reviewers/approvers as requiredWRLM. Review and as

appropriate, approve by entering additional revi approver name, Z number,
organization, signature, and date. Q2
Q‘)
5.0 REVISIONS
Field Entr)g‘m%rmatlon
5.1 Enter the revision number here and uagate the revision number in the form header.
5.2 Enter the date of the revision. \‘D‘
5.3 Enter a summary descriptionQ@Ihat was changed and the reason for the change.
\Y
b(b
»
§
LW
QO
<>

LANL

STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements
SOFT-GEN-FMO01, Software Baseline Form (SWBL) with Example, Rev. 0 (06/23/16)
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7 Los Alamos Software Baseline Form (SWBL) Example For CBT Software
MATIONAL LABORATORY *’
E5T.1943 &
&)
SWBL No.: | SWBL-03-2332-12345 Rev.: 0 @ Page 4 of 6

1.0 ASSOCIATED SOFTWARE INFORMATION

1.1 Software Name Combustible Material Tracker (CBT) Software (,[SZ)

1.2 TANo.: | 03 1.3 Facility No.: | 2333 1.4 Facility Name: | Nonprofitgrition Security Facility (NSF)
O

1.5 SWID: 03-2333-0047 1.6 Equipment ID: | NA ub’

1.7 Software Description: ?.Qé\

The software is used as a tool to track combustible material. \',Q/'

2.0 SOFTWARE BASELINE — DOCUMENTS

2.1 Document Number 2.2 Document Title 2.3 DqeQwTent Description
(including revision) X,
SWDS-15-03-NSF-0001 | CBT Software Data Sheet (SWDS) D@ments software-specific information to supplement ESM Chapter 21
SWRS-15-03-NSF-0002 | CBT Software Requirements ,\R%quirements document

Specification QQQ)
SWTM-15-03-NSF-0003 | CBT Software Requirements bQ)V Traceability document that traces requirements from the SRS through the

Traceability Matrix N software lifecycle.
SWRL-15-03-NSF-0004 | CBT Software Risk List (Regi%&)\ Listing and ranking of risks for the software throughout its lifecycle.
SWHA-15-03-NSF-0005 | CBT Software Hazard Anay;zei\s Hazard analysis of software and integrated software/hardware system.
SWDD-15-03-NSF-0006 | CBT Software Design R)é%(‘;ment Software design. Includes system configuration including associated

Q hardware and facility interfaces and key support software configuration

y
SWTP-15-03-NSF-0007 | CBT Software Aﬁﬁtance Testand In- | Test plan document that describes acceptance and in-use tests.
Use Test Plan O

N4
SWTR-15-03-NSF-0008 | CBT Softwq@cceptance Test Report | Describes acceptance test results and acceptance.

Y
SWMM-15-03-NSF-0009 | CBT Softmfafre Maintenance Manual Detailed technical manual for software subject matter expert (SME) to use
r@‘b' for troubleshooting and maintaining the software.

K
&
&

LANL
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7 Los Alamos Software Baseline Form (SWBL) Example For CBT Software
MATIONAL LABORATORY *’
E5T.1943 &
&)
SWBL No.: | SWBL-03-2332-12345 Rev.: 0 é Page 5 of 6

2.0 SOFTWARE BASELINE — DOCUMENTS ‘

2.1 Document Number 2.2 Document Title 2.3 Document Description *9
(including revision) \q\\’
SWUM-15-03-NSF-0010 | CBT Software User Manual User manual. Includes g&e\@gd instructions for use, including limitations.
AP-15-03-NSF-0007 CBT Software Administrative Procedure | Administrative procegy;&év\ﬂilat integrates the software into the facility day-to-
day operations. b\
SWLI-15-03-SNF-1110 CBT Software License/License Key License and Iicefrjsgkey required to use the software
2.4 Document files are located in: \%‘u
Attachment A: CBT SWBL-15-03-2332-0234 Document Files. 50
N
3.0 SOFTWARE BASELINE — COMPUTER
PROGRAMS
3.1 Computer Program File/Folder Name (including 3.2 Comput®Program Description
revision) AN
CBT 1.02.exe Prin&@?;ecutable computer program that provides overall system function
CBT Master Database 1.2. mdb T@\ﬁmary database of material.
Microsoft Windows XP Professional SP1.1 @‘f the shelf (OTS) support software that is the operating system on client computers.
Microsoft Server 2003 R2 Folder ’\Q\ OTS support software that is the operating system on computer servers.
Microsoft Access Database 2000 SP1.01 FoIderAA'V OTS support software that provides data storage on servers and client computers.
Microsoft Outlook 2013 SP1.0 Folder A ,@ OTS support software that provides email notifications of transactions.
3.4 Computer program files are located in:AQ\
Attachment B: CBT SWBL-15-O3-233%;Q§\8J4 Computer Program Files.
N2
&
&
&
LANL K
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SWBL No.: Rev.: @ Page 2 of 2

4.0 PREPARED BY/REVIEWED BY/APPROVED BY

4.1 Prepared By — Software Owner (SO), (Name, Z number, Organization, Signature and Date): qy

LAY
>
4.2 Reviewed and Approved By — Software Responsible Line Manager (SRLM), (Name:,@ﬂumber, Organization, Signature and Date):
Q
N
4.3 Reviewed and Approved By — Others as required by SRLM, (Name, Z nu&\t{@}?(’)rganizaﬂon, Signature and Date):
X
\@%
\‘D‘
Q
5.0 REVISIONS
5.1 Revision 5.2 Date \Q 5.3 Change Description and Reason for Change
&
PRy
&
>
KO
&
>
K4
>

>
LANL S
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SWNCP No.: Rev.: Page 1 of 3
1.0 SOFTWARE CHANGE REQUEST INFORMATION
1.1 Software 1.2 SWID 1.3 Request
Name: No.: Date: &
1.4 Software Change Request Title: éu
1.5 Software Type: 1.6 Management Level (ML) Application: &Q&
[] safety [] Non-Safety LI ML-1 L] ML-2 L1 ML-3 % L] ML-4
i " \7
1.7 TA No.: 1.8 Facility No.: 1.9 Facility Name: g\
1.10 Change Type: Major: [] Minor: [] . ’\}Q
1.11 Type of Reason for Change: . 4\
Defect: [] New and/or Modified R@ement: L]
N
1.12 Reason for Change: %2)
N
"
1.13 Change Description: %‘Q
Xy

oA

1.14 Requestor:(Name, Z Number if applicable, O%@zatlon)
¥
1.15 Software Change Impact Description: 69
N
) N
1.16 Affected Software Baseline - D,gbbments
Document No. Doo@ent Title Document Description
(including A)
revision) Jo‘b‘
S
>
\O
1.17 Affected Sof@e Baseline — Computer Programs
Computer P@gram File Name (Including revision) Computer Program Description
o
(\‘

1.18 Planned Type of Verification and Validation (V&V) for the Change
Review(s): [] Test(s): [] Alternate Calculation(s): []
1.19 V&YV Description:

LANL

STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements,
SOFT-GEN-FM02, Non-SCC Software Change Package Form (SWNCP), Rev. 0 (06/23/16)
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SWNCP No.: Rev.: Page 2 of 3

1.20 Is this software used for the administrative control in a hazard category2 or  Yes[] No[]
3 nuclear facility, high hazard nonnuclear facility, moderate hazard nonnuclear
facility, and/or accelerator facility? \&'

If “No” is checked, go to Step 2.1. If “Yes” is checked, go to Step 1.21. Q

o
1.21 Does this software change require engagement of the evaluation processes Yes@ No []

of SBP-15-351, Design Basis or Safety Basis Change Review or other safety
basis (SB) reviews?

&
If “No” is checked, go to Step 2.1. If “Yes” is checked, complete safety basis gg\
evaluation(s), before approval for use (Section 4.) and go to Step 1.22. Consideb
completing evaluations before proceeding further. R

1.22 Design basis and/or safety basis evaluation(s) document number( )'\é

2.0 SOFTWARE CHANGE REQUEST REVIEW AND ACCEPTANCE

%%

2.1 Software Responsible Line Manager [ ] Accepted  [] - Xpted with Comments  [] Rejected
(SRLM) Review and Acceptance .

"
If “Accepted with Comments” or “Rejected” is checked, thg&@%vide comments or justification below:
A4

N
2.2 SRLM: (Name, Z Number if applicable, Organiza@Signature, and Date)

Y
@
2.3 FDAR Review and Acceptance [ ] NA \\,Q [] Accepted [ ] Accepted with [] Rejected
(required only for major changes of b@ comments
software used for administrative O
control in a LANL facility) C}
If “Accepted with Comments” or “Rg'ke“§e/d" is checked, then provide comments or justification below:
O
o
2.4 FDAR: (Name, Z Number@ganization, Signature, and Date)

3.0 SOFTWARE CHANGE VERIFICATION AND VALIDATION (V&V) & RECOMMENDATION

Not Recommended
for Approval for Use

3.1 The softwar ange has been V&V'd in accordance with | Recommended
the attached planning documentation. The V&V results | for Approval for
and the revised software baseline (without SRLM signature) Use []
are att

If “Not Recommended for Approval for Use”, then provide reason(s) for disapproval below:

SO:(Name, Z Number if applicable, Organization, Signature, and Date)

LANL
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4.0 SOFTWARE CHANGE APPROVAL FOR USE

4.1 Software Responsible Line Manager (SRLM) Review and ] Approved for Use ] Rejected
Acceptance <
" H ” H . Q
If “Rejected” is checked, then provide reason below: @
c Q&
4.2 SRLM: (Name, Z Number if applicable, Organization, Signature, and Date) G;S
&
4.3 FDAR Review and Acceptance (for major Not Applicable A ved for Rejected
changes only) (NA) [ . ] ]
If “Rejected” is checked, then provide reason below: ‘é\/
N

4.4 FDAR: (Name, Z Number, Organization, Signature, and Date %‘Z)

&0

'

5.0 ATTACHMENTS

5.1 Attachment | 5.2 Attachment 5.3 Attachment Title

No. Date \fg‘
Y

6.0 REVISIONS

6.1 Revision 6.2 Date '§ ) 6.3 Change Description and Reason for Change
B2
S
O
>
&
K4
&

&“@

LANL
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GENERAL

These instructions are for completing the form and are not part of the completed form.

LANL personnel: Endeavor to use Chapter forms as-is and report issues and improvement ide%tb the
Chapter 21 POC. POC may authorize other methods equivalent to chapter forms in writing

- O
LANL subcontractors must use Chapter forms to satisfy Chapter requirements for SSC so vﬁre. For
Non-SSC software, subs may either use their own forms or integrate, adapt, and refornq@t e forms;
either approach is acceptable so long as key functions, data, and approvals are retain%d.

N

This form does not apply to SSC Software. For SSC software, see AP-341-507¢§SC Software Control
Software Change Package or AP-341-519, Design Revision Control. . b’Q
\

This form does not apply to less than minor computer program change%édefined below.

Less Than Minor Computer Program Change. A change or bug fix th%k not a major or minor computer
program change but: QG‘)

= adds, deleted and/or modifies ML-4 performance funsth code,
= adds, deletes and/or modifies code that does not ify ML-1, ML-2, ML-3 performance function,
or
= imparts changes without adding, deleting or \n\@a’ying design and/or analysis output values (all
Examples: Modify code to increase the ramp ti@n an ML-4 softstart pump. Install security
patch/service pack updates. An OTS softwar ‘batch that includes a code change to prevent a screen

from “freezing” or loading slowly (all MLs). /modify code clarifying notes (all MLs). Modify code to
produce multiple reporting formats (all MQ@

For less than minor computer progr{r?&hanges, ensure they are made by a competent individual
knowledgeable in the software anddd a brief description, name of who is making, and the date that the
less than minor change is mad&; he computer program code at the time the change is made.

. N . .
Note: Upon completion of c@hges, the SRLM is responsible for:

€) incorporatp%hanges into the software baseline as soon as practical after changes are

approved,
&

(b) retajfiylg Non-SSC Software Change packages as a record in accordance with P1020-1,
Laboragory Records Management or the governing records management process.

S
&

LANL
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HEADER (COMPLETED BY REQUESTOR)

Field Entry Information R
.%\
SWNCP | Number this form in accordance with the governing document control proced e&@
No. LANL owned Non-SSC software in the scope of the Facility Conduct of Engi ing (FAC-
p y g Qm g
COE), use the numbering scheme and process specified in AP-341-402, %@ eering
Document Management in Operating Facilities. %
Rev. Enter “0” for initial revision and 1, 2, etc. for subsequent revisions. ;’Q,
NS
1. SOFTWARE CHANGE REQUEST INFORMATION (COMPLETED BY R@%ESTOR)
P
. . ° N
Field Entry Information &
N
1.1 Enter the name of the software to be changed. (7\/
1.2 Enter the software identification number (SWID). T@%SWID should be the same SWID as

on the Form 2033. SWIDs are obtained in accor%tqce with AP-341-402, Engineering
Document Management in Operating Facmt’pc\@

1.3 Enter the date the Non SSC software chapg:\request was initiated.
%
1.4 Enter a specific and succinct Non-SSCnL{@tware change request title.
(=
15 Indicate the software type to be ch xd by checking either the safety or non-safety box.
If the software is used for both se@y and non-safety applications, check the safety box
only.
1.6 Indicate the management IQE@JML) application by checking one of the boxes. If used for
k the highest (lowest numbered) box. (e.g., for software

multiple ML applications
used in ML-2 and ML-g lications, check the ML-2 box.)

1.7 Enter the TA numb$$r the technical area associated with the software change. If the
software is used a& arious LANL TAs, enter “multiple”.

1.8 Enter the facilj oumber of the facility associated with the software change. If the
software is(Qsed at various LANL facilities, enter “multiple”.

1.9 Enter fas@y name of the facility associated with the software change. If the software is
used(hp/arious LANL facilities, enter “multiple”.

r box. Note that a change can include a change to the computer program (including

1.10 Inrgq&te whether the change is a major or minor change by checking either the major or
0
;fdata) or changes to documentation. Use the following definitions.

231'

Major Computer Program Change: A change or bug fix that:

= the Software Responsible Line Manager (SRLM) or computer program supplier
designates as a major change,

= adds or deletes an ML-1, ML-2 or ML-3 SSC performance function,

= modifies ML-1 or ML-2 SSC performance function code, excluding clarifying
notes,

LANL

STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements,
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Page 3 of 7
Field Entry Information
= adds, deletes or modifies design and/or analysis output values of ML-1, ML-2 or
ML-3 calculations, \%
= recodes to another language, or Q&’
= modifies a significant number of lines of code. é

Note: A Major OTS computer program change is often indicated with increylént increase
in version number (e.g., change from version 1 to 2). An evaluation of th%software
however, is required to determine whether the version release is a neg@change.

Examples: A change from Delta V control system software from v@ﬁion 7.0 to version
8.0. A change that adds code to implement an interlock functi performance
requirement that an ML-3 laser system cannot be activated upg¥area doors are locked. A
change that modifies code on ML-2 ventilation system ba ft damper so that damper
closure does not slam shut and potentially damage the, er assembly. A change in
the algorithm or databased used for calculating the wat@sXlow rate in an ML-3 fire
protection piping system design. A change in codin guage from C to C++. A version
change where 40% of the lines of code were modiftel.

&0
Minor Computer Program Change: A charggdr bug fix that is not a major computer
program change but: X,

» adds or deletes an ML-4 Ssggformance function,
= modifies ML-3 SSC perform function code, excluding clarifying notes, or
= adds, deletes or modifies\gsign and/or analysis output values of ML-4
calculations L\
Q

Note: A minor OTS SOﬂWQ\ ange is often indicated with a fractional increase in
version number (e.g., 1.1 @;%1.01). An evaluation of the software however, is required to
determine whether the v&ion release is a minor change.

XN
Examples: Add cod&Y¥o implement automatic pump shut-off performance requirement on
ML-4 sump low- | alarm. Modify code to fix a coding error on an ML-3 heating/cooling
system so that@woling, rather than heating activates at high temperatures. Change the
algorithm fm\c culating the current that flows in an ML-4 electric power system under

abnormal@witions.

3
Min ocument Change. A document change, as defined by the governing document
cokmol program, that includes but is not limited to inconsequential editorial corrections,

matical and spelling changes, organizational name and acronym changes, and
.~5s|milar type changes. A minor document change does not include revisions, changes, or
\Q,’ modifications to a document (e.g., procedure, work instruction, drawing, etc.) which

& impact the effective implementation of the requirement(s). (Ref. P1020-2).

Major Document Change. A document change that is not a minor document change.

1.11 Enter the type of reason for the change request. Check all that apply.

Defect: 1. a problem which, if not corrected, could cause an application to either fail or to

LANL
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Field Entry Information

produce incorrect results. 2. an imperfection or deficiency in a project component where
that component does not meet its requirements or specifications and needs to be gither
repaired or replaced. (Ref. ISO/IEC/IEEE 24765:2010-12-15, Systems and Soft

Engineering — Vocabulary). é
Requirement Change: New and/or modified requirements. CQ&
1.12 Describe the reason (rationale) for the change request. Describe “why” tb; change is

needed. Enter the Nonconformance Report (NCR) name and numbgv other
problem/error report that may apply. Indicate what could happen i change is not

implemented.
1.13 Describe “what” the change is to sufficient detail to allow a re\/@\/er to understand, review
and as appropriate, approve the change request. >\\

1.14 Enter the name, Z number if applicable and organizatio@ft'he person requesting the
change (Requestor). This should typically be the SO githough others may also be
Requestors. For assistance in determining the SO \s& SOFT-GEN Appendix C: SO and
SRLM Decision Diagram for FAC-COE.

X
1.15 Describe the impacts of the software changg&l&ntn‘y potential risks associated with the
change. X,
S
1.16 List affected software baseline documew\‘@. Provide document number, revision,

document title, and document descrip&@h. Integrate software design requirements, as
applicable with the SSC technical h&€seline documents. See STD-342-100, Engineering
Standards Manual, Chapter 1, S&Q¥on Z10, General; AP-341-616, Technical Baseline
Change During Design; and 41-405, Identification and Control of Technical Baseline,
Variances, Alternate Metth& nd Clarifications in Operating Facilities.

1.17 List affected software baé‘fnes computer programs. Provide computer program filename,
revision, and computg\@ogram description.

O
1.18 Indicate the plannedype of verification and validation (V&V) for the change by checking
the review(s), tegtfs) and/or alternate calculations(s) box. Check all that apply.

1.19 Describe th @/ to sufficient detail to allow a reviewer to understand, review and as
appropriateyapprove the change request and the planned approach to V&V. Describe the
approack$ retesting and acceptance of test results.

1.20 Indicq\t?whether the software is used for the administrative control in a hazard category 2
be 3 nuclear facility, high hazard nonnuclear facility, moderate hazard nonnuclear
l%llity, and/or accelerator facility by checking either the “Yes” or “No” box. If “No” is
Lchecked, go to Step 2.1. If “Yes” is checked, go to Step 1.21.

N

LANL
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Field

Entry Information

121

Indicate if a safety basis (SB) evaluation of the change is required per the applicable SB

procedures listed on SB website by checking either the yes or no box. (e.g., SBP455851,
Design Basis or Safety Basis Change Review, SBP113-3, Unreviewed Safety Is
Process.)

If “Yes” is checked, then the SO ensures the required actions are taken, %§5he5
evidence of completion prior to submitting the SWNCP for approval for useSection 4.0).
If “No” is checked, proceed to Section 2.0. As required, contact an F r a safety
basis representative for assistance.

1.22

the evaluation(s) (e.g., per SBP-112-3, USQD TA55-16-0234-

A

S
Enter the attached design basis and/or safety basis document n;@ers associated with

N

2. REVIEW AND ACCEPTANCE (COMPLETED BY SRLM AND AS R&UIRED FDAR OR

SUBCONTR

ACTOR TECHNICALLY QUALIFIED PERSON) &

Field

~
7
Entry Informaﬂ@h

2.1

-
The SRLM evaluates the change request an &ﬁ‘ﬁ?cks the appropriate decision box.
Describe comments when “Approved with ¢ ents” box is checked. Provide reason(s)
for rejection when “Rejected” box is checkgy

xQ
Note: “ Accepted” means that the reqh&ted change is acceptable as proposed.

“Accepted with Comments” mean,;&&t the change is authorized as described in
comments. Y

2.2

Enter the SRLM name, Z num\'gf if applicable, organization, signature, and date.

2.3

N
If the change is a major ch@ge for Non-SSC software that is used for administrative
control in a LANL facilitygﬁ’(en the FDAR evaluates the change request and checks the
appropriate decision %ﬁ
Note: For software’gsed among multiple facilities at LANL, where there are multiple
FDARs, the LA “kacility Design Authority, or a representative sampling of FDARS (but
no fewer than must review the request.

>
If the sofy@re change is a minor change or a change to software that is not used for
adminigiative control in a LANL facility, then the SRLM checks the “NA” decision box and
Procke to Step 2.5.

(%
2.4 E%ér the FDAR’s name, Z number, organization, signature, and date for all decisions
=

N

ther than “NA” in 2.3. If “NA” in 2.3, leave blank.

&

LANL

STD-342-100,

Chapter 21, Software, Section SOFT-GEN: General Software Requirements,
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3.0 VERIFICATION AND VALIDATION (V&V) (COMPLETED BY SO)
Field Entry Information &'
31 Plan and complete V&V, including retesting as required and acceptance of tesﬂgééults.

Control changes. Attach V&V plan documentation, V&V results documentatigw, and
revised software baseline (SWBL) completed with the exception of the SR‘@ signature.
i

For software changes used for ML-1, ML-2 or ML-3 administrative contr a LANL
facility, also include the planned implementation sequence. \\/‘Z)
Base the extent of V&V on the complexity of the software, the de of standardization,

the similarity with previously approved software, and the impor e to safety. Major
changes should be acceptance tested per SOFT-V&V. For miet changes, if review alone
is inadequate to determine if requirements are satisfied, u erélternate calculations and/or
develop and integrate (interim) tests to support the revi.e)ﬁ>

N

For SSC or Non-SSC computer programs that were agginally commercially dedicated:
CGD major changes. CGD minor changes if the c.h@rge affects the critical
characteristic(s) that pertain to the functionality githe computer program and as
applicable, the associated SSC.

pp ¢\>\

Evaluate and indicate whether the chan QS recommended/not recommended “for
approval for use” or not by checking th propriate box and entering SO name, Z
number if applicable, organization, siyQdture and date of recommendation. For assistance
in determining the SO, see SOFT-GEN Appendix C: SO and SRLM Decision Diagram for
FAC-COE. L\

Q
If recommended for appro use, proceed to Step 4.1. If not recommended for
approval for use, do not pr&eed to Step 4.1. Provide reason for recommending
disapproval and retain tig&¥orm as a record in accordance with P1020-1, Laboratory
Records Manageme r for subcontractors, the subcontractors governing records
management proce,ég“p

L]
4.0 APPROVAL FOR US{’@OMPLETED BY SRLM AND AS REQUIRED, FDAR)
O

N

. \J .
Field “&7\‘ Entry Information
4.1 Th&éﬁzLM evaluates the change request for conformance to requirements and checks
theéppropriate decision box. Provide reason(s) for rejection when “Rejected” box is
Lk &Recked. For assistance in determining the SRLM, see SOFT-GEN Appendix C: SO and
\\\;*SRLM Decision Diagram for FAC-COE.
£ h 4

4.2(\ Enter the SRLM name, Z number if applicable, organization, signature, and date on the
SWNCP and the attached revised SWBL.

4.3 If the change is a major change for Non-SSC software used for control in a LANL facility,
then the FDAR evaluates the change and implementation sequence of the change in
accordance with AP-341-621, Design Authority Technical Review and checks the
appropriate decision box.

LANL
STD-342-100, Chapter 21, Software, Section SOFT-GEN: General Software Requirements,
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Field Entry Information

Note: For software used among multiple facilities at LANL, where there may be myltiple
FDARs, the LANL Facility Design Authority, or a representative sampling of FDA&S (but
no fewer than two) must review the request.

. . . | S
Provide reason(s) for rejection when “Rejected” box is checked. &
>

Q
If the software change is a minor change or, a major change for sof@e that is not used
for administrative control in a LANL facility, then the SRLM checkR&b “NA” decision box.

4.4

Enter the FDAR name, Z number, organization, signature, an e for all decisions other
than “NA” in 4.3. If “NA” in 4.3 is checked, leave blank. The SWNCP is complete.

The SRLM retains the SWNCP as a record in accordanc&ith P1020-1, Laboratory
Records Management or the governing records man eMent process.

)
N
5.0 ATTACHMENTS Q)%"
AN
Field Entry&jﬁrmation
5.1 Provide attachments as appropriate. A}g@nments are not mandatory. Enter the
attachment number. N
fod)
5.2 Enter the attachment date. \\)G"
5.3 Enter the attachment title, incwihg revision as appropriate.
>
6.0 REVISIONS N
\
&
Field «Q Entry Information
6.1 If the SWNCP res revision, then revise in accordance with the governing document
control prograxp: Enter the revision number: 1, 2, etc. as appropriate.
Y
6.2 Enter ths@ision approval date.
~
6.3 Descn’Qe the change and why the change was made.
&
Q
S

&

&“Q

LANL
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SWDS No.: Rev.:
1.0 GENERAL INFORMATION
1.1 Software Name: &
1.2 TA 1.3 Facility No.(s): 1.4 Facility &Q
Number(s): Name(s): p m&
1.5 SWID No.: 1.6 Equipment ID: S
©
1.7 Software Summary g’Q
Description/Need: N
N
1.8 SSC Software/Non-SSC ssc [] Non-SSC [] S
Software: . A\’
1.9 Highest ML Associated with | ML-1 [] ML-2 [] ™3 L] ML-4 []
the Software &
@
1.10 Software Type Safety Software [ ] < Non-Safety Software [_]
2.0 ROLES AND DATA SHEET APPROVALS
2.1 2.2. 2.3 Data Q> 2.4 Role:
Name (Last, First): | Z Number: | Sheet ‘%\'
Approval c.@) s s
and \)E = 2| A N
Approval = DDD<<§§§
Date S%%%mwm@oooo
<
N
&
o>
i
ﬁ
&
>
O
<L

h
2.5 Role Comn@‘h‘ts/Clarifications:
S

D

S

LANL
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SWDS No.: Rev.:

3.0 SOFTWARE PROJECT MANAGEMENT
3.1 Estimated Rough Order of Magnitude (ROM) Software Project Management Cost, K$ &

Fiscal Year (FY): Total, @YFYlG -20):
2016 2017 2018 2019 2020 Q&
A % ’
4.0 REQUIREMENTS ‘
i'._l Softt:/vare Requirements and ch
ierarchy: .
4.2 Key Planning §\
Assumptions/Constraints: L
5.1 Deliverables: .

6. ACQUISITION/DESIGN STRATEGY

7.1 Software User/Administrator Q
Authorization Process: \N,Q

7.2 Authorized Software User Qbu
Requirements: C}

7.3 Authorized Software Users:

7.4 Authorized Administrator A
Requirements: ‘b"A’

. . 2
7.5 Authorized Admwstr%d%:
)

Q
7.6. Risk List Requ@ Yes[] | No [] 7.7 Risk Register
,&C) Minimum
> Review/Frequency:
7.8 Softwaregg%ality Yes[] | No [] 7.9 Minimum
Assess Required? Assessment Frequency

& Method(s):

7.10 In-Use Testing Required? | Yes[ ] | No [] 7.11 Minimum In-Use
Test Frequency &
Method(s):

7.12 Other
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8.0 ATTACHMENT LIST

8.1 Attachment 8.2 Attachment 8.3 Attachment Title &'
No. Date Q

9.0 REVISIONS

9.1 Revision 9.2 Date 9.3 Change Description and R\@ on for Change
N

N
N
S
N

10. ATTACHMENTS
0
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GENERAL

This software data sheet, and the documents referenced herein, provide the software-specific information
necessary to implement the requirements of Chapter 21, Software. For definitions, general requirements,
and processes, see SOFT-GEN. \&,

LANL personnel: Endeavor to use Chapter forms as-is and report issues and improvement i a&é to the
Chapter 21 POC. POC may authorize other methods equivalent to chapter forms in writing

LANL subcontractors must use Chapter forms to satisfy Chapter requirements for SSC Shware. For
Non-SSC software, subs may either use their own forms or integrate, adapt, and refoggat the forms;
either approach is acceptable so long as key functions, data, and approvals are re&@éd.

N
HEADER >§P‘

Field Entry Information | N~

A
Software Name | Enter the name of the software in the upper right ha&@orner of the header.

SWDS No. The numbering scheme of this form follows that %t?ie SRLM'’s document
control/records management system. For soft used in the operation of existing
or new LANL facilities, use numbering scheme™and process specified in AP-341-402,
Engineering Document Management in %;gnﬂing Facilities.

2

Rev. Enter the SWDS revision number. Init@%\s’sue is 0.
<@’
1.0 GENERAL INFORMATION \‘b'
)
Field ,\\‘eﬁ'try Information

1.1 Enter the name of the software.b‘o
A

1.2 Enter the technical area(s) wksre the software is used. If the software is used site wide,
including packaging and t,r\ ortation, enter “site wide”.

1.3 Enter the facility numl%@') where the software is used. If the software is used site wide
enter “site wide”. A

1.4 Enter the facility (ifd¥lding) name(s) where the software is used. If the software is used site
wide enter “si& e”.
15 For all ES B-Div software (Non-SSC and SSC), enter the software identification

number (S ). The SWID should be the same SWID as on the Form 2033. SWIDs are
obtaine accordance with AP-341-402, Engineering Document Management in Operating
Facili‘t@.s. Ensure the SWID is part of the SWDS and subsequent software documentation.

oA\
1.6 Fo#5SC software, enter the equipment identification number associated with the software
@r ESM Chapter 1, Section 200 (e.g., 03-0216-HVAC-BAS-1). For Non-SSC software,
(Q%nter NA.
1.7 Provide (a) what the software does and (b) why it is needed (justification).
1.8 Indicate whether the software is SSC Software or non-SSC software by checking the

appropriate box. Check only one box.

1.9 Indicate the highest management level (ML) associated with the software. Reference
AP-341-502. (ML-1 is the highest ML indication/has the greatest associated consequence).
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Field Entry Information
If the software associated with multiple MLs, check the highest ML box. Check only one
box.

1.10 Indicate whether the software is safety software or non-safety software by checking %?{
appropriate box. Reference Form 2033. If the software is used for both, check the SQ, y
software box. Check only one box. &

S
2.0 ROLES AND DATA SHEET APPROVALS S
lod

Field Entry Information g'o\v

2.1 Enter the name of the person(s) fulfilling the software role(s). For a ance in determining
the SO and SRLM, see SOFT-GEN Appendix C: SO and SRLM sion Diagram for FAC-
COE. One person i.e., one software user (SU) etc., is a sufficief presentative sample for
approving the SWDS. &

29 Enter the Z number (if available). Enter NA if not availabl'fz\’Q"

2.3 Enter the date and either initials or signature that the “Vvare data sheet was reviewed and
approved. Electronic signatures are acceptable. Signatures are required by the following
and optional for others: SRLM, SU RLM, SU, SQ @& d FDAR or DA.

2.4 Enter an “x” for each role that the person is fuli’@‘rfg. Note that one person may serve in
multiple roles. If the person is assigned to (r;%iew and approve, enter an “xs”.

)
2.5 Enter clarifying text as necessary to clg(i roles and responsibilities. See Chapter 21 for

roles and responsibilities for the DA, F , SD, SD RLM, SO, SRLM, SU, and SU RLM. If

roles are added that are in addition e standard roles in Chapter 21, specify the roles
and responsibilities in this sectiogd‘f‘ho clarifications are necessary, enter “NA”.
O
0

3.0 SOFTWARE PROJECT MANAQEQ&ENT
A

Field

XN Entry Information

)

3.1

2

To support software s'gécific project management, enter the estimated Rough Order of
magnitude (ROM)«{%&ware costs for the following project management/risk management
activities for the,@xt five years. Attach supporting detail as required. See SWDS example.

Work Break@&m Structure (WBS) 01 - Design/Acquire Software. The cost of designing
and/or acq@ng the software (including upgrades). Include planning, planning

docum tion (for hardware and software), and software quality assurance costs. Include
labor, Qﬁhipment and materials.

W%@%Z — Acquire Hardware. The cost of the associated hardware. Include computer
ig ers, computer workstations, peripherals, etc. Include labor, equipment and materials.

QWBS 03 — Install/Verification and Validation (V&V). The cost of installation and the
associated V&V. Include labor and if required, equipment and materials.

WBS 04 — Maintain. The cost of maintaining the integrated software/hardware system.
Include problem reporting, corrective action, configuration management, etc.

Note: Cost and schedule information are planning level estimated provided to help
management allocate sufficient resources to successfully manage the software throughout
its lifecycle. Detailed cost estimating is not required.
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4.0 REQUIREMENTS

Field Entry Information
4.1 Enter the requirements documents in the order of precedence. (l.e., Document 1 tak*g‘é;
precedence over document 2.) Include the document number and name and revisisy. For

simple software applications such as that for some Off-the-Shelf (OTS) design/a@lysis
software, the requirements may also be entered directly into this section ratherghan in
separate requirements documents. For example, enter the required versio ASME

B31.3. @c:,
A
4.2 Enter high-level key planning assumptions/constraints. Planning assug}stions/constraints
are those that may affect the overall design/acquisition approach, scdge, schedule or cost.
i
5.0 DELIVERABLES : 4\’
' o
Field Entry Information ,\'?7'
5.1 Enter the deliverable for the software required through $the software life cycle. See
SOFT-GEN section, Attachment B for a summary of &’apter 21 deliverables.
N
6.0 ACQUISITION/DESIGN STRATEGY X,
2
Field Entr;@;"f’ormation
fo.

6.1 Describe the approach to acquiring/desiyiing the software, support software and
associated hardware. Indicate if th are is existing or new. If the software is safety
software (ML-1, ML-2 or ML-3) indj&e whether the software will be acquired from an
NQA-1 qualified supplier or Whe'@%f it will acquired from a Non NQA-1 qualified supplier
using commercial grade dedi@on (CGD). See acquisition factors such as cost, supplier
availability in SOFT-ACQUIRE.” Provide a summary level description of what work will be
performed by LANL persordél and what work will be performed by supplier(s). Indicate
whether the location anghwhether the software will be for a server-based use (generally
preferred) or standaloQ® computer use. Describe licenses, registrations and/or services

contracts that mus&?@ maintained.
g

7.0 USE AND MAlNTE@CE
A Y4
Field N Entry Information
AN J

7.1 DesciRE the person(s) and process for authorizing software users/administrators. See
P7§; , Conduct of Training.

7.2 * Eoter the minimum training related requirements that a person must fulfill to be an

Qaluthorized user of the software (required reading, supplier training courses, certifications,
etc.). The authorized user level is as described in the software user documentation for one
to use the software for its intended purpose. It does not include the authority to make
changes to the computer program code or perform software maintenance activities that may
be described in software maintenance manuals. See P781-1.

2

7.3 Enter the website location of the current (active) list of authorized users (i.e., ES-DO
website), otherwise, enter the names and if available, Z#s of authorized users. If authorized
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Field Entry Information

users are listed in Section 2 of the SWDS, it is acceptable to enter “See SWDS Section 2"

7.4 Enter the minimum training related requirements that a person must fulfill to be an
authorized administrator of the software (required reading, supplier training courses,
certifications, etc.). The authorized administrator level is as described in the softwarp§rSer
documentation for one to use the software for its intended purpose plus it includes @

authority to make changes to the computer program code or perform software tenance
activities that may be described in software maintenance manuals. QO&

7.5 Enter the website location of the current (active) list, otherwise, reference %enter the
names and if available, Z#s of authorized administrators. Q\\/

7.6 Indicate whether a risk list is required by checking either the yes or mb%x. (Arisk listis

required for ML-1 and ML-2 software). If required, asses and contral¥isks based on industry
accepted methods such as those described in DOE SQAS21.04,J®-1999, Software Risk
Management a Practical Guide, DOE G 413.3-7, Risk Mana &nt Guide and/or

DOE G 414.1-4, Safety Software Guide for Use with 10 CF 0 Subpart A, Quality
Assurance Requirements, and DOE O 414.1C, Quality As@ance Attach the risk list.

7.7 Indicate the minimum frequency that the risk list mustgg"fewewed and as required, revised
to ensure accuracy of the list.

7.8 Indicate whether a software quality assessmeri@eqwred by checking either the yes or no
box.

7.9 Indicate the minimum frequency that a soft@e quality assessment must be performed, and
the planned assessment methods. Muj,%A assessment methods are acceptable (e.g.,
P330-3, Quality Audits per PD328, LAI& ssessment Program, AP-341-901, Performing
Vital Safety System Assessments @v 341, Facility Engineering Processes Manual).
Software quality may be assessg\%a\ part of broader assessments.

7.10 Indicate whether in-use testingd$ required by checking either the yes or no box. (In-use
testing is required for ML-1 ML-2 software and recommended for ML-3 software).

7.11 Indicate the minimum freqﬁéncy that in-use tests must be performed, and the acceptable
test method(s). Note (@ in-use software tests may be an element of broader tests as long
as they satisfy the s‘& are in-use test requirements.

7.12 As required, pro&ﬁ'any other needed software-specific protocols required to promote

proper softw e, maintenance and retirement in this section (e.g., operational event
document:@ eview and retention protocols, application log protocols, etc.). See SOFT-
MAIN for tional information. Enter NA if not applicable or none.

=5
)
&
8.0 ATTACHI\&@T LIST

Field \% . Entry Information

8.1 «'\ ist attachments as appropriate. Enter the attachment number.

8.2 Enter the attachment date.

8.3 Enter the attachment title, including revision as appropriate.
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9.0 REVISIONS
Field Entry Information
9.1 Enter the revision number here and update the revision number in the form header.
Enter the date of the revision. *
9.2 I
9.3 Enter a summary description of what was changed and the reason for the chang&k\)
S
10.0 ATTACHMENTS &
N4}
&
Provide attachments here. >
AA
LAY
>
N
Q
&
@ a
&
X
&
X3
Y
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1.0 GENERAL INFORMATION
1.1 Software Name: Combustible Material Tracker (CBT) Software
1.2TA 03 1.3 Facility | 2333 | 1.4 Facility Name(s): Nonproliferati ecurity
Number(s): Number(s): Facilit SF)
1.5 SWID 03-2333-045 1.6 Equipment ID: NA &Q‘
<O
1.7 Software Summary The software is used as a tool to track combustible matdfial. It is needed
Description/Need: because tracking combustible material manually \@ ut software) is less
efficient and error-prone.
1.8 SSC Software/Non-SSC | SSC [J  Non-SSC [X] be}
Software: . b,
\Y
1.9 Highest ML Associated ML-1 [] ML-2 [] NIB@IZ ML-4 []
With the Software QO
g
1.10 Software Type Safety Software [ ] Non-Safety Software [X]
2.0 ROLES AND DATA SHEET APPROVALS
2.1 Name (Last, | 2.2.Z 2.3 Data c"\@ 2.4 Role:
, A
First): Number: Sheet N ]
Approva S x x o
| and ‘éf § é £ S
Approva | o NH | s | 5| 5| S| Xl x| 2 2| 2| £
| Date v |lo| o o | | o] | O] 0| O
Y
Truijillo, Robert 124268 Q Xs
Lopez, Pete 121987 A XS XS
_ \4
Vigil, Mary 115970 \Q X
Thompson, Tom 143987 .{\O\' XS
. N
Bradley, Mike 114987 ‘ié’ XS
Heitkamp, Heidi 12& XS
Walker, Johnny ](@95 X
Y
Not Used NN NA
2.5 Role A;f. Roles marked with a “*"are as stated in ESM Chapter 21.
Comments/Cl _ ) ) ) )
ications: . & 2. The ISSO Representan_ve (Rep._) is respon5|ble for (a_\) ensuring applicable PD210
Q> and SD210 cybersecurity/security requirements are identified and reported to the
& SRLM and (b) supporting implementation of such requirements.
3. Roles marked with “XS” must review, approve, date, and either initial or sign in Block
2.3. Roles marked with an “X” do not require review, approval date or signature. The
X is provided to show who is filling the role.

3.0 SOFTWARE PROJECT MANAGEMENT

LANL
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SWDS No.: SWDS-16-03-2333-0089 Rev.: 0
3.1 Estimated Rough Order of Magnitude (ROM) Software Project Management Cost, K$
Fiscal Year (FY): Total, K$ @416 -20):

2016 2017 2018 2019 2020 &Q

540 215 200 230 655 '& 1,840
4.0 REQUIREMENTS
4.1 Software Requirements and | 1. ESM Chapter 21, Software D
Hierarchy: 2. SRS-15-03-NSF-0002 CBT Software Rg@kements Specification
4.2 Key Planning 1. FY16 upgrade must be completed bym 1, 2015. If not completed

Assumptions/Constraints: by that date, Los Alamos Field Off@\éuthorization is required to
operate with existing software.

O\
5. DELIVERABLES

5.1 Deliverables: 1. Form 2033 and revisions. A

2. Documents (e.g., user sahual) and computer programs as per SBL-
15-03-2333-0234 ( Q&subsequent revisions), Software Baseline for
CBT with software\g lacement (including operating system)
frequency estin@d every 4.years.

3. Hardware as@ed in SD-15-03-NSF-0006, CBT Software Design
Documentgrogrammable Logic Controllers and associated
devices»@g., firewalls).replacement frequency estimated every 4

yearg. &
4. A al for use documentation (Section SOFT-V&V, Att. B, as
regiired)

'."&)n-SSC Software Change Packages (Section SOFT-GEN, Att. E,
Q" as required)

A) 6. Problem reporting & corrective action documentation (as required)
&

7. Institutional-Level safety software inventory and ES-DO inventory
\’® updates-as required.

OQ 8. Software quality assessment reports, bi-annual or as required.
\Q\‘ 9. Softwarerrisk register updates, as required.
,&/C) 10. Software data sheet (this document) revisions, as required.

11. Operational event documentation
6. ACQUISITION/DESIGN STRATEGY

6.1 Acqﬁ'§ tion/Design Strategy: | = Primary Software: The primary software is an existing C++ code.
This code will undergo re-design by qualified LANL programmers
and include software code/deliverables as required by ESM
Chapter 21 for ML-3 software.

= Support Software: Support software is off-the-shelf software
(e.g., MS 2003 and MS Windows XP) that will be acquired as ML-4
software from LANL Electronic Software Distribution (ESD).

LANL
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= Hardware: Hardware is conventional PLC related hardware and
peripherals that will be procured as ML-4 hardware.

7. USE AND MAINTENANCE

7.1 Software User/Administrator | = The SRLM will identify, evaluate and authorize software users and
Authorization Process: administrators based on need and the knowled ills and
abilities required as indicated in this documen thonzed
personnel are indicated in this document. \(Z)

7.2 Authorized Software User =  Online Utrain Course No. 45458, UM- 15\)§1NSF 001, CBT User
Requirements: Manual, and
=  Online Utrain Course No. 52346, A.F; 03 NSF-0007, CBT

Administrative Procedure. (é
7.3 Authorized Software Users: | * As listed on ES-DO website. 00
7.4 Authorized Administrator = Authorized Software User Rgaﬁirements, plus
Requirements: = Online Utrain Course No@341, MM-15-03-NSF-0009, CBT

Maintenance Manual, ggq

= Minimum of five (5)*@& of experience in C++ programming

7.5 Authorized Administrators: = SO, SD (see Secﬁ\ 2 fornames and Z#s)

7.6. Risk List Required? Yes [ | No XIx@7 7.7 Risk List Minimum Not Applicable
\‘D‘ Review/Revision
\(\@ Frequency:
. y . - .
7.8 Software Quality Yes [X] (ZI)\I% ] 7.9 Minimum Bi-annual; P330-3,
Assessment Required? § Assessment Frequency Quality Audits
5 & Method(s):
7.10 In-Use Testing Required? Y@& No [] 7.11 Minimum In-Use Annual; SWTP-15-
Q Test Frequency & 03-NSF-0008, CBT
X Qr Method(s): Software Test Plan
712 Other @ 1. The CBT software produces various operational event
,& documentation, including self-diagnostic test results, as described
in the O&M documents. As part of the planned assessments
\‘Q review the documentation for issues or issue precursors and take
Q> actions as required. The operational event documentation file
,&/C) should be retained for a minimum or four years within the
Q)‘b' computer program and backed up to the DCS02 server at least
) annually. The documentation is not a quality record.
8.0 ATTACHMENT LIST
8.1 Attachment 8.2 Attachment 8.3 Attachment Title
No. Date
Al 06/17/2016 CBT Software Cost Estimate Supporting Detail, Rev. 0

9.0 REVISIONS
LANL
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SWDS No.:  SWDS-16-03-2333-0089  Rev.: 0
9.1 Revision 9.2 Date 9.3 Change Description and Reason for Change
0 09/17/2016 Original Issue Q}bﬁ,

10.0 ATTACHMENTS
Attachment A1: 06/17/2016, CBT Cost Estimate Supporting Detail, R&)~ 0

Item Item Name: Estimated Rough Order Of magnitudedﬁgcl\)/l) Cost, K$:

No: Fiscal Year (FY): c},\/ Total, K$
2016 2017 2018 i\ ] 2020 (I'?Y{;-g)_

1 Design/Acquire Software 200 0 0 b\TO 235 435

2 Acquire Hardware 0 0 0 Q':V ’ 0 25 25

3 | Instalivev 150 0 ol 0 175 325

4 Maintain 190 215 \Q?D'b 230 220 1,055

Total 540 215 X \>’V 200 230 655 1,840

Key Cost & Schedule Reporting Clarifications: Q

1. Costs are fully burdened at 25% of direct cg@ and escalated at 4% per year.

2. Design/Acquire Software costs include@umentation update costs.

3. Software upgrade costs includes cost ¥ Qxpgrade existing version of Combustible CBT server and
workstation support software (e.g., dows Server 2016 and MS Office Outlook) to newer
versions.

4. Maintenance cost includes 0.5 SO Level of Effort (LOE) at $180 /hour (burdened); and a bi-
annual software quality assesQmient at an average $20k per assessment. Maintenance costs do
not include annual suppliegervice contract maintenance, notifications knowledge base updates.

5. Hardware costs include eQsts for servers, workstations, field scanners, firewall, and router see
hardware listing in SWAD-15-03-NSF-0006.

6. Allworkis pIannedé&egin in 1st quarter.of shown FY and end in third-quarter of same FY to
allow for a three ,qoMth schedule contingency within each FY.

7. The SO will r;@ Issues of concern/deviations in scope, schedule or cost that adversely affect
the software to the SRLMas part.of the reporting processes associated with use of the
software (ey?; issues with software scope, schedule or cost for software used in the facility
design/ ysis of facilities is reported as part of the project/modification that requires the
desig alysis.

8. FY]@ ardware costs covered by ES Division Office as part of ES Server 0294 software FY16

de.

Y
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1.0 PURPOSE, SCOPE, AND APPLICABILIT\)(\)@‘%\'
o

This section, SOFT-ACQUIRE, describes the “hog, when, and who” for acquiring software and
software services. See Table 21.2-1 for a sum@‘y of this section.

Q
See Chapter 21 applicability in SOFT—G@ addition:

1. This section applies to Worke@ﬁat are acquiring software.!
XN
2. To apply this section, th tware must first be identified and a draft or final software
determination (Form 2@3 completed. See SOFT-GEN.
Q2

designate(s).? ptions: Uncomplicated software tools (see Chapter 21 applicability in
SOFT-GEN),,@ ox codes, “Simple and Easily Understood” software used in the design of
SSCs, softygye from other organizations within the DOE complex, and/or software acquired
from otheﬂ_l&{/ernment agencies (e.g., US EPA, Army Corps of Engineers). Note: P1011,
Com?‘ﬁ ardware, Software, and Services: Exceptions to Acquisition, Maintenance, and

3. Freeware: Free%m&:annot be acquired without the approval of the Chapter POC or

Supp as additional requirements for freeware.
"o
4, \SOFT-V&V for verification and validation (V&V), including commercial grade dedication;

s8e SOFT-MAINT for maintenance of acquired software.

5. Software acquisition includes associated software services throughout this section.

1 Thus, software developed by a LANL owner (self-developed) would not follow this Section, but would follow all
others.

2 Should be necessary for LANL mission accomplishment and where no feasible alternative solutions are
available.
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Table 21.2-1 SOFT-ACQUIRE Section Summary for SSC and Non-SSC Sof{®@are

(This is a summary only and does not include all requirement details. See text fof~details.)
Activity SOM ML Implementation Detail Q\’ S RRgferenéng o
No. Activity | 1 |2 | 3 | 4 How When X (7(:0 Who? 3 Ref. Section Ref 8
I. For SSC Software Y
1 Acquire R | R| G | G | = Evaluate and document whether to acquire from = When mﬁed = SO (D) 3.3.4.a SOFT-
new NQA-1 -- or Non-NQA-1 supplier and commercially to per = SRLM ACQUIRE, 3
software dedicate (CGD)* wo\ (R, A)
* Develop a SWDS, (SOFT-GEN-FM03)° --@or to use
= Develop Statement of Work (SOW) 6 b
= Acquire per P840-1, PD-210 and SD-210 '\,Q’
= Develop P-card or Purchase Order (PO) Q
= Develop interface agreement, integrated contrac&
orders, interagency agreements or equivalent%-,
= Complete Exhibit H® ’_,:\Q)
Il. For Non-SSC Software N
1 Acquire R |R| R | G | = Lookfor, evaluate and use existing sot@vare if = When needed = SU (D) 3.3.4.a SOFT-
existing suitable \,@ to perform ACQUIRE, 4
LANL = Acquire in accordance with the SNL%I instructions work
software and as applicable, SWDS Q = Prior to use
= Update authorized users/S\‘/.\&as required
2 Acquire R |R| G | G | = Determine and documengfsoftware is used in SSC | = When needed = SO (D) 3.3.4.a SOFT-
new design and is simple s@easily understood; to perform = SRLM ACQUIRE, 4
software document and verifyQith each use work (R, A)
= Determine if Softwa is a toolbox code = Prior to use
= Evaluate and d@ ment whether to acquire from
NQA-1; or o‘@NQA-l supplier and commercially
dedicate oftware (CGD)*
= Develo DS, (SOFT-GEN-FM03)°
= DeveiQp’Statement of Work (SOW)
= A e per P840-1, PD-210 and SD-210
= [3‘@vel0p CGD documentation per AP-341-703
) evelop P-card or Purchase Order (PO)
Q}- Develop inter- or intra- LANL agreements’
%Q) = Complete Exhibit H®
>
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%o

,:
Table 21.2-1 SOFT-ACQUIRE Section Summary for SSC and Non-SSC Sof{®@are
(This is a summary only and does not include all requirement details. See text fof~details.)

o P1040 R9 ESM Ch. 21
No. Activity 112 3 4 How B Ref 8

1 i i Y
Activity SOM ML Implementation Detail Q Reference
When 0% Who? 3
A )

N

1ML = Associated Management Level per Form 2033. Complete draft Form 2033 prior to acquisition. R = Require& = Required but graded.
S

LAY

>

N

Q
S
D

5 Required for ML-1 through ML-3 (safety and risk significant) software or for any ML if the su@glier is required to come onsite to install/maintain the software.

2 D = Develop or implement; R = Review; A = Approve.
3 SO = Software Owner. SRLM = Software Responsible Line Manager. SU = Software User

4 CGD applies to safety software only.

NS
i N
6 Applies to ML-1 through ML-3 software only. X,

7 See P840-1 for details. Required for acquisitions from LANL organizations, DOE 9(@% or government agencies.

N

8 Ref. = ESM Chapter 21 section name and subsection number (e.g., SectioWT-GEN, Subsection 3, Software Identification and Determination).
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2.0 KEY DEFINITIONS AND ACRONYMS
See SOFT-GEN for key definitions and acronyms.
3.0 SSC SOFTWARE ACQUISITION

3.1 ML-4 SSC Software

Rev. 0, 06/23/16

4@&

A. How.
<
1. Acquire in accordance with P840-1, Quality Assurance for Pro&%ments,

PD210, Cyber Security Program, SD210, Information Risk agement

Framework and the following:

a. Procure with a purchase card (P-card) or pur \se order (PO) using
LANL online systems. Specify software regyrements and
acceptance criteria. §

b. Complete an Exhibit H if the supplie@mes onsite to install and/or
maintain the software (ref. P840-1)Dz,as required.

C. Guidance: For software acq 're?from other organizations within
LANL or within the DOE ¢ r&l‘?”ex, use interface agreements,

integrated contracts or e§@Walent where possible. See P840-1 for

details and an exampl%ioterface agreement.

Q

d. Protect against s@ct/counterfeit items (S/CI) items by procuring
from reputable agthrized suppliers and ensuring valid software
&O

licenses. See

informatiom.b@

-9, Suspect Counterfeit Items (S/CI) for additional

e. Retainqg?ilisition documentation in accordance with the SRLM’s

gover\ g records management process.

XN
Note: Ensure t@orrect SWID (obtained when completing Form 2033) is part of

Doc

B. When. @qen software is needed to perform work.

the acquisition documentation record number. See AP-341-402, Engineering
m%’wt Management in Operating Facilities for detalils.

O
C. Wh%\rhe SO develops and the SRLM reviews and approves the acquisition?.
Q

3.2 ML-1thefugh ML-3 SSC Software

Sqft e for ML-1 through ML-3 applications must be acquired in accordance with this
ngéction.

3 Additional review and approval by the requestor’s Division Leader and OICO may be required by Acquisition
Services Management (ASM). See ASM 3400.00.0410, Goods or Services Requiring Special

Review/Approval and/or contact an ASM representative.
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A. How.
1. Safety Software: Acquire from an NQA-1 qualified supplier, or, if from a Non-

NQA-1 qualified supplier, commercial-grade-dedicate the software.

a. Determine whether to acquire from an NQA-1 qualified supplier or a
Non-NQA-1 qualified supplier by incorporating the following factors:

i. the availability of NQA-1 qualified suppliers (see the LANL\&,
Institutional Evaluated Supplier List, (IESL)); Q

ii. performance history;

iii. cost, schedule and other commercial factors applléﬁge to the

software lifecycle. ‘Z)%
Develop a software data sheet (SWDS). Use SOFT-GEI\f’eEA\/IOS, Software

Data Sheet Form (SWDS). Document the NQA-1/Non-NQA-1 acquisition
strategy on the SWDS. As required by the SRLM, ent supporting
rationale on the SWDS or elsewhere. N

Risk Significant software: Acquire from an NQ . qualified supplier or a Non-
NQA-1 qualified supplier. CGD does not app@

Develop a Statement of Work (SOW). Us e applicable SOW forms (from
ES-EPD, AP-341-702, or equivalent). O&ance: ASM website. Address the
following requirements: Q)%q

Note: Treat bold text (not headings) as ML-1 ESQ! ML-2 requirements but guidance for
ML-3 throughout SOFT-ACQUIRE. Plain textés a requirement for ML-1 through ML-3.

a. Identify the softwar qwrements including but not limited to
specific functiogahty in specified environments, acceptance
criteria, and ﬁgﬁller/LANS interfaces; for designed software, see
SOFT-DESI

b. Requir mentation (and/or computer programs) describing
methogsyused in developing and validating the software (e.g., test
case@See SOFT-DESIGN and SOFT-V&V.

C. Fr@‘u NQA-1 qualified suppliers, and when available from Non-
A-1 qualified suppliers, require the supplier to report
> oftware errors to the purchaser, and as appropriate, the ability
for the purchaser to report software errors to the supplier.

q} Specify software features, including requirements for safety, security

\‘O functions and performance as applicable.
C\)Q e. Specify requirements for supplier notification of new releases or
‘D'S other issues (in addition to errors) that impact the software operation.
%Q) f. As required, specify mechanisms for the users to obtain

assistance in operating the software.

g. Specify quality assurance requirements (e.g., conform to DOE Order

414.1D or ASME NQA-1-2008/NQA-1A-2009 or ASME NQA-1-
2008/NQA-1A-2009, Quality Assurance Requirements for Nuclear
Facility Applications, Part | and Part Il). Specify quality assurance
requirements on an Exhibit H for ML-1 through ML-3 (safety and risk
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significant) software, and for any ML software if the supplier is
required to be onsite to install/maintain the software.

h. Address the following guidance:
1) For safety software that will undergo CGD, specify required
supplier support to CGD the software (e.g., access for
supplier assessments, surveys, 3" party dedicators). .

2) Specify training and/or technical support required to @mote
successful installation and use of the software.

3) Consider specifying minimum acceptable perf@&@%nce
history for similar applications.

%
4) Specify desired method/media for comp qﬁrogram
delivery (e.qg., electronic download, conqe t disc).

5) Consider attaching marked-up ven roduct information
that identifies key software requir nts (e.g., 64 bit,
Windows 10 operating system,J[deita V version 10.2).

6) As needed, contact the OffiggQdT Chief Information Officer
(OCIO) for assistance implgnenting PD210 and/or SD210.

As required, clarify LANL-supplier respo&i:)ility on the SWDS.

5.
Example: LANL was planning to a > software for an ML-2 application.
The supplier provided notificatio defects, new releases or other issues
that may impact the software o tion on the supplier’'s website. The SWDS
specified that the SRLM woul riodically review the supplier website and/or
contact the supplier to ens&é’the notification requirement was satisfied.
6. Acquire in accordance P840-1, PD210, and SD210. Note the following:
a. For intra-lab Etory acquisitions use interface agreements per
P840-1. S@ 840-1 for an example interface agreement. Address
SOW r ements in the agreement.
b. For iQegr-laboratory acquisitions from other organizations within the
DQE& complex, use integrated contract orders (ICOs) per P840-1.
ress SOW requirements in the ICO.
C. (b‘éP—cards cannot be used for purchasing software associated with
,& ML-1 through ML-3 applications (includes safety software and risk
Q\ significant software).
\‘Q:I. Protect against suspect/counterfeit items (S/CI) items by procuring
N from reputable suppliers and ensuring valid software licenses. See
,&/C) P330-9, Suspect Counterfeit Items (S/CI) for additional information.
%Q)‘b' e. Retain acquisitions documentation in accordance with the SRLM’s

governing records management process.

Ensure the correct SWID (obtained when completing Form 2033) is
part of the acquisition documentation record number. See
AP-341-402 for details.

f. See LANL Institutional Evaluated Supplier List (IESL) for a listing of
NQA-1 qualified suppliers.
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g. See AP-341-703, Commercial Grade Dedication for CGD. (See
SOFT-V&YV for use of performance history for dedicating computer
programs.) ldentify and control acquired software during the
dedication process.

B. When. Acquire when software is needed to perform work. Complete acquisition prior
to approval for use as described in SOFT-V&V.
C. Who. The SO performs acquisition activities. The SRLM must review and appmﬁ@.
software acquisitions.* @Q
4.0 NON-SSC SOFTWARE ACQUISITION &Q&

%
Look for, evaluate, and if suitable, use existing software before acquiring new sof . If existing
software cannot be used, then determine if the software is used in SSC design th O simple and
easily understood; or other software. Then, acquire in accordance with the foll g applicable text.

4.1. Existing Non-SSC Software (All MLs) A\’b’
A. How. @
1. Look for existing software at LANL that ma Pe suitable. Review the
Engineering Services Division software i&é’ﬂtory. Contact the ES-Div
Software Coordinator and/or subject ma€r expert (SME) that may be using

the desired software or similar softw&fg.”Coordinator should be listed on
ES-Div and Ch 21 webpages. '\\/

2. Evaluate whether existing softwase is suitable for the intended application.
Evaluate limitations (includingdicenses), boundary conditions, performance
(including issues/risks), an@ases. Incorporate the following in the
evaluation: Q

a. Ensure the &the existing software is commensurate with the
intended L@For example, if CAESAR Il software were acquired
and max\(é%ed as ML-3 software, it can only be used on ML-3 and
ML-4 ications. It cannot be used on ML-1 or ML-2 applications
unléﬁ) it were determined to be simple and easily understood
S(%Ware used in design, or (2) it were commercially grade dedicated.

b. &sure the industry code associated with the software is appropriate
cb‘.Aror the intended application. For example, CAESAR II, version 7.0 is
based on the 2012 edition of American Society of Mechanical
Q\ Engineers (ASME) B31.3; the software should be used only for

\‘Q designs where this edition of the code is appropriate.
BQ C. For ML-1 through ML-3 software, update authorized users, SWDS as
‘b& required.
B. %@Nhen. Evaluate and use existing software, if suitable, before acquiring new

. {O software. Acquire when needed to perform work.

@ Who. The software user (SU) completes required acquisition actions.

4 See previous footnote regarding other approvals such as ASM.
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4.2. New ML-4 Non-SSC Software

See Subsection 3.1 and apply to Non-SSC ML-4 software.

4.3. New Software used in SSC Design that is Simple and Easily Understood
A. How.

1. Determine if the software is in the category of software that is used in S$G
design that is simple and easily understood. Such software is exclude m
commercial grade dedication (CGD) or the requirement to acquire f an
NQA-1 supplier. The Responsible Engineer (RE) completes the
determination using the following criteria. Each criterion must t@ tisfied.

a. The software is used in the design of SSCs; ‘Z)%

b. The results of the computer program can be easik¥xonfirmed
through hand calculations; Q

C. A person technically qualified, as determin@y the SRLM, in the
subject can review and understand the pmbram and the supporting
calculations; and, Q>

d. The software can be individually veFi‘f&a with each use (e.g.,
calculation). See SOFT-V&V for ia&?vidual verification requirements.

2. The RE documents the determination mﬁe calculation where the software
was used and the determination isr wed and approved as part of the
calculation in accordance with SG@V—V&V.

3. If the software is in this categoc}then acquire the software as ML-4 software
in accordance with Subsectiaﬁ%.z.

4. If the software is not in tl”@\Category, then acquire in accordance with
Subsection 4.4. \N)Q

Note: If the software is saf oftware, frequent use of the software may justify CGD
or acquisition from an N@; supplier.

B. When. Acquire whep ware is needed to perform work.

\
Who. The SO devefops and the SRLM reviews and approves the acquisition (see
footnote for Par ph 3.1.c regarding ASM).

4.4, Other New Non-SSQﬁftware

Software for ML- ﬁz and/or ML-3 applications that is not “Simple and Easily Understood”
software used f SC design must be acquired in accordance with this section. This
includes toolb@codes. All of the text in this section applies to ML-1 and ML-2 software.

A. H
Using the requirements of this section determine whether to acquire software
S from:
N> = the DOE Safety Software Quality Assurance Central Registry (hereafter
& Registry, currently safety basis software only);

= an NQA-1 qualified supplier, or
= a Non-NQA-1 qualified supplier.
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2. Toolbox codes: Determine if the software is listed on the Registry. If listed, it
is a toolbox code. Guidance:® Acquire in accordance with the following:

a. If the software is from other DOE site, acquire using an integrated
contract order (ICO) in accordance with P840-1 and this section.

b. If the software is from another government agency, acquire using an
inter-agency agreement (IAA) in accordance with P840-1 and mg
section. Q&’

C. Only the version of the toolbox code listed on the Registry;@n be
acquired without performing CGD or acquiring from an %QA 1
supplier.

3. Excluding toolbox codes, acquire safety software from an QGA’ 1 qualified
supplier -- or from a Non-NQA-1 qualified supplier and c ercial grade

dedicate the software.

a. Determine whether to acquire from an NQA@uallfled supplier or a
Non-NQA-1 qualified supplier by mcorpthng the following factors:

i. the availability of NQA-1 quahﬂ&pphers (see the LANL
Institutional Evaluated Suppliersst, (IESL));

i. performance history; Q

iii. cost, schedule and othegcommerual factors applicable to the
software lifecycle. '\

4. Develop a SWDS. Use SOFT-Gg FMOS, Software Data Sheet Form
(SWDS). Document the NQA on-NQA-1 acquisition strategy on the
SWDS. As required by th(n\ M, document supporting rationale on the
SWDS or elsewhere. o

5. Risk Significant Softwﬁ Acquire from an NQA-1 qualified supplier or a
Non-NQA-1 qualifigsupplier. CGD does not apply.
6. Develop a Stateﬁ@ht of Work (SOW). Use the applicable SOW forms (from

ES-EPD, AP-3@2-702, or equivalent). Guidance: ASM website. Address the
following re,& yements:

Note: Treat bold text (oY headings) as ML-1 and ML-2 requirements but guidance for
ML-3 throughout S rfACQUIRE. Plain text is a requirement for ML-1 through ML-3.

a\'& Identify the software requirements. Include as specific functionality in
specified environments (as applicable), acceptance criteria, and
supplier/LANL interfaces.

CNJQ b. Require documentation (and/or computer programs) describing
‘bﬁ, methods used in developing and validating the software (e.g., test
%Q) cases).
{o c. From NQA-1 qualified suppliers, and when available from Non-
&Q’ NQA-1 qualified suppliers, require the supplier to report

software errors to the purchaser, and as appropriate, the ability
for the purchaser to report software errors to the supplier.

5 P840-1 r8 doesn’t address the central registry and P1040 r9 excludes toolbox codes from acquisition
requirements.
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d.

Specify software features, including requirements for safety, security
functions and performance as applicable.

Specify requirements for supplier notification of new releases or
other issues (in addition to errors) that impact the software operation.

As required, specify mechanisms for the users to obtain assistance
in operating the software.

Specify quality assurance requirements (e.g., conform to Do@rder
414.1D or ASME NQA-1-2008/NQA-1A-2009, Quality Assu.@nce
Requirements for Nuclear Facility Applications, Part | ang{part II).
Specify quality assurance requirements on an Exhibit Fg r ML-1
through ML-3 (safety and risk significant) software for any ML
software if the supplier is required to be onsite togvi\ [I/maintain the
software.

For software that includes models (see SO Q(EEN for definition and
SOFT-DESIGN for additional information}; ure the
appropriateness of the model for the a@éa’[ion in addition to the
appropriateness of the computer co.d% ed to provide the outcome

of the model. AN

Address the following guidance:g%(z)

1) Specify minimum design codes for the software. As a
fictitious exampl @1 2000 must satisfy ASCE 10-97 for
steel frame desi;:tand ACI 318-08 for concrete frame
design. &}»

2) For safet & are that will undergo CGD, specify supplier
support may be required to dedicate the software (e.g.,
acce supplier assessments, surveys, third-party
ded@&ors).

3) ify training and/or technical support required to promote

éuccessful installation and use of the software.

&Specify whether single user, multiuser server-based, or

Q\‘ cloud-based licenses are required (contact the ES-Div

Software Coordinator for support).

4)

‘DA'A’S) Consider specify minimum acceptable performance history
\'& for similar applications.
OQ 6) Specify desired method/media of computer program delivery
3 (e.g., electronic download, compact disc).
&C\)Q 7) Consider attaching marked-up vendor product information
Q)‘b' that identifies the key software requirements (e.g., 64 bit,
S Windows 10, ASME B31.3 2012 Edition).
8) As needed, contact the Office of Chief Information Officer
(OCIO) for assistance implementing PD210 and/or SD210.
7. As required, clarify LANL-supplier division of responsibility on the SWDS.

Example: LANL was planning to acquire software in an ML-2 application. The
supplier provided notifications of defects, new releases or other issues that
may impact the software operation on the supplier’'s website, rather than a
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more direct notification such as email. The SWDS specified that the SRLM
will periodically review the supplier website and/or contact the supplier for the
information and thereby ensure the requirement was satisfied.

8. Acquire in accordance with P840-1, PD210, and SD210. Note the following:
See LANL Institutional Evaluated Supplier List (IESL) for a listing of NQA-1
qualified suppliers. \5
a. See AP-341-703, Commercial Grade Dedication for CGD. (S@

SOFT-V&YV for use of performance history for dedicating coﬁputer
programs.) O&

b. Guidance: Intra-laboratory acquisitions should use inteMace
agreements per P840-1. See P840-1 for an exampl&nterface
agreement. Address SOW requirements in the a ment.

C. For inter-laboratory acquisitions from other org@¥iizations within the
DOE complex, use integrated contract ord COs) per P840-1.
Address SOW requirements in the ICO, 4\’

d. Note that P-cards cannot be used for \hasing software
associated with ML-1 through ML-3 lications (includes safety
software and risk significant softv@e).

e. Protect against suspect/counter?gt items (S/CI) items by procuring
from reputable authorized s@ﬂers and ensuring valid software
licenses. See P330-9, S ct Counterfeit Items (S/CI) for additional
information. X,

f. Retain acquisitions d@dumentation in accordance with the SRLM'’s
governing records\&nagement process.

Ensure the correct S qfobtained when completing Form 2033) is part of

the acquisition docu%‘e\tation record number. See AP-341-402 for details.

B. When. Acquire when softysgre is needed to perform work. Complete acquisition prior
to approval for use as ribed in SOFT-V&V.

C. Who. The SO perf H&acquisition activities. The SRLM must review and approve
software acquisiti (See previous footnote regarding other approvals such as

ASM.).
&>

&

O
“QNO
‘D,SC)
Q
)

&
&
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NP
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b(b
&
1.0 PURPOSE, SCOPE, AND A.ng ABILITY
N
This section describes the “how, n, and who” for designing (developing) software. See

Tables 21.3-1 and 21.3-2 for a&: mary of this section for SSC software and Non-SSC software
respectively. Q>

See Chapter 21 applica@cy in SOFT-GEN. In addition:

O
= This sectig s not apply to “simple and easily understood” software used in the design of
SSCs if i{' ¥dually verified as described in SOFT-V&V.

=  See T-V&V for required verification and validation activities and deliverables for
deiigped software.

o>
. (%ee SOFT-GEN for additional requirements that apply during design.
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Table 21.3-1 SOFT-DESIGN Section Summary for SSC Softwar

ray

(This table is a summary only and does not include all requirement details. @ ext for details.)

ML* Implementation Detail o, Reference
Activity SQM \ P1040 R9 | ESM Ch.
No. Activity | 1| 2 | 3 | 4 How When K\ Who? 3 Ref. 21 Ref.
,\\ Section Section4

1 Develop R| R | G | G | = Develop software design input . Earlies@.‘ftical = SSC DA (D, 3.34b SOFT-
software deliverables: time R, A) DESIGN,
design 0 SSC drawings (e.g., PFDs, P&IDs, | = 600/ %, 100% = LANL SRLM 3
requireme SOO0s, hardware/instrument etail design (R, A)
nts (input) location drawing, location drawing, IQ?or to software = FDAR (R, A)

instrument/device list). }e&gn as much as
0 SSC performance specification <Q practical
o SSC FDD or SDD . o)
0 Other SSC design inputs/outputeo's

as required )

2 Designthe | R | R | G | G | = Design the software (output) \7 = Earliest practical = SD(D, R, A) 3.3.4.b SOFT-
software deliverables: time = SRLM (R, A) DESIGN,
(output) 0 software specification RS) = |fin scope of SSC | = LANL SRLM 4

o software design (S & design, software (R, A)

o0 software system rd analysis requirements
and mitigation d@mentaﬂon (draft) at 30%
(SWHA) design submittals,

o software d traceability firmed up at 60%.
docume n (SWTM) = |f not in scope of

0 operati and maintenance SSC design, then
(O& structions in detail design

0 SOLT*GEN deliverables submittals
&%r software design deliverables | = Prior to software

required coding as much as
practical

3 Translate RIR |G| G @ﬂevelop computer program language = Earliest practical = SD(D, R, A) 3.34 SOFT-
the A (code): time = SRLM (R, A) DESIGN,
software Q! o data structuresffiles, = Prior to final = LANL SRLM 5
design \0 0 source code (where feasible), acceptance testing (R, A)
into \Q, 0 executable code
computer &C) = Provide computer program listings
program >
language &g-

~
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Table 21.3-1 SOFT-DESIGN Section Summary for SSC Software

OY

(This table is a summary only and does not include all requirement details. See(t t for details.)

ML1 Implementation Detail (@) Reference
Activity SQM %Y P1040 R9 | ESM Ch.
No. Activity | 1| 2 | 3 | 4 How When \@ Who? 3 Ref. 21 Ref.
o Section Section?
Y
1ML = Associated Management Level per Form 2033. R = Required. G = Required but graded. \

) : &

2 D = Develop or implement; R = Review; A = Approve. Q@

3 SSC DA = Design agency for SSC that is associated with the software); SRLM = Software Respg& yole Line Manager (prior to turnover to LANL). LANL
SRLM = SRLM after turnover to LANL. FDAR = Facility Design Authority Representative.

4 Ref. = ESM Chapter 21 section name and subsection number (e.g., section SOFT-GEN, su@ction 3, Software Identification and Determination).

\

L

Table 21.3-2 SOFT-DESIGN Section Summﬁy for Non-SSC Software
(This table is a summary only and does not includefgch‘[,ﬁequirement details. See text for details.)

ML? InpRISrhentation Detail Reference
SOM % b4 P1040
Acl\tllg .|ty Activity | 1| 2 | 3 | 4 How \‘@% When Who? 3 éﬁ_ %g}'
A Section
1 Develop R| R | G | G | = Develop system requipgments (input) = Earliest practical = SOD,R,A) 3.3.4.b SOFT-
software specification (SW\@ time = SRLM (R, A) DESIGN,
design 8 = Prior to software = FDAR (R, A) 6
requireme b design as much as
nts (input) \Q practical
2 Designthe | R | R | G | G | = Design theGpftware (output) = Earliest practical = SD (D, R, A) 3.34.b SOFT-
software deliverad : time = SRLM (R, A) DESIGN,
(output) = Prior to software 7

0 s are specification (SWRS)

o] are design (SWDD)

QA; ftware system hazard analysis and
< ‘mitigation documentation (SWHA)

software design traceability

coding as much as
practical

Y documentation (SWTM)
4 .

OQ 0 SOFT-GEN deliverables

K o0 Other software design deliverables as
\Qr required
(C) o Computer model mathematical terms*
Q
S
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Table 21.3-2 SOFT-DESIGN Section Summary for Non-SSC Softwar
(This table is a summary only and does not include all requirement details. Seq(

OY

t for details.)

ML? Implementation Detail «O Reference
v
Activity ASQM h \@ ho? 3 PlRO;O ESM Ch.
No. ctivity 1| 2 3 How Wi e% Who# Ref. 21 Ref 5
Section
3 Translate R| R |G = Develop computer program language ] Earlnes@?&ctlcal = SD(D, R, A) 3.3.4.b SOFT-

the (code): = SRLM (R, A) DESIGN,
software o0 data structuresf/files, . Pr)Q[\to final 8
design o0 source code (where feasible), E;eeptance testing
into 0 executable code Q
computer = Provide computer program listings N
program %(Z)
language Q
(code)

1ML = Associated Management Level per Form 2033. R = Required. G = Requi

2 D = Develop or implement; R = Review; A = Approve.
35S0 = Software Owner. SRLM = Software Responsible Line Manager. FDA%%Facmty Design Authority Representative.

4 Applicable to computer program models only.
5 Ref. = ESM Chapter 21 section name and subsection number (e.g.

y -

S@}f-

r{ﬁdt graded.

GEN, Subsection 3, Software Identification and Determination).

&,
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2.0 KEY DEFINITIONS AND ACRONYMS
See Chapter 21, SOFT-GEN for key definitions and acronyms.
3.0 SSC SOFTWARE DESIGN REQUIREMENTS (INPUT)

Define, control and verify the design. This section describes the minimum requirements, activities and
deliverables for preparing SSC software design requirements (i.e., inputs). SSC software desi .
requirements are the information provided to the SSC software designer to design the SSC sofQ re.

A.  How. &L

1. SSC software design requirement (input) deliverables depend g@j e nature,
complexity and associated ML of the software. Use Table 21.3-8, SSC
Software Design Requirement (Input) Deliverables and dire&on from the
LANL SRLM as a guide to define software design requiré’&nt deliverables.

2. Process and retain input documentation in accordancgdvith the SRLM’s
governing document control and records managemeRt process. Ensure the
correct SWID (obtained when completing Form 2 is part of the

documentation record number. See AP-341-400Engineering Document
Management in Operating Facilities for deta-i@

Table 21.3-3 SSC Software Design Requiremen@‘fput) Deliverables
N

. Apply by ML?
No Deliverable &
AL 1 2 |3 4
SSC System Drawings (e.qg., process flow diagra ’s\(‘f’FDs) process
01 and instrumentation diagrams (P&IDs), Sequer& f Operations R R G G
(SOO0s), hardware/instrument location drawir‘)gN etwork drawing?,
instrument/device list.) \
02 SSC performance specification \(\@ R R G G
03 SSC Facility Design Description (FD@yﬁdlor System Design R R G _
Description (SDD) K
04 Other SSC Design inputs/outp s required to support software R R G )
design® L
1R = As required by ESM Chapter 1, Qﬁ’eral, Section Z10 or other ESM chapters; G = Required but graded
per ESM Chapter 1: General, Sectige? Z10 or other ESM chapters. “-“ = Not required.

2 Level of detail as required by FRAR; e.g., a notional or "block" diagram of the network as a minimum,
detailed technical drawing lateqy

3 As determined by LANL S ; may include SSC hazard analyses, Requirements Criteria Document
(RCD), identification of C(Qnmercial grade dedication (CGD) critical characteristics etc.
N
3. Q> SSC software design requirements (inputs) must:
‘DSS) a. Be identified and documented using a systems engineering process
Q (Ref. P341, Facility Engineering Processes Manual and ESM
. %co Chapter 20 (pending publication)).
(QQ/\ b. Be documented as part of the SSC design documents (e.g., Process

and Instrumentation drawings (P&IDs) with Sequence of Operations
(SOO0s), system specifications, system design descriptions (SDDs)).

C. Be based on upper tier performance and functional requirements.
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d.

Identify the operating system, function, interfaces, performance
requirements, installation considerations, applicable SSC design
inputs, critical characteristics (as applicable), and design constraints
of the computer program.

Specify technical and software engineering requirements, including
security features.

Identify applicable reference drawings, specifications, codes, \&'
standards, regulations, procedures, or instructions that est%@h test,
inspection, and acceptance criteria.

&
Be commensurate with the risk of unauthorized use; a SS security
requirements (e.g., vulnerability/cyber-security proteg'gons).

For ML-1 through ML-3 software, be traceable tl@ghout the
software life cycle. &

For ML-1 through ML-3 software, be base,d@system/component
hazard analyses that identify system/com,gbnent risks and the means
for controlling them. D

The software design shall consider ’[h’&:omputer program’s
Operating Environment (see Defia@bns in SOFT-GEN).1

Identify and address the user hlﬁan machine interface (HMI)
requirements. Factor in e 's@@"user operational protocaols,
conventions and method % users/operators. As appropriate,
specify prototypes/HMIggreenshots for review and comment as part

of the design deliverapies.
XO

Ensure software d@gn requirements, as applicable, are consistent
with SSC technicl baseline documents. For information on SSC
software tech@l baseline documents, see STD-342-100,
Engineering@tandards Manual, Chapter 1, Section Z10, General;
AP—341—§§,‘ Technical Baseline Change During Design; and AP-
341-40p Ndentification and Control of Technical Baseline, Variances,
AIter@e Methods, and Clarifications in Operating Facilities.

E@Ure the design inputs and sources are identified and
®cumented, specified on a timely basis, translated into design
& ocuments, and their selection review and approved.

. '& Include user-level input/review of screen shots, prototypes, etc.

4. 0QJr guidance, see:
3

'&BQ
>
Q
S
&

IEEE Std 1233, IEEE Guide for Developing System Requirements
Specifications, and

ISO/IEC/IEEE 29148, Systems and Software Engineering-Life Cycle
Processes-Requirements Engineering.

When. Develop software design requirements at the earliest practical time and as
much as practical, prior to software design. As applicable, submit software requirements
(draft) at 30% design submittals, firmed up at 60%.

1 An integral part of software design is the design of a computer program that is part of an overall
system. ASME NQA-1a-2009, Part I, Subpart 2.7-402
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C. Who. For SSC software, the SSC Design Agent (or Design Agency [DA]) that
develops the SSC detailed design also develops, reviews, and approves the SSC
software design requirements. The LANL SRLM and FDAR review and approve the
software requirements.

4.0 SSC SOFTWARE DESIGN (OUTPUT)

A. How. \5
4.1 General Software Design Requirements Q&/
A. Software design is an expanding and complex area. Accordingly, this section is

limited to providing only a high-level description of the software design@ ut
requirements. For additional detail, see:

= DOE-STD-1195, Design of Safety Significant Safety Instrun@&d Systems

Used at a DOE Nonreactor Nuclear Facilities N
L] ANSI/ISA 84.00-01, Functional Safety: Safety Instrum Systems for the
Process Industry Sector; /'A\/

L] ANSI/IEEE STD 7-4.3.2, IEEE Standard Criteria f@Digital Computers in Safety
Systems of Nuclear Power Generating Stations,\,Q

L] IEEE Std 1016, IEEE Standard for Informatiqgifechnology — System Design —
Software Design Descriptions? N

= IEEE Std 1016.1, IEEE Guide to Soft @besign Descriptions
= ESM Chapter 8: Instrumentation an\&bontrols

B. Design software to meet the software@uirements and deliverables of this section,
SOFT-DESIGN, and other ESM ¢ aﬁers as applicable. Design deliverables may be
combined as needed in one or m@r documents.

C. Use an accepted design meth%logy (see |IEEE Std 1016.1).

D. As specified by the LANL M for ML-1 and ML-2 software, require and provide
software designer and uter programmers (coders) qualifications commensurate
with the risk associa,te,ﬁ\ls;i/ith the software.

E. Document the soft r\e design and the computational sequence necessary to meet
the software reqements including as applicable: numerical methods, mathematical

models, physical models, control flow, control logic, data flow, process flow, data
structuresw rting calculations (Ref. AP-341-605, Calculations), software
baseline ess structures, and the applicable relationships between data
structur@\and process structures. Combine with the documentation of the software
desi quirements, or the computer program listings (see definitions) resulting from
imp@mentation of the design.

F. ZA?scs)ure software design outputs, as applicable, are consistent with SSC technical
&S aseline documents.

G.‘{O Software design (output) deliverables depend on the nature, complexity and
&“Q’ associated ML of the software. See SOFT-DESIGN References for examples.
Deliverables consist of drawings and/or other descriptive documents. They may be
combined in one or more documents or provided separately. Software design
deliverables may be divided into the following categories: (a) software design

2 Flow diagrams, charts and/or pseudo-code should be provided.
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documentation (system architecture, software architecture, software detail design
collectively referred to as SWDD), (b) Software Requirements Specification (SWRS),
(c) hazard analysis and mitigation documentation (SWHA), (d) software design
traceability documentation (SWTM), (e) O&M documentation, (f) SOFT-GEN
deliverables, and (g) other software deliverables.

Note: Verification and Validation (V&V) documentation, including test plans, interim
test reports, and design review documentation, are typically produced concurren&wﬂh
the design. See SOFT-V&V.

H. Provide associated software deliverables as required by other ESM chapt&@e g.,
Chapter 8 for instrumentation and control systems).

l. Provide design deliverables using Table 21.3-4, Software Design (ngut)
Deliverables as a guide, and direction from the LANL SRLM.

J. Ensure the design is defined, controlled and verified; the desig \mterfaces are
identified and controlled; design adequacy is verified by indiyihrals other than those
who designed the software. Guidance: The eventual systaRengineer and/or users
should work with the design/development team to ens cumentation etc. is done
to an appropriate level commensurate with the ML of oftware/SSC.

K. Ensure design documentation and records include }only final design documents,
such as drawings and specifications, and revisi %Ctm those documents, but also
documentation that identifies the important steps the design process, including

sources of design inputs. ;'\Q)
Table 21.3-4 Software Design Qﬁtput) Deliverables

No Design Deliverable E|e|3§%)? Apply by ML

1 2 3 4
01 | Software system architecture design \}Q@ R R G
02 | Software requirements specification @%f?s) R R G -
03 | Software architecture design \Qo R R G G
04 | Software detail design C)y R R G -
05 | Software system hazard anab;g} and mitigation docs. (SWHA) R R G -
06 | Software design traceablll@l’ocumentatlon (e.g., SWTM) R R G -
07 | Computer Program Lisﬂﬁs, including the program (design product) R R G -
08 | Operations and r@iﬁe\nance (O&M) instructions R R R R
09 SOFT-GEN de‘l,j\@\ables2 See SOFT-GEN
10 | Other softwgye\‘ design deliverables® 4 %?ﬁetégkﬂiﬁ;mggg

1R = RequiredQ® = Required but graded; “-“ = Not required.
2 Includes s are list, Form 2033, software data sheet, software baseline.

3 As detéﬁ@ned by LANL SRLM and/or as required in other ESM chapters (e.g., Human Machine Interface
H N&phical layouts/slides). See SOFT-V&YV for associated V&V deliverables.

4 See E'SM Chapter 8 for software related deliverables (e.g., logic diagrams, loop diagrams, point list
tables, etc.) specific to instrument and control (1&C) system designs.

L. Retain documentation in accordance with the governing records management
process. For ES-Div Non-SSC software and SSC software, ensure the correct SWID
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(obtained when completing Form 2033) is part of the documentation record number.
See AP-341-402 for details.

4.2 Software System Architectural Design

A.

B.

Develop the software system architectural design. Allocate system-level
requirements to hardware, software, and interfaces of the system.

For ML-1, ML-2, and some ML-3 systems where software operational complext d
lifecycle maintenance can be disadvantages, evaluate and as appropriate, emgtoy
designs that use no or minimal software.

Sufficiently detail the system architectural design such that a person t @SCaIIy
qualified in the subject can verify and validate (V&V) that the design sati¥fies
requirements without recourse to the Software Designer (SD). \(Z)

Consider the following concepts, as applicable, in the software;e%\’m architectural
design. Q)

1. Isolation: Critical elements should be separated @1 each other to preclude
undefined and/or unintended interactions. For through ML-3 software,
safety systems should be separated from no:é%%ety systems where
possible. Barriers (e.g., separation of safety’ non-safety modules) should
be used to prevent non-safety functions frg@a interfering with safety functions.
Consider use of different platforms, powd¥supplies, inputs/outputs to
physically separate the safety from n@g-safety elements.

2. Independence/Diversity: For Qvand ML-2 software, independent,
diverse systems should be em d. These are systems where the stimuli
originate from and are handle@y separate elements with different designs,
independent hardware in Lu&\andlor independent software modules.

Note: Because different@nanufacturers may use the same processor or
software, common m failures may not be averted simply by acquiring

from several man urers.

3. Fail-Safe DesigiMDesign such that the system remains in a safe mode
upon failure wigéut compromising isolation features or other safety
functions. _

XN
4, Incomp@ility/Longevity Design to ensure integrated hardware-software

compﬁgm ity as much as possible throughout the life-cycle of the system.

4.3 Software Reqw&r@nts Specification (SWRS)

A.

4.4 ‘ié’hi%

S

are Architectural Design

For so re system requirements that are allocated to software, further refine the

requifments and develop software-level requirements. Document the software

regiMements. Software requirements are documented in a software requirements

@ecification (SWRS). See |[EEE Std 830, IEEE Recommended Practice for Software
pecifications for guidance.

Transform the software requirements into the software architectural design. The
software architecture design specifies the structures of the software and the various
software components, interactions and interfaces between the software components.
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B.

Include the high-level design for the external interfaces between the software
components and other components within the system (hardware and human
interface) and between the software and entities outside the system.

Sufficiently detail the software architectural design such that a person technically
qualified in the subject can V&V the design without recourse to the SD.

Where appropriate and/or as required by the software requirements document,_, .,
design software control functions that are performed incrementally rather than @%
single step to reduce the potential that a single failure of a software element

cause an unsafe system state.

Where appropriate and/or as required by the software requirements do%@nent,
design built-in fault detection and self-diagnostics that detect and re software
faults and failures in a timely manner and allow actions to be tak% avoid an
impact on the system’s safe operation. N

45 Software Detail Design Q,cb'

A.

For ML-1 through ML-3 software, define the internals of,eé?h software component
down to individual software modules that can be codea&

Specify/document the software coding standards an’@@ conventions.
As applicable, include data structures/database%nd external interfaces.

Sufficiently detail the detailed software design;yyi (a) allow a person technically
qualified in the subject to V&V the design s{Rout recourse to the SD; and (b) allow
computer programmers to code the des)ig' ithout undue difficulty.

4.6 Software System Hazard Analysis and MitiQ%ion

A.

For ML-1 through ML-3 software, tx@duct and document a software hazard analysis
at the system and component L%? to identify software risks and develop mitigating
approaches for controlling thesQyPotential failures should be identified and evaluated
for their consequences of fajfire and probability of occurrence. Some potential
problems may include ( plex or faulty algorithm, (2) lack of proper handling of
incorrect data or error itions, (3) buffer overflow, and (4) incorrect sequence of
operations due to eiﬂg\&* ogic or timing faults.

Ensure the softwa@hazard analysis is consistent with the system safety
documentation féthe associated facility. See SBP111-1, Facility Hazard
Categorizatio@]d Documentation for associated facility safety documentation.

For ML- a@ML—Z software, perform and document the hazard analysis based on
recogni consensus standards. See ESM Chapter 8, Instrument & Controls for
appli(,‘@on of hazard analysis/mitigation with respect to the following standards for
S oftware:

‘|°$CJANSI/Instrumentation, Systems, and Automation Society (ISA) S84.00.01,
Q

Functional Safety: Safety Instrumented Systems for the Process industry Sector;
and,

= ANSVIEEE Std 7-4.3.2, IEEE Standard Criteria for Digital Computers in Safety
Systems of Nuclear Power Generating Stations).

For ML-3 software, standard-based methods or less formal methods should be used
using a graded approach (e.g., failure modes and effects analysis, fault-tree
modeling, event-tree modeling, cause-consequence diagrams, hazard and operability
analysis, and interface analysis).
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For ML-4 software, a hazard analysis is not required but may be performed.
Multiple/common-cause failures should be evaluated in the hazard analysis.

Note: Failure mode and effect analysis (FMEA) approaches, when used alone, do
not address multiple failures/common-cause failures. (ANSI/ISA 84.00-01-2004-
Part 1 and |IEEE STD-7-4.3.2-2003 provide guidance.)

The hazard analysis and design must include analysis and possible problems
the computer program’s operating environment (including security environme nd
external and internal abnormal conditions and events that can affect the co;@uter

program. &

In the software design documentation (SWDD), as part of the SWHA, .or 'n a separate

deliverable, provide documentation that shows how the conseque of

hazards/problems are mitigated. Mitigation strategies should be i ded for:

1. Software standard hazards (i.e., the basic hazards as@ated with the
software or process);

2. Software system failures (i.e., the functionality g@en into the software itself
to protect from failure); and

3. Software system overrides (i.e., the functi Nﬂty written into the software to
keep a user or other system from bypas the safety features within the
software item.) .

4.7 Software Design Traceability and Testability

A.

C.

4.8 Operations and Maj
A.

&“Q

For ML-1 and ML-2 software, documenpq; ceab|I|ty from the software design
requirements to the software design erables. For ML-3 software, a software
traceability matrix (SWTM) is reco@ended to document traceability. Other methods
however, such as tracing the reqyir®ment within the design deliverable are also
acceptable. Requirements too\ d/or databases may be used.

For large, complex ML-1 a L-2 software, consider bi-directional traceability
(tracing from the requir s to the design as well as from the design to the
requirements) to identify functionality that may have been inadvertently added without
requirement drivers.-&

Design the softwa@!\cmd the associated SSC such that it can readily be tested
against the req&;?ments.

§@fe ance (O&M) Instructions
Develop’ayd provide operations and maintenance (O&M) instructions to use and
mainta@we computer program(s).

ently detail the O&M instructions to allow an individual trained in the use of
@ software to follow the instructions and use the program without undue difficulty
@9d/or probability of misuse.

% For ML-1 and ML-2 software, O&M instructions should be developed using standard

conventions for instructions (e.g., ANSI/IEEE Std 26514, Systems and Software
Engineering — Requirements for Designers and Developers of User Documentation).

4.9 SOFT-GEN Requirements and Deliverables

Satisfy software requirements and provide deliverables as described in SOFT-GEN.
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5.0

6.0

A.

When. Design software at the earliest practical time and as much as practical, prior to
software coding. Unless the software design is deferred to subcontractors, submit
software design deliverables with the 90% and 100% detail designs. If software
design is deferred, then specify and submit software design deliverables as part of
the required submittal process.

B. Who. The SD develops, reviews and approves the deliverables of this section .
including the architectural design, software specification, detail design, hazardtﬁ&'
analysis and mitigation documentation, and design traceability documentatigs-the
SD, SRLM (prior to turnover to LANL), and LANL SRLM review and appro& )

O

SSC SOFTWARE COMPUTER PROGRAM LANGUAGE (CODE) %&

A How. NE
1. Translate the software design into computer program I%hguage (code).

2. For ML-1 through ML-3 software, use standards an conventions as
approved in the software design (e.g., IEEE St , IEEE Standard for
Standard System C Language Reference). &

Develop source code suitable for compilatioh&translation.

4. Provide both source code and/or executﬁm code as deliverables. If source
code cannot be provided (e.g., for propri€tary reasons), then provide
objective evidence that the source,c "was V&V'd as per IEEE Std. 1012
and/or acceptable methods. @

5. For ML-1 and ML-2 software, g@vide computer program listings (see
definitions). XS

\(‘D‘ . _ .

6. Code should be developgd Yo sufficient detail and clarity to allow someone
technically qualified i computer programming language to review,
understand, and verj meets the software design requirements without
recourse to the SD@Nd/or coder.

7. For ML-1 and I\Q}Z code, ensure most code lines have explanatory
notes/com (pseudo code) to support future troubleshooting, bug fixes,
and/or sysgm modifications.

8. Emplo &hfiguration management (including computer program code
labelifg) and problem reporting/corrective management in accordance with
S -GEN.

B. When. @elop code at the earliest practical time and prior to final program
accepi@hce testing.

C. W, he SD develops, reviews and approves the software code; the SRLM reviews

approves the code.

NON&C SOFTWARE DESIGN REQUIREMENTS (INPUT)

Ligance: Unlike SSC software, Non-SSC software typically does not use upper level SSC
ign documents (e.g., P&IDs, SOOs, SDDs) for design input. Therefore, the design input

is communicated through other documentation. A system requirements specification
(SWYRS) is used to convey upper level design inputs analogous to the upper-level SSC
design documents. A software requirements specification (SWRS) is developed for software
system requirements that are allocated to software. The SWRS further refines the
requirements and develops software-level requirements. For designs where software is
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relatively low in complexity and when allowed by the LANL SRLM, the SWYRS and SWRS

may be combined.

A. How.

1. Using a graded approach for ML1 through ML-4 associated software,
develop a system requirements specification (SWYRS). The SWYRS igg.
document that communicates the requirements of the customer to the§
technical community who will further specify and build the software@e the
following for SWYRS guidance: <

O

. ISO/IEC/IEEE 29148, Systems and Software Engine%i g-Life Cycle

Processes-Requirements Engineering. \‘Z)
N
2. The SWYRS must; N
N

a. Be identified and documented using a sysgMs engineering process
(Ref. P341, Facility Engineering Proce§ Manual and ESM
Chapter 20 [pending publication]). ., Q>

N

b. Identify the operating system a2$§éwer aspects of Operating
Environment, function, interface®y"performance requirements,
installation considerations, Ifcable design inputs, and design
constraints of the compu%ﬁgram.

C. Specify technical andégﬁ'tware engineering requirements, including
security features. XS

Y

d. Identify applic reference drawings, specifications, codes,
standards, redwations, procedures, or instructions that establish test,
inspection; acceptance criteria.

Ny

e. Be copfonénsurate with the risk of unauthorized use; address security
requxdments (e.g., vulnerability/cyber-security protections).

f. QQML—l through ML-3 software, be traceable throughout the

‘bé?oftware life cycle.
g\'& For ML-1 through ML-3 software, be based on system/component
O hazard analysis that identifies system/component risks and the
\,O means for controlling them.
>

B. Qﬁ& Develop the SWYRS at the earliest practical time and where practical, prior to

ftware design.

(&\% Who. The SO develops the SWYRS and the SO (e.g., with assistance of SD); SRLM

and FDAR review and approve the SWYRS.
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7.0 NON-SSC SOFTWARE DESIGN (OUTPUT)

A. How.
1. See SSC Software design Subsection 4 and note that SSC-related text
and/or references do not apply. For example, the following are not

applicable: \5

a. Integration of design outputs with SSC technical baseline d ents
(4.1.F) &

b. Provide associated software deliverables or use assq%l ed software
standards as required for SSCs as stated by oth n@ chapters
(4.1.B and 4.6.C). ?\

2. Non-SSC software can include computer models. s are simplifications

of the real world constructed to gain insights into t attributes of a

particular physical, biological, economic, engin d, or social system.® For

computer model design, also include the follg
N

a. A description of the conceptual | for the problem to be solved.
Include assumptions, algorlthmsbrelatlonsmps and data.

b. The mathematical terms& escrlbe the conceptual model. Include
mathematical equations ndary values, initial conditions, and
modeling data as requi Include numerical solution techniques
such as finite elemengénd finite difference when equations
describing the ma&@hwatical model cannot be solved analytically.

C. Guidance: UsﬁNSUANS-lo.?, Non-Real-Time, High-Integrity
Software f e Nuclear Industry — Development Requirements as a
guide.

N
B. When. Design softwa@at the earliest practical time and as much as practical, prior to
software coding.
O
C. Who. The SD dﬁ?lops reviews, and approves the software design; the SO and
approve the design.

SRLM revie’é{h

8.0 NON-SSC SOFRYWARE PROGRAM LANGUAGE (CODE)
See Subsection 5.
&>

REFERENCE:@FTWARE DESIGN DOCUMENTATION EXAMPLES

S
Examples iﬁﬁnally provided are for informational purposes only and have not been reviewed for
comphq@to the requirements of this chapter. Better examples will be posted as they become
available.

3 EPA/100/K-09/003, Guidance on the Development, Evaluation, and Application of Environmental Models.
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1.0

PURPOSE, SCOPE, AND APPLICABILITY

This section of describes the “how, when, and who” for:

verifying and validating (V&V) software, and

. approving software for use (SWAU) &
&)

See Tables 21.4-1 and 21.4-2 for a summary of SOFT-V&YV for SSC software and N@‘I-SSC

software respectively. &0&

See Chapter 21 applicability in SOFT-GEN. In addition: @Q.,

1. For software changes during V&V, see SOFT-GEN. (&

2. Use this section for V&V and SWAU of software that is acquire d for software that
is designed. . b

3. Read-Only: This section includes V&V for Read-Only SS(,‘% ftware. This is SSC
software where the computer program cannot be modifi ther than through
replacement of the computer program or the associata&SC. It is sometimes referred
to as embedded software or firmware; however, for, @is section, the term Read-Only
SSC software is used. QQ’

4. For SSC software, use this section in conjunc@‘l‘with ESM Chapter 15,
Commissioning. ¢\>\

5. For Non-SSC software, this section inclges V&V and SWAU for: (a) toolbox codes
and (b) software used in SSC design @ is Simple and Easily Understood. See
SOFT-GEN for definitions. \‘b

6. For computer programs that a%@nmercially dedicated, the applicable V&V
requirements of this section are&quired for critical characteristics when specified in
the CGD technical evaluatiob@SWAU requirements of this chapter also apply.

N
)
§
XN
O
<
&@
\
O
O
&
&
Q
S
&

&“Q
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Table 21.4-1 Software SOFT-V&V Summary for SSC Software

,:
Y
This table is a summary only and does not include all requirement details. See textf@ details.

a : :
A SoM Activity ML Implementation Detail 2 ".\,\ — PlORAé? R9 ESM Chs'
No. 1 2 3 4 How When . {7% Who? Section 21 Ref.
N
1.0 For Designed SSC Software AL
1 Review R R | G | G | = Review design input documents (docs.) | = Prior to softw. esign | = SD(R) 3.3.4; SOFT-V&V,
design (input) to SOFT-DESIGN design (input) as much & ctical = SRLM (R) 3.35 4;
requirements requirement criteria . 4\’ = LCxA (R) SOFT-
= As applicable, ensure Commercial b\, * FDAR (R) DESIGN, 3
Grade Dedication (CGD) requirements . Q
are addressed N
2 Develop/ R R | G | G | = Develop software test plan (SWTP) and | = r requirementsand | = SD (D, R, 3.34 SOFT-V&V,
review test submit 60%, 90% and 100% test plan ncurrent with design A) 4
plan (SWTP) submittals e Prior to interim testing = LCxA (R)
* Review test plan to SOFT-V&V test \ )~ and/or acceptance * SRLM (R,
plan criteria @ testing A)
* Integrate into/with SSC Commissio@n
(Cx) docs. ,,‘b
3 Review R R | G | G | = Reviewto SOFT-DESIGN anq§UFT- = Per software design = SD (R) 3.34 SOFT-V&V,
software V&V criteria \ schedule = SRLM (R) 4;
design ) = Prior to acceptance * IR(R) SOFT-
(SWDD) = Review 60%, 90% and K% software testing DESIGN,
design documents/sni@yittals 34
4 Review R R - - | = Review computer pxdgfam code where = Prior to acceptance = SD(R) 3.34 SOFT-V&V,
computer feasible testing = SRLM (R) 4
program code 3 4\0 " IR(R)
5 Testing/Cx & R R | G | G | = Test (includipd¥terim tests) per SSC = Per software test plan, * T(D,R,A) 3.35 SOFT-V&V,
review design, so re test plan, and Cx docs. Cx docs, and SSC = SD (R, A) 4
= Perform dbeeptance test in simulated design » SO (R, A)
test em&g)nment (i.e., test bed) = Prior to approval foruse | = LCXA, (R,
= Per cceptance test in operating A)
m{Ponment * SRLM (R,
. é&yvide, review & approve test A)
YMqualification) report (SWTR)
6 Review/ R R | G X Prepare software approval for use = Prior to intended use = SO (D) 3.3.5;3.3.6 | SOFT-V&V,
SWAU CNJQV (SWAU) request package * SRLM (R, 4;
‘§ = Review to SOFT-MAINT SWAU criteria A) SOFT-
%Q = Approve and document SWAU MAINT, 3
>
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Table 21.4-1 Software SOFT-V&V Summary for SSC Software
This table is a summary only and does not include all requirement details. See texj

£
\Y
T@ details.

a : -
Ftiiy SOM Activity ML Implementation Detail : ‘;\,\ — Pl(l);é(? R9 ESM Chs'
No. 1 2 3 4 How When . 0% Who? Section 21 Ref.

2.0 For Read Only SSC Software
1 Review R R | G | G | = Review SSC design/acquisition = Prior to acqui&%‘ﬁ = Per 3.3.4; SOFT-
(Input) requirement (input) docs. (e.g. . b governing 3.35 V&V,5;
requirements Statement of Work, [SOW]) per . 4\’ doc. SOFT-
governing doc. control process b\ control DESIGN, 3;
= As applicable, ensure CGD . Q process SOFT-
requirements are addressed ‘Z)\, ACQUIRE,
~ 3
2 Develop and R R G G | = Use SSC Cx documents per ESM -@ér ESM Chapter 15 = Per ESM 3.34 SOFT-V&V,
review test Chapter 15 as software test plan & Prior to Cx Chapter 5
plan documents A QP 15
3 Review the R R | G | G | = Review software as part of the SSC \,\ = Per SSC design = Per 3.34 SOFT-V&YV,
design design deliverables (ESM Chaptend) schedule governing 5
O SSC
‘&\a review
A process
4 Cx and R R | G | G | = Testper SSC design ang & docs. = Per Cx docs. and SSC = Per ESM 3.35 SOFT-V&YV,
review = Provide, review and ap e Cx report design Chapter 5;
per ESM Chapter 15, &) = Prior to approval for use 15
5 Review and R R |G - | = Prepare SWAU rega82t package = Prior to intended use = SO (D) 3.3.5; SOFT-V&YV,
approve for = Review to SOFT- NT SWAU criteria * SRLM (R, 3.3.6 5; SOFT-
use = Approve and.d ent SWAU A) MAINT, 3
A V4

NY
1ML = Management Level; R = Required; G = Required but gr’@i.
2 “When” constitutes the V&V control points (points in the proges

3 D = Develop or Execute; R = Review; A = Approve.

4 SD = Software Designer; SO = Software Owner. SR

“-“= Not required.
where reviews are performed).

{4

oftware Responsible Line Manager. FDAR = Facility Design Authority Representative; T = Testers; IR =
Independent Reviewer. LCxA = LANL CommissioniggyAuthority. See associated ESM Chapter 21, SOFT-GEN for more information.

5 Ref. = ESM Chapter 21 section name and subseo@i number (e.g., section SOFT-GEN, Subsection 3, Software Identification and Determination).

&
S
S

&“Q

>
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(This table is a summary only and does not include all requirement details. See text

Table 21.4-2 SOFT-V&V Summary for Non-SSC Software

£
Y
‘@r details.

D P1040 R9
. . : O
Activity SQM ML Implementation Detail g\ Ref. Eﬁ'\éecfhe
No. Activity N @% Section '
1|12[3]4 How | When2gNY | Who3*
q Y
1.0 For Designed Non-SSC Software fk’
1 Review R R R R | = Review design input docs. to SOFT- = Prior to so&re design SD (R) 3.3.4; SOFT-V&V,
design (input) DESIGN design (input) requirement as muclﬁs practical 6;
- g SRLM 3.35
requirements criteria - Prio &oﬂware R) —
= As applicable, ensure Commercial Grade aés’&ition DESIGN, 6
Dedication (CGD) requirements are <
addressed A\%
N~
2 Model V&V R R | G | G | = As applicable, V&V the appropriateness ¢|«¢ After requirements and SRLM 3.3.4; SOFT-V&YV,
of the model in addition to the comp t&@' concurrent with design (R, A) 335 6; SOFT-
code {\ = DESIGN, 6
= Document in design and testing r&ews
3 Develop/ R R | G - | = Develop software test plan (%t?g) and = After requirements and SD (D, 3.34 SOFT-V&YV,
review test submit 60%, 90% and 100‘% t plan concurrent with design R, A) 6
plan submittals "N = Prior to formal interim SRLM
= Review test plan to S%‘f"—V&V test plan testing and/or (R, A)
criteria ?'\, acceptance testing
4 Review R R | G | G | = Reviewto SOFT- IGN design and = Per software design SD (R) 3.34 SOFT-V&YV,
software SOFT-V&V cji schedule 6;
desi SRLM
esign = Review 60%\%% and 100% software = Prior to acceptance (R) SOFT-
designd ents/submittals testing IR DESIGN, 6,
R) 2
A
5 Review R R - - | = Revj \éomputer program code where = Prior to acceptance SD (R) 3.34 SOFT-V&YV,
computer { le testing SRLM 6, 8
program code Q R)
&
> IR (R)
o
&
Q
S
>

Page 5 of 27




LANL Engineering Standards Manual STD-342-100

Chapter 21 — Software

4 Section SOFT-V&V: Software Verification and Validation

%o

Rev. 0, 06/23/16

(This table is a summary only and does not include all requirement details. See text

Table 21.4-2 SOFT-V&V Summary for Non-SSC Software

£
Y
"@r details.

D P1040 R9
. . : O
Activity SQM ML Implementation Detail g\ Ref. Eﬁ'\éecfhe
No. Activity \@% Section '
1[2[3]4 How When2gaY Who?*
Y
6 Testing and G | = Test per software test plan = Per software t@t plan, = T(D, R, 3.35 SOFT-V&YV,
review = Provide, review and approve test report = Priorto @ al for use A) 6
(SWTR) LA * SD (R,
> &
& = SO (R,
Qo A)
R = SRLM
f*. o (R! A)
7 Review/ R R | G - | = Prepare SWAU request package Q| = Prior to intended use = SO (D) 3.3.5; SOFT-V&YV,
SWAU = Review to SOFT-MAINT SWAU crit = SRLM 3.3.6 6;
= Approve and document SWAU c‘}' (R, A) SOFT-
xQ MAINT, 4
N
\f\g)
2.0 For Acquired Non-SSC Software a\\a’
A )
1 Model V&V R R | G | G | = As applicable, V&V. appropriateness = Prior to SWAU = SRLM 3.3.4; SOFT-V&YV,
of the model in on to the computer (R, A) 3.35 7, SOFT-
code . DESIGN, 7
= Document iKa}}quisition and testing SOFT-
reviews QO ACQUIRE, 4
2 Review R R R R | = Review a&uisition input docs. (e.g., = Prior to software = SO(R) 3.3.4; SOFT-V&YV,
acquisition SOWND)SOFT-ACQUIRE acquisition acquisition = SRLM 3.35 7,
(input) (in requirement criteria (R) SOFT-
requirements ] pplicable, ensure CGD requirements ACQUIRE, 4
(\Qe addressed
3 Develop/revie | R R | G : vDeveIop software test plan (SWTP) = After requirements and = SD (D, 3.34 SOFT-V&YV,
w test plan C:QV * Review test plan to SOFT-V&YV test plan concurrent with design R, A) 7
‘§ criteria = Prior to acceptance = SRLM
& testing (R, A
S
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Table 21.4-2 SOFT-V&V Summary for Non-SSC Software )
(This table is a summary only and does not include all requirement details. See text*@r details.

Y P1040 R9
. . : O
Activity SQM ML Implementation Detail g\ Ref. Eﬁ'\éecfhe
No. Activity \@% Section '
1[2[3]4 How When2gaY Who?*
4 Review R R | G | G | = Review to conformance with acquisition = Prior to acceg%vcye = SO (R) 3.34 SOFT-V&YV,
acquisition documents testing N 7
O
5 Testing and R R | G | G | = Test per software test plan = Per @are test plan, = T(D, R, 3.35 SOFT-V&YV,
review = Provide, review and approve test report = Pri approval for use A) 7
(SWTR) N = SD (R,
%Z) A)
ANY * SO (R,
Q)dq A)
N = SRLM
N (R, A)
6 Review/ R R | G - | = Prepare SWAU request package c‘}' = Prior to intended use = SO (D) 3.3.5; SOFT-V&YV,
SWAU = Review to SOFT-MAINT SWA teria = SRLM 3.3.6 7
= Approve and document SW (R, A) SOFT-
Q) MAINT, 4
3.0 For Acquired Non-SSC (OTS) — Toolbox Codes v&
A
1 V&V and R R R R | = V&V per instructio%@r the toolbox code = For each toolbox = SO (D, R, 2.2.3 SOFT-V&YV,
SWAU n Prepare SWAU est package code installation A) 8;
» Review to SO AINT SWAU criteria = Prior to intended use | = SRLM (R, SOFT-
= Approve andhglocument SWAU A) MAINT, 4
>
&
OO
3
&
O
q]
s
>

&“Q
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A
Table 21.4-2 SOFT-V&V Summary for Non-SSC Software )
(This table is a summary only and does not include all requirement details. See text'@r details.

Y P1040 R9
Activity SQM ML Implementation Detail g\o Ref. Ez?\é the
No. Activity N @% Section et
1|12[3]4 How | When2gNY | Who3*
4.0 For Simple & Easily Understood Non-SSC Software Used in Design of SSCs %Y
1 V&V as part R R | G | G | = V&V using the methods previously « Each tigdthe = As per the 224 SOFT-V&YV,
SSC design described for Non-SSC software, or, V&V soft is used for applicable 9;
V&V the software each time it is used for SSC an design and SSC SOFT-
design in accordance with the SSC design QBN required by the design MAINT, 4
process C design V&V V&V
* Provide and review minimum software & process process

information (e.g., computer-generated .
evidence of the programmed algorithms40
equations) N
Apply appropriate SSC design revi{d\%ngor
to ensure the computer programgg uces
satisfactory results. XS

= Prior to intended use

1ML = Management Level; R = Required; G = Required but graded.
2 “When” constitutes the V&V control points (points in the process where V&V
3 D = Develop or Execute; R = Review or Inspect; A = Approve.

N\

an'&ies are performed).
b

Q
4 SD = Software Designer; SO = Software Owner. SRLM = Software Res@ible Line Manager. FDAR = Facility Design Authority Representative; T = Testers; IR =

Independent Reviewer.

N

5 A SD subject matter expert (SME) other than the SD that developedqsé code shall be used to perform the code review.

ection SOFT-GEN, Subsection 3, Software Identification and Determination).

6 Ref. = ESM Chapter 21 section name and subsection number (e{_&,\s
\4

>
‘D,SC)
Q
S

&
&

S
&>

&

8)
KO
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2.0

3.0

KEY DEFINITIONS AND ACROYNMS

See SOFT-GEN for definitions and acronyms and note the following: Often the terms
verification and validation are confused with each other. In simplified layman’s terms:
verification indicates whether “you built the item correctly” whereas validation indicates
whether “you built the right item.”

&o

V&V AND SOFTWARE APPROVAL FOR USE (SWAU) - GENERAL Q)

The following requirements apply to both SSC and Non-SSC software: <

A. Base the extent of V&V on the complexity of the software, the degree &O
standardization, the similarity with previously approved software, ane)%le importance
to safety. \\/

Note: For the following Paras B through E, the documentation details Q@,specified in

subsequent subsections. A

B. For ML-1 and ML-2 software, trace, document, and V&V ﬂ@rsoftware from
requirements through design, acquisition, testing and U. Refer to ESM
Chapter 20, Systems Engineering (future). See SOFR V References: V&V
Examples for an example software requirements mgjfrix (SWTM).

C. For ML-1 through ML-3 software, document thg results, including the
identification of the verifier/validator. Q)%-»

D. For ML-1 and ML-2 reviews, document tr@viewers, reviewer responsibilities,
comments, and dispositions; retain reviggyer comments and dispositions as records

per the record retention schedule bu;c\) ast until the software is approved for use.

E. For ML-3 and ML-4 reviews, at a m@mum, document the reviewers (names), the
reviewer comments and retain th@comments as records.

F. Ensure the limits of use of th@@&v are clearly defined,; if use is desired outside of the
original V&V, evaluate an&@ appropriate, V&V to incorporate extended functionality.

G. For other than acceptareg testing reviews, if the review alone is inadequate to
determine if require s are satisfied, use alternate calculations and/or develop and
integrate (interim) 8sts to support the review.

Suppliers that e%n software that is then acquired by LANL must V&V software
based on Subé;tion 4 and Subsection 6 respectively. Perform as part of the
supplier’s are product development. For ML-1 and ML-2 software, suppliers
must proXde V&V processes and objective evidence of the supplier's V&V for LANL

reviev)v\)o
l. L workers must complete reviews as per this section and the governing
d@Ument control and records management process. For ES-Div Non-SSC software
d SSC software, ensure the correct SWID (obtained when completing Form 2033)
&s part of the documentation record number. See AP-341-402, Engineering Document
\% Management in Operating Facilities for details.

I

@y Protect against suspect/counterfeit items (S/CI) items. As applicable, review and
ensure valid software licenses. See P330-9, Suspect Counterfeit Items (S/CI) for
additional information on identifying and processing an S/ClI item.

K. Software design verification shall be performed by competent individual(s) or
group(s) other than those who developed and documented the original design, but
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who may be from the same organization. Cursory supervisory reviews do not satisfy
the intent of this chapter. Verification may be performed by the originator’s
supervisor, provided (a) the supervisor did not specify a singular design approach or
rule out certain design considerations and did not establish the design inputs used in
the design, or (b) the supervisor is the only individual in the organization competent
to perform the verification.

Verification must include any one or a combination of design reviews, aIternat%’
calculations, and tests performed during computer program development. Alti@"ugh
multiple reviews are specified herein, the reviews may be performed and
documented separately or combined, as appropriate. O&

Software tools must be evaluated, reviewed, tested, accepted for use ga$ld placed
under configuration control; software tools that do not affect the pe@ ance of the
software need not be placed under configuration control. S

When commercial grade dedication (CGD or dedication) is us \{o V&V software,
satisfy NQA-1, Part Il, Subpart 2.14, Quality Assurance Re ments for
Commercial Grade Items and Services and the following:A\

1. The dedication process shall be documented &include:
a. Identification of the capabilities an%%itations for intended use as
critical characteristics, QG‘)
b. Utilization of test plans and teg-cases as the method of acceptance
to demonstrate the capa \ within the limitations, and
C. Instructions for use (e. Ser manual) within the limits of the
dedicated capabilities@
X3
2. The performance of the aa@ﬁs necessary to accept the software shall be

reviewed and approved, he resulting documentation and associated
computer program(s) @II establish the current baseline.

3. For guidance in de&ting computer programs, see ASME NQA-1-2015 Part
[ll, Subpart 3.2-&@, Quality Assurance Requirements for Commercial Grade
Items and Sg&l@eys, Commercial Grade Computer Programs, and Software
Services aq\' e references therein.

4, Subseq revisions of software from non-NQA- qualified suppliers that do
not follow’NQA-1 Subpart 2.7 to V&V the software for acceptance (as
dfiém d in SOFT-V&YV), shall be dedicated. See SOFT-GEN for detalils.
{e S a more conservative approach is required by the LANL SRLM, use

@ following graded approach for dedicating software revisions (changes):

\Oa. Dedicate major changes (see Definitions).
&C\)Q b. Dedicate minor changes (see Definitions) if the changes affect the
Q)‘b' critical characteristic(s) that pertain to the functionality of the
S computer program or the associated SSC.
5. Incorporate the following guidance as applicable, when dedicating computer
programs (Ref. NQA-1-2015, Part lll, Subpart 3.2-2.1):
a. Acceptable data for historical performance should evaluate the

industry-monitored performance of the commercial grade computer
program, industry product tests, certification to national codes and
standards (nonnuclear-specific), and other industry records or
databases. When a computer program has been demonstrated to be
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reliable based on its historical performance, it should be credited
during dedication. Historical performance should be supported by the
use of one of the other verification methods listed above.

b. This acceptance method [Method 4: Acceptable Supplier Item or
Service Performance Record] should have a greater application for
the dedication of computer programs used in design or analysis.
Computer programs that are commercially available and that
industrywide application may be used successfully hundreds ven
hundreds of thousands of times daily. The results of these 1$€s and
engineering judgment associated with the acceptance of fhe
computer program should be considered when dedicatQg the
computer program. @G:,

C. Errors reported by the users to the supplier and ﬂ@res associated
with structures, systems, and components ma evaluated as part
of the failure analysis investigation. This m is most effective
when the supplier provides error reports t purchaser for
applicability and significance evaluatio when the users contact
the supplier when computer program n%hws are suspected. A
technical support agreement in the pRpcurement documents provides
assurance that there is adequate munication between the
supplier and users. NG

"
4.0 DESIGNED SSC SOFTWARE V&V AND szl&@%

Note: To minimize text duplication, many of the Nog;3SC software subsections that appear
later (e.g., 5-7) refer back to this SSC—reIat@%ubsection with instructions that the
SSC-related requirements do not apply refore, to facilitate comprehension,
Subsection 4.0 SSC-only requirement }r'e followed by ared “*” at the end of the text
and these should be modified or ig d in accordance with direction in those later
Subsections. If additional clarific%l)%rh is needed, contact the Chapter POC.

Table 21.4-3 summarizes the minimum nd SWAU activities for designed SSC software. The
text that follows it provides additional degag¥.
&
Table 21.4-3 Minimum BBguired V&V Activities - Designed SSC Software
4
No @ Activity Description Apply by ML
& 1] 2 |3 | 4
1 Design Requirerﬁg’r?(lnput) Review R R R G
2 Software Tes(@an (SWTP) Development & Review? R R G G
3 Software ‘b\%ign Review? R R G G
g
4 Softw,a?bs(:ode Review* R R - -
(&)
5 Te;sﬁﬁg/Cx & Review*? R R G G
N
6 f@‘tware Review and Approval for Use (SWAU) R R G -
TN
1R = Required; G = Required but graded; “-“ = Not required.
2 See ESM Chapter 15, Commissioning for minimum test/commissioning (Cx) requirements based on ML.
3 See SOFT-DESIGN for design deliverables.
4 Where feasible as determined by the LANL SRLM.
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4.1 Design Requirement (Input) Review
A. How. In accordance with the governing document control process?, review and

document the review of design (input) requirements to ensure they satisfy the design
requirement criteria in SOFT-DESIGN. As guidance for ML-1 through ML-3 software,
use the requirement review criteria from |EEE Std 1012-2012, IEEE Standard f%.
System and Software Verification and Validation2. For CGD of software in
accordance with AP-341-703, Commercial Grade Dedication or equivalent,g@ure
that CGD requirements are addressed.

e acEesE | S

B. When. As much as practical, review prior to software design. &

C. Who. The Software Designer (SD), SRLM, LANL Commissionin %m?ority (LCxA)
and FDAR review ML-1 through ML-3 software. * The FDAR revi%@vs not required
for ML-4 software. &

4.2 Test Plan Development and Review . @

executed. The software test plan (SWTP) may include interim Ing to support software
design, acceptance testing to support commissioning (Cx) a r in-use testing to support
operations after the software is approved for use (SWAU).&X herefore, because the test plan

. . N\
Tests to verify conformance of a computer program to reqwrega@ must be planned and

may be broader than acceptance testing, it is not used nymously with Cx test planning
documents. The acceptance testing portion of the tes@tan however, must be integrated into
or with Cx documentation. * '\Q)

\

For post modification testing/post maintenance hgs\ﬂng (PMT) of SSCs that do not alter the
design requirements of SCCs, see AP—341-80§°~P, ost Maodification/Post Maintenance Testing.
*

o
A. How. Plan tests as required by tilg SSC design, ESM Chapter 15, Commissioning
(Cx)® and this Subsection. Do ent in a test plan. * Review and disposition
comments in accordance w'&@the governing document control process.

Address the following in@test plan:

1. Perform at Ie%@one acceptance test in a simulated environment (i.e., test
bed or be esting) for ML-1 software. * For ML-2 software, perform at
least onég?:eptance testing in a simulated environment when specified by
the F . * Perform simulated environment acceptance tests prior to
ac<§@ua ce testing in the actual operating environment. *

2. Ag determined by the FDAR for ML-1 and/or ML-2 software, where the
ulated environment without hardware cannot adequately test the
XJ-software, test in an environment with hardware. *

3,5\? Perform a comprehensive, end-of-development acceptance test in the
Q)‘b' operating environment# prior to use. Include support software tests as
S appropriate.
&
A

Y
1 See AP-341-620, Review of LANL Produced Design Documents; AP-341-621, Design Authority Technical

Review, AP-341-622, LANL Review of Designs Produced by External Agencies, and AP-321-624, Independent
External Design Review, or approved equivalent.

2 The V&V tasks/criteria in this standard uses system integrity levels (SILs) for grading instead of MLs; use the
following approximate correlation: ML-1 = SIL 4; ML-2 = SIL 3; ML-3 = SIL 2; ML-4 = SIL 1.

3 See AP-350-406, Startup and Commissioning or equivalent for details.
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4. As a recommendation and/or as required by other ESM chapters, plan for
tests during various points in the software design (interim tests) in addition to
the acceptance test. Interim tests may be informal tests or formal tests to
support reviews. Test plan documentation for informal testing is
recommended, but not required.

5. Test plan documentation for formal interim tests used to support reviews is
required and must satisfy the same applicable criteria as the acceptanc%;
test®. Include the tests and test results in the acceptance testing Q'&r
documentation.

6. Coordinate and integrate the software test plan and testing witb&@ and the
governing (SSC) work control requirements. * S

7. For ML-1 through ML-3 software, include software testingé?%hired after
approval for use (in-use tests) that confirms continued gcceptable
performance in the operating system. Include either dig@d¢tly in the test plan or
through reference to other documents. Perform in: ests after the
computer program is installed on a different comp&ﬁer, or when there are
significant changes in the operating system. b\

8. Create a test record form or template that c'o&lins, at a minimum, the
following: Q
N
a. SSC(s)/item tested, * %
"
date of test, Q

b

c tester (name) and/or datg\g:order,

d. type of observation @@ type of test),

e results, applicab@and acceptability (of the test),
f action taken i&nnection with any deviations,

reference &e test methodology/test plan used with associated

g.
revisionc)\Q
h. pers@valuating and accepting test results,

i a @que test record identifier to allow traceability to the specific item
ted (if not subsequently assigned as part of the records

(b‘émanagement protocols),
1\ computer program tested including system software, as applicable®,

\‘éa computer hardware, as applicable

. test equipment and calibrations, as applicable,

>

&
‘DS m. simulation models used, as applicable, and
Q
S

test problems/cases.

>
KL

4 As determined by the LANL SRLM, where testing in the operating environment introduces unacceptable risk or
loss, an exception to performing testing in the operating environment may be pursed in accordance with ESM,
Chapter 1, General, Z10, General Requirements for All Disciplines/Chapters.

5 From NQA-1. Note that “same criteria” allows one to employ a subset of the full suite of acceptance test criteria
for unit testing (i.e., white box testing); program, subsystem, or system testing (i.e., gray-box testing).

6 For read-only software, identify computer program name to the extent possible (See SOFT-GEN).

Page 13 of 27


http://engstandards.lanl.gov/
http://engstandards.lanl.gov/

LANL Engineering Standards Manual STD-342-100 Chapter 21 — Software

4 Section SOFT-V&V: Software Verification and Validation Rev. 0, 06/23/16

9. Incorporate Appendix A, Software Test Plan Requirements Table.

10. See |IEEE Std 829, IEEE Standard for Software and System Test
Documentation for guidance.

11. Provide 60%, 90% and 100% test plan submittals for review and approval.
See References, V&V Examples for an example test plan.

12. When dedicating software in accordance with AP-341-703, Commercit&,’
Grade Dedication or equivalent, the acceptance test plan may be a seNarate
test plan or combined with the CGD Technical Evaluation and Acce.ﬁance
(TEA) Plan. If combined, ensure CGD requirements such as crititéa,l
characteristics are specified.

13. Identify and coordinate with associated SSC tests (e.g., iCation tests for
seismic qualification of electrical equipment, Ref. IEEE 44, Standard for
Seismic Qualification of Equipment for Nuclear Power%enerating Stations.) *

14. Review and approve in accordance with the gove[r@document control
process. Review for adequacy and conformance tQhis chapter.

15. Maintain test plan accuracy through approvgl@.l\se.

16. As required, identify hold and/or witness p%w\té and associated
responsibilities. QG‘)

17. For ML-1 and ML-2 software, design tgsts to demonstrate performance
requirements are satisfied and re%ﬁt unintended defects are detected. In
layman’s terms, design tests to tr “break the software”. Incorporate the
following: c‘}'

Q7 . :
a. Incorporate haza@naly&s and industry accepted test strategies
and techniques.’,

Q

b. Ensure the im@ated software/SSC system can handle and recover

from errorSGQ)

C. DemonS@te that loss of operational control (i.e., the computer
progr@)crashes) does not occur in normal and abnormal conditions
/O¢’that software errors do not damage or otherwise cause SSC
faifyres or unsafe conditions. *

When. Develo;%t ter software requirements have been established, and concurrent
with the sof design. Submit draft test plans with draft software design
deIiveratIKe ubmit final test plan with the final software design and prior to
acceptags testing.

Who.\?SD develops, reviews and approves; the LCxA reviews; * the SRLM reviews

a proves. Review by a quality assurance subject matter expert (QA SME) is

7

[.gcommended for ML-1 and ML-2.

Note:O&were possible, the SD should be a subject matter expert (SME) other than the SD

tha.@esigned the software.
4.3 &p tware Design Review

A. How. In accordance with the governing document control process?®, review and
document the review to ensure the software design satisfies the software design

7 See Certified Software Quality Engineer Handbook, L. Westfall, American Society of Quality Press.
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criteria specified in SOFT-DESIGN. Perform the following as part of the design

review:

1. Review for acceptability of the design requirements, the design and
conformance to the design process.

2. Evaluate the technical adequacy of the approach;

3. Ensure internal completeness, consistency, clarify, and correctness of &\,
software design. Q)

4. Verify that the software design is compliant with and traceable to m‘eﬁ
approved software design requirements. &Q

5. Review test results. ‘Z)%

As guidance for ML-1 through ML-3 software, use design review ﬁ%ria from IEEE
Std 1012, IEEE Standard for System and Software Verification Validation® and
IEEE STD 1028, IEEE Standard for Software Reviews and S.

B. When. Review in accordance with the software design de@erable submittal schedule
and prior to acceptance testing.
C. Who. The SD and SRLM review. In addition, for ML'-“i%nd ML-2 software, one or

more individuals other than those who designed t oftware must review
(Independent Reviewers, or IRs). IRs may be fraQythe same organization.

4.4 Computer Program Code (Code) Review ,\@%"
A. How. In accordance with the governing O%Ument control process, review and

document the review to ensure the codéXatisfies the criteria in SOFT-DESIGN.
Guidance: use the code review crite;@ rom |EEE Std 1012, IEEE Standard for
System and Software Verification ’a& Validation.°

B. When. Review the code prior @ceptance testing.
C. Who. The Software Desig SD) and SRLM review. In addition, an independent
reviewer (IR) SME othe the SD that developed the code shall review.

4.5 Testing/Cx, Review and Re,pét)

A. How. Test, review \d provide test (also commonly referred to as qualification)
reports in accor e with the SSC design, software test plan, and Cx documents. *
These reportsA{)e referred to as SWTRs. Ensure the following:

1. Co,@?ete activities to prepare for testing in accordance with the governing
) work control documents and: *
\‘Qa. Ensure required software backups are accessible in the event that a
CNJQ need to “rollback” to original files arises.
‘DS b. Ensure that documentation required prior to testing has been
%Q) received.

-
Yy

8 See Aég 1-620, Review of LANL Produced Design Documents; AP-341-621, Design Authority Technical
Review, AP-341-622, LANL Review of Designs Produced by External Agencies, and AP-321-624, Independent
External Design Review or equivalent.

9 To apply the V&V tasks/criteria in this standard that uses system integrity levels (SILs) for grading instead of
MLs, use the following correlation: ML-1 = SIL 4; ML-2 = SIL 3; ML-3 = SIL 2; ML-4 = SIL 1.

10 As determined by the LANL SRLM, when it is not feasible for LANL to obtain source code (e.g., for proprietary
reasons), review the supplier’'s code review V&V process and objective evidence.
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Review results and resolution of nonconformances identified by prior
tests (e.g., Nonconformance reports (NCRSs), bug/error reports, etc.).
Ensure that issues have been sufficiently resolved to proceed with
the test.

Ensure suitable environmental conditions exist throughout the testing
process.

As required for integrated software/hardware testing, ensure N%EFE
such as calipers, thermometers, etc. are in calibration, read €r use,
and that proper M&TE maintenance, storage and handlin én place
in accordance with P330-2, Control and Calibration of @suring and
Test Equipment (M&TE), or equivalent. *

)
Ensure readiness of temporal test requirements % 7 ensuring
witnesses are present and ready when requireke ..

Verify that those performing and/or supporl'%@{ksting have the
minimum training, qualification, authorizat'io\/ and as appropriate,
certifications. :
>

Ensure a clear understanding of the@es and responsibilities for
those performing the test(s), as wqél)a those that may be affected by
the test(s). QG‘)

Other activities as may be rquinxed by the test plan.

Conduct tests under con%@ed conditions using established
acceptance and perforiRgrice criteria.

Ensure specified cafiition, environmental conditions, and storage
requirements areﬁq@intained throughout the test process. *

Ensure config&%‘fon requirements are satisfied throughout the
duration of thetest.

Indicatw%tatus of the test (i.e. tested, not tested, testing in
procesg)Mndicate on the SSC or in documents traceable to the SSC

toe e that required tests are performed and to ensure SSCs that
h not passed tests are not inadvertently used or operated. For
1 and ML-2 software, use physical location, tags, markings, shop

,%r velers, stamps, inspection records, or other suitable means to
Q2

<

'&BQ O
>
Q p.
&
5
&“Q
g.

ndicate test status. Specify the authority for application and removal
of tags, markings, etc.

Retest, as appropriate, modified and/or replaced software.

Ensure the required post-test configuration is in place after
completing the test. *

Document the test results on a test record form to indicate the ability
of the software to satisfactorily perform its intended
function/performance criteria. Include the minimum test record
information on the form or template (see Section 4.2.

As applicable, ensure that CGD requirements are addressed.

Review and evaluate the test results to requirements and ensure
requirements have been satisfied. Assure that the software produces
correct results. Determine and document the acceptability of the test

Page 16 of 27


https://policy.lanl.gov/pods/policies.nsf/LookupDocNum/P330-2/$file/P330-2.pdf

LANL Engineering Standards Manual STD-342-100 Chapter 21 — Software
4 Section SOFT-V&V: Software Verification and Validation Rev. 0, 06/23/16

in a test (qualification) report (SWTR). Review in accordance with the
test plan. Address the following:

1) Perform preliminary evaluations to determine the validity of
the test results and the appropriateness of further testing.
Identify additional test requirements and required changes to
the test plan. Retest as required.

2) Analyze and evaluate the data to verify completeness@&'
results, conformance to design (input) requirement:
achievement of test objectives, and conformance e test
plan. See References: V&V Examples for an egxxé%ple report.

N

Retain test documentation per the governing document contgeyrecords
management processes. Ensure test records have a un'@; dentifier and
are traceable to the software.

B. When. Conduct tests when specified in the SSC design, tes&@ﬁ, and/or Cx

documents and prior to approval for use. * z.A\’
C.  Who. X
1. For ML-1 — ML-3 software, authorized testefs% s), as identified in the

software plan and/or Cx documents perfog®tests. * For ML-4 software, Ts as
identified in the SSC design and/or Cx dQeuments perform tests. *

2. For ML-1 — ML-3 software, those r %@ﬁ’sible for review and approval are as
indicated in the test plan howeve;’S%ust include the following: Lead Tester
(T), SD or other SD SME indivigyar familiar with the design detail and
intended use of the computeré@gram, SO, LCxA and SRLM. *

3. For ML4, authorized Ts sh@be facility operations and/or Cx personnel
authorized by facility maRagement. The SO, LCxA and SRLM review and
approve acceptance tadts. *
4.6 Review and A I &
. pproval for Use b
A. How. For suppliers, pe@rm software product review and release in accordance with

the supplier's quality @gsurance program. For LANL workers that are approving ML-1
through ML-3 softwsge for use at LANL, review and approve for use (SWAU) in
accordance with Subsection.

co tion of V&V, (b) the applicable operational and maintenance (O&M)
eQutrols in SOFT-MAINT are in place, and (c) the software is ready to be
ed in its intended environment.

1. Pri&%’a SWAU request package that demonstrates: (a) satisfactory

2. \Q\' Perform a review of the SWAU request package using the criteria from
&Q SOFT-V&V and SOFT-MAINT and document the review and SWAU. For
Q)‘b' ML-1 and ML-2 software, include (either directly or through reference) the
S intended use and any associated limitations, access controls, etc. for using

\% the software. See SOFT-V&V-FMO1, Software Approval for Use Form
&Qf (SWAU, Sample) With Example.
3. For changes to software in LANL facilities, AP-341-507, SSC Software

Change Package and AP-341-801, Post Modification/Post Maintenance
Testing may be used to document SWAU. *
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5.0

5.1

5.2

4. For startup and restart of ML-1 through ML-3 software in LANL nuclear
facilities, the operational readiness processes may be used to document
SWAU. See PD115, LANL Readiness Program..

B. When. Review and SWAU prior to intended use (operation).

Who. The SO prepares the SWAU request package. The SRLM reviews and
approves ML-1 through ML-3 software for use. If AP-341-507, PD115, or other_, .,
processes are used for approval for use, the reviews and approvers are as spegf ed
in the respective process. * éo

READ-ONLY SSC SOFTWARE V&V AND SWAU &Q&

This Subsection applies to LANL workers that acquire Read-Only SSC soft . Read-Only
software is software where the computer program cannot be changed ot an through
replacement of the computer program and/or the associated SSC*1. N

Table 21.4-4 presents the minimum V&V and SWAU activities that &be performed for
Read-Only SSC software. The following text provides additional d&&

o
Table 21.4-4 Minimum Required V&V Activities - Rea&‘&“ ly SSC Software
No 0‘5 Apply by ML?
V&YV Activity Description .
% 1 2 3 4
1 Requirement (Input) Review Q'\\ R R G G
Y
2 Test Plan Development and Review? a‘\\' R R G G
3 Design Review R f\\' R R G G
\U
4 Testing/Cx and Review? Q) R R G G
5 Review and Approval for Use (SM) R R G -
\&
1R = Required; G = Required but grade&'@“ = Not required.
2 See ESM Chapter 15, Commissioniﬁ}for minimum test/commissioning (Cx) requirements based
on ML. A
o
O

Requirement (Input) ngiew

Read Only SSC so re input requirements are specified in the SSC design and/or
acquisition requildnent (input) documents. Examples include a Requirements Criteria
Document (R and Statement of Work (SOW). Prior to acquisition, review the SSC
requirement tONhe requirement criteria of the respective document in accordance with the
governir%V ument control process. As applicable, ensure CGD requirements are
addressggx

Tesépi%)n Development and Review
(@e\the SSC Cx documents and SSC design as the software test plan documents. Apply the
neral Test Plan Requirements in Table 21.4-A1 to Cx as shown in the table. Use the
remaining Subsection 4.2 requirements as Cx guidance. Review and approve the Cx
documents per ESM Chapter 15 prior to testing.

11 Facility/system control software is considered designed SSC software for the purposes of this chapter.
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5.3 Design Review

Review the Read-Only software as part of the review of the associated SSC design in
accordance with the SSC design deliverable schedule in ESM Chapter 1, Z10. Perform the
review in accordance with the governing SSC design review process.*?

For ML-1 and ML-2 software, specify and review the supplier’s V&V documentation of the
software product. Review based on Subsection 4 criteria and as applicable, commercia] Cr
grade dedication (CGD) requirements. S

O
5.4 Testing/Cx and Review é

Test per the SSC Cx and SSC design documents. Provide, review and approvtg&&report per
ESM Chapter 15 prior to approval for use.

55 Review and Approval for Use ;Q\QJ

See Subsection 4.6 and apply to Read-Only SSC software. ‘D’

N

6.0 DESIGNED NON-SSC SOFTWARE V&V AND SWAU A\,b’

Table 21.4-5 summarizes the minimum V&V and SWAU actmt@for designed Non-SSC

software. B

Q
S

Table 21.4-5 Minimum Required V&V Activ.Ltf@%q—Designed Non-SSC Software

>
Apply by ML?

No V&V Activity Desq@@tion

xQ 1 2 |3 4

>
1 Model V&V? AL R R G G
2 Design Requirement Review \,\Q@ R R R R
g
3 Test Plan (SWTP) Developmag€and Review R R G
)
4 Design Review? \Q R R G
OY
5 Code Review* - R R -
\V

6 Testing & Review R R G
7 Review and Apgrp'%l for Use (SWAU) R R G

1R = Required; G = Re§& but graded; “-“ = Not required.
2 Required for softwalds, that includes models.

3 See SOFT- DESJ\‘@\I for design deliverables.

4 Where feas@&as determined by the LANL SRLM.

The following t%bprowdes additional detail.

&“Q

12 5ee AP-341-620, Review of LANL Produced Design Documents; AP-341-621, Design Authority Technical
Review, and AP-341-622, LANL Review of Designs Produced by External Agencies.
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6.1 Model V&V
A. How. For software that includes models (see SOFT-DESIGN), verify and validate the

6.2

6.3

6.4

6.5

6.6

6.7

appropriateness of the model in addition to the appropriateness of the computer code
used to provide the outcome of the model. In addition to the requirements of this
subsection, use industry accepted model V&V methods.%1* Example methods
include alternate calculations, references to previously established standards and

practices, and specialized peer reviews. Document the model V&V in addition e
computer code V&V as part of the software design and testing reviews. Q'&r
B. When. After requirements and concurrent with design. <
C. Who. The SRLM reviews and approves. &O
Design Requirement (Input) Review &\\/@%
See Subsection 4.1 and apply the following clarifications: N
= Requirements associated with SSCs do not apply. brgcb'
= FDAR and LCxA review are not required. . ,.A\/
Test Plan Development and Review &
N

See Subsection 4.2 and apply the following clarifications: ¢,

" Requirements associated with SSCs, including cp@eh)issioning (Cx) and governing SSC

work controls do not apply. &
. Acceptance testing in a simulated environrd\/&%(i.e., test bed) does not apply.
Software Design Review &}*
See Subsection 4.3. c&'@

Designed Non-SSC Computer Progr,@ﬁode Review
b
b(b
0
See Subsection 4.5 and app] ,Qeé following clarification:

" Requirements associgted with SSCs, including testing in simulated environment,
commissioning (Cx»governing SSC work controls and M&TE do not apply.

See Subsection 4.4.

Testing and Review

Review and Appro Abr Use
See Subsection %6 and apply the following clarifications:
" Require&nts associated with SSCs including AP-341-507, do not apply.

L] For @nges of ML-1 through ML-3 software in LANL facilities, use SOFT-GEN-FMO02,
N@SSC Software Change Package Form (SWNCP) or equivalent.

Kd

&
&

13 LA-14167-MS, Los Alamos National Laboratory, Concepts of Model Verification and Validation, Thacker et al.,
2004.

14 ANSI/ANS 10.7-2013, Non-Real-Time, High-Integrity Software for the Nuclear Industry — Developer
Requirements.
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7.0

ACQUIRED NON-SSC SOFTWARE V&V AND SWAU

Table 21.4-5 presents the minimum V&V and SWAU activities that must be performed for
acquired Non-SSC software. The following text provides additional detail.

Table 21.4-5 Minimum Required V&YV Activities — Acquired Non-SSC Software
Apply by ML?
No V&V Activity Description e AL"
1 2 |3 |
1 Model V&V?2 R R GQ\VG
2 Acquisition Requirement (Input) Review R R ) r\R R
3 Test Plan (SWTP) Development and Review R RA\)'G -
4 Acquisition Review R \I@‘o G | G
5 Testing & Review RXK [ G| G
6 Review and Approval for Use (SWAU) Iicb,\v R G -
1R = Required; G = Required but graded; * = Not Required. . QY
2 Required for software that includes models. . 4\/
67
N
7.1 Model V&V é)
See Subsection 6.1. QG‘)
7.2 Acquisition Requirement (Input) Review Q)%"
NS
A. How. X,
1. In accordance with the goverr@ acquisition and associated document
control processes?®, revie acquisition documents (e.g., Statement of
Work, Exhibit H etc.,) to re they satisfy the acquisition criteria in the
SOFT-ACQUIRE. As ﬁcable, ensure CGD requirements are addressed.
B. When. Review prior to softb&ine acquisition.
C. Who. The SO and SRL view.
@)
7.3 Test Plan Development alkd“’géview

See Subsection 4.2 and @Iy the following clarifications:

= Requirements aé',épciated with SSCs, including commissioning (Cx) and governing SSC
work control@ not apply

L] Acceptanq}testing in a simulated environment (i.e., test bed) does not apply
L] Testing ®Ssociated with software design (e.g., interim tests) do not apply
L] Pr‘%'@ration or incorporation of a hazard analysis is not required

L] Khe test plan is prepared, reviewed and approved in accordance with the governing
caocument control process

D
({Q’ Supplier-provided test cases, documentation and comparative alternate
calculations/published data may be used as appropriate to demonstrate the software
meets requirements for its intended use.

15 See P840-1, Quality Assurance for Procurements or equivalent.
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7.4

7.5

7.6

8.0

9.0

Acquisition Review

A. How. For ML-1 through ML-3 software, review the acquired software for
conformance to the acquisition documents (see SOFT-ACQUIRE). Evaluate the
technical adequacy and completeness and verify that the software is traceable to the
acquisition requirements. As applicable, review in accordance with CGD
requirements. As applicable, ensure valid software licenses and markings that
indicate original manufacture’s product to help prevent acquisition of &

suspect/counterfeit software. Q
B. When. Review prior to acceptance testing. &é
C. Who. The SO performs the acquisition review. &O
Testing and Review \(Z)%

See Subsection 6.6 with the clarification that requirements associated \A{t%v\s’oftware design
(e.g., interim testing) do not apply. ch'

Review and Approval for Use /'A\/
See Subsection 6.7. b\
-

TOOLBOX CODE V&V AND SWAU %@\’

A. How. V&V toolbox codes (See SOFT—ACQUIFgE%r definition and information) in
accordance with the instructions for the specgg'toolbox code. Review and SWAU per
Subsection 6.7. '\\/

B. When. Complete for each installation %a oolbox code.

C. Who. The SO performs and the sotg& SRLM review and approve.

SIMPLE & EASILY UNDERSTOOD @N-SSC SOFTWARE V&V/ISWAU

A. How. Perform V&V/SWAU on@mple and easily understood” Non-SSC software
used in the design of the S per Subsections 6 and 7 (pre-verify), or V&V/SWAU
as part of the SSC desi V for each time it is used (individually verify).

1. To individual@érify:
a. F the SSC design process. Document the design analysis (e.g.,
341-605, Calculations, for LANL). Include the following:
1) the objective of the analyses

\'& 2) design inputs and their sources

\‘Q 3) results of literature searches or other applicable background
data

N
&Q 4) assumptions and indication of those assumptions that must
%@‘b' be verified as the design proceeds.

RS 5) identification of any computer calculation, including

(QQ/\ identification of the computer type, computer program name,

and revision, inputs, outputs, evidence or reference to
computer program verification, and the bases (or reference
thereto) supporting application of the computer program to
the specific physical problem.

6) review and approval.
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b.

The following software information should be included in the SSC
design verification documentation and retained as a record: (e.g.,
calculation documentation): (a) design inputs, (b) the computer-
program-generated results, (c) computer-generated evidence of the
programmed algorithms or equations (e.g., computer program
listings, spreadsheet cell contents).

Those performing individual software verifications must be cogng.ant
that software may not have undergone CGD and/or may not e
been purchased from an NQA-1 supplier. Accordingly, theyﬁnust
apply the appropriate rigor in the SSC design review to edgure the
computer program produces satisfactory results. Sho t the
software produces correct solutions for the encoded_gaathematical
model within defined limits for each parameter e@d. As
applicable, show that the encoded mathematical Twodel produces a
valid solution to the physical problem associaC%‘With the particular

application. b

To SWAU, see Subsection 6.7. ~$\’

When. V&V/SWAU the software each time the softwa@s Is used for a SSC design,
when required by the SSC design V&V process, ar@hrior approval of the associated
SSC design.

Who. As per the applicable SSC design V&V agqcess.

N

APPENDICES, FORMS AND REFERENCE%%\'
X0

APPENDICES:
APPENDIX A: SOFTWARE TE@LAN REQUIREMENTS TABLE

FORMS:
SOFT-V&V-FMO1: SOFT&@RE APPROVAL FOR USE FORM (SWAU)

\‘D‘

b(b

REFERENCES: V&V EXAM.'H’%/ES

The reference collection A8sociated with SOFT-V&V contains example V&V documentation.

Examples initially pro
for compliance to t

d are for informational purposes only and have not been reviewed
quirements of this chapter. Better examples will be posted as they

become availabl&\At time of writing, they included:

R.1
R.2
R.3
R.4

&
&

S

Exanﬁ‘& Requirements Traceability Matrix
E ple No. 1 Test Plan

mple No. 1 Test Report

ample No. 2 Test Report
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APPENDIX A: COMPUTER PROGRAM TEST PLAN REQUIREMENTS

Table 21.4-A1 provides computer program test plan requirements. The text in italicized print should
be used as guidance for all items marked as “G”.

Table 21.4-A1 Computer Program Test Plan Requirements

Apply byL?

No Requirement 7

12
)

1.0 General Test Plan Requirements® .

R R | *

1.01 Include or reference the test name, objective(s) and date.

post-test configurations where appropriate).

R
1.02 Include or reference the test configuration (including pre-test, during testing, and &:, R | G2 *
N
hd
¥ R

¢
1.03 Satisfy test prerequisites. Prerequisites include the following as applicable: \‘

calibrated instrumentation, appropriate and/or special equipment, trained Q)
personnel, condition of test equipment and the item to be tested, suitable N
environmental conditions, and provisions for data acquisition. Ensure sui ity
and readiness of equipment and/or algorithms used for simulated con’g&r

program test inputs/fault seeding. O
1.04 Assure that suitable environmental conditions are satisfied during7tle\syting R R| R *
1.05 Assure adequate instrumentation is available and used. \%" R R| R *
1.06 Assure appropriate tests and equipment are used (e.g., pegQ#mance of a R R| R *

damage the item). Select measuring and test equipm ased on the type,
range, accuracy, and tolerance needed to accompli e required
measurements for determining conformance to sp ed requirements.

pneumatic leak test may be required because a hydrost§l® eak test could

1.07 Provide for traceability of measuring and test e@?ﬁment to the test. R R| R *
1.08 Assure necessary monitoring is performeckf\@ ’ R R| R *
1.09 Specify characteristics to be tested. n\y R R| R *
1.10 Obtain test requirements and accep%@’lcriteria from, or approved by, the R R| G *
responsible design organization. ,x
1.11 Control the test. (This includes.c@folling changes during testing; includes as R R| R *
appropriate, software design vQﬁﬁcation, factory acceptance, site acceptance,
and in-use tests.) O
1.12 Control tests under appr%}éyte environmental conditions using the tools and R R| R *
equipment necessary tqgonduct the test in a manner to fulfill test requirements

and acceptance crit@

1.13 Develop/specify ed¥methods to obtain necessary data with sufficient accuracy R R| R *
for evaluation 2@ acceptance.

1.14 Base test re?ir‘éments and acceptance criteria upon specified requirements R R| R *
containeddithe applicable design documents, or other pertinent technical
docum that provide approved requirements. Ensure acceptance criteria are
specifgunambiguous, measurable, and attainable.

1.15 p}g@ment and maintain test results. R R| R *

1.16 <Q&ﬁen changes to the approved configuration of a facility are required for testing R R| R *
purposes, obtain approval by the Facility Design Authority (DA) or FDAR, and
others as required in the governing work control process (e.g., AP-341-504,
Temporary Modification Control), prior to performing the test.

1.17 When identification and traceability requirements are specified in requirements R R| R *
documents, design the test to satisfy the requirements.
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Apply by ML?
No Requirement PR Y
1 2|3 4

1.18 When post-installation testing is planned, mutually establish post-installation test | R R| R *
requirements and acceptance documentation with the item purchaser and
supplier.

1.19 When special process examinations/tests are performed (e.g., Nondestructive R R| R *
Examination (NDE) such as radiographic testing, magnetic particle testing, \&,’
ultrasonic testing, liquid penetrant testing, electromagnetic testing, neutron Q&’
radiographic testing, leak testing, acoustic emission testing, and visual testing), &
address the applicable requirements of STD-342-100, Engineering Standards S
Manual, Chapter 13, Welding, Joining & NDE, and P330-5, Special Processes. @)

R *

1.20 Perform testing in accordance with the governing work control process and the Ry| R
test plan; address applicable health, safety, environmental and security Q

requirements associated with the testing. Ensure post-configuration conditions Q

meet post-configuration test plan requirements, including approvals as requireQ®

{(/

4
1.21 Evaluate conformance of test results with test requirements and acceptanc§ R R| R *

criteria. <N
1.22 | Identify those responsible for accepting the test(s). § R |R|R *
1.23 The process for obtaining a consent to waive specified hold points'@ting, R R| R *
inspection and/or witness holds) or, make changes to the test pla@, must be as
described in applicable work control documents (e.qg., field ch , design

change process, etc.) that govern configuration management f0r the item. If the
waiver and/or change process is not addressed in the go ihg work control
process, then address the waiver process, including o{/' ng consent from
authorized personnel, in the test plan.

X,
1.24 Obtain consent to waive hold points prior to contin fon of work beyond the R R| R *
designated hold point and ensure documentatlo the consent.

sampling on standard statistical methods y@ approval from the responsible
engineer for the item. Obtain support fro e responsible engineer and/or
quality assurance representative in de@pment of the plan as required.

When used for accepting commeroi?]}rade items and services, base sampling
upon standard statistical methods @th supporting engineering justification.

1.25 As applicable, develop and prepare an apprigc)(vto sampling. When used, base R R| G *

Consider lot/batch/traceability, ogeneity, and the complexity of the item.
If sampling is performed, do ent the sampling method and the approval of
the method by the responsipd¥ engineer. When less than 100% sampling is

used, draw samples at rmdom.

1.26 Demonstrate adequ%@f’performance under conditions that simulate the most R R| G *
adverse design ¢ ns with operating modes and environmental conditions
considered in de&nining the most adverse conditions.*

1.27 Where the tesl‘é)lntended to verify only specific design features, the other R |G| G *
features of design shall be verified by other means. Establish and verify
scaling IA hen tests are being performed on models or mockups.*

1.28 Perforr@ Srror analysis, where applicable, on the results of model test work prior R |G| G *
to tggcﬁ’se of the final design.*
2.0 Additj I Test Plan Requirements for General Computer Program Testing®
2.01 {Mvolve engineering, in accordance with the governing work control process, as R R| G *

applicable, in safety software inspection, including obtaining concurrence to the
acceptability of safety software verification results.

2.02 Obtain test requirements and acceptance criteria by the organization R R| G *
responsible for the use of the computer program.
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Apply by ML
No Requirement PR Y

1 2| 3 4

2.03 Include required tests, test sequence and frequency. R R| R *

2.04 Include required ranges of input parameters. R R| R *

2.05 Identify the stages at which testing is required. R R| R *

2.06 | Include criteria for establishing test cases. R |R| &L *

2.07 Include requirements for testing logic branches. R R \@, *

2.08 Include requirements for hardware integration. R BN* R *

2.09 Include anticipated output values. R Q@ R *

2.10 Include acceptance criteria, reports, records, standard formatting, and 5;, 4 R R *
conventions. NS

2.11 Demonstrate the adherence of the computer program to documented \\Vy R R| R *

requirements. >

AA

2.12 Evaluate technical adequacy through comparison of test results from alte@/e R R| G *
methods such as hand calculations, calculations using comparable prevex
programs, or empirical data and information from technical Iiterature.-”b,

2.13 For software design verification testing, demonstrate the capabilitjﬁqhe R R| G *
computer program(s) to provide valid results for test problems ergompassing a
range of documented permitted usage.* NS

2.14 For those computer programs used for operational control, onstrate R R| R *
required performance over the range of operation of th rolled function or
process.

2.15 For computer programs in which computer program?(ors, data errors, R R| G *
computer hardware failures, or instrument drift ¢ ect required performance,
prescribe and perform periodic in-use manual@utomatic self-check tests.5

2.16 Provide for system software testing. For w revised software, evaluate, R R G *
review, test, and accept for use. Place sy software under configuration
change control. Evaluate system softwa@ changes for impact on the software
product to determine the required I?‘L retesting.

3.0 Additional Test Plan Requirements fg\@mputer Program Acceptance Testing’

3.01 Include the process of exercisiﬁ@;r evaluating a system or system component R R| R *
by manual or automated me R¥ to ensure that it satisfies the specified
requirements and to identifiQdifferences between expected and actual results in
the operating environmg{&

3.02 Demonstrate that the.£x f)uter program adequately and correctly performs all R R| R *
intended function&ﬂ. ., specified software design requirements).

3.03 Demonstrate t‘r‘lﬁve computer program properly handles abnormal conditions R R| G *
and events as™Wgll as credible failures.

3.04 Demonst@?ﬁat the computer program does not perform adverse unintended R R| R *
functionga)

3.05 Dem@éfrate that the computer program does not degrade the system either by R R| G *
itsej@or in combination with other functions or configuration items.

3.06 <%%gure that acceptance testing is performed and passed prior to approval of the R R| R *
omputer program for use.

3.07 Ensure that configuration items are identified and are under configuration R R| R *
change control prior to starting acceptance testing.

3.08 Ensure that acceptance testing is planned, performed, and passed for all R R| G *
software design requirements.
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Apply by ML*
No Requirement PR Y

1 2| 3 4

3.09 Ensure that acceptance testing ranges from a single test of all software design R R| R *
requirements to a series of tests performed during computer program
development. (Performance of a series of tests provides assurance of correct
translation between activities and proper function of individual modules).

3.10 Include a comprehensive acceptance test that is performed in the operating R R %,’ *
environment prior to use. Q)

3.11 Provide for documentation and disposition of observations of unexpected or R Rﬁs G *
unintended results prior to test approval. . 0&

3.12 For acceptance testing of changes to a computer program, provide for selective % YR | R *
retesting to detect unintended adverse effects introduced during changes to the O
computer program. Provide assurance that the changes have not caused Q§
unintended adverse effects in the computer program, and to verify that a \ >
modified system (s) or system component (s) still meets specified software  Qy
design requirements. ?&

Notes: A\’

1R = Required; G = Graded by using italicized text as guidance and non-italici @ext as required; * = As
required by ESM Chapter 15, Commissioning and the SRLM. é

2 Not used. %‘Z)

3 Applies to Non-SSC software only. N5

4 Applies to design verification testing only, reference NQA-1, Part | y Quirement 3, Design Control.
5 Apply as required during testing to ensure that test results are

6 From NQA-1, Part |, Requirement 11, Test Control. As applisabte, General Test Plan Requirements apply to
testing of items as graded (items that include computer pr ms or do not include computer programs).
Additional Test Plan Requirements for General Comput ogram Testing apply to formal interim computer
program tests and computer program acceptance tests\gs graded.

7 From NQA-1, Part Il, Subpart 2.7, Quality Assuranﬁgéquirements for Computer Software for Nuclear Facility
Applications and associated guidance. As applica additional Test Plan Requirements for Computer Program
Acceptance Testing apply to acceptance testi Qi computer programs in addition to requirements under
Headings 1 and 2 in this table as graded in{&ble.

0\

>
‘D,SC)
Q
S

&
&
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=) Software Approval for Use Form (SWAU
» Los Alamos PP ( )

MATIONAL LABDRATORY
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SWAU No.: Rev.:
1.0 GENERAL INFORMATION
1.1 Software Name and \%,
Revision: Q’Q
1.2 TA 1.3 Facility 1.4 Facility R
Number(s): Number(s): Name(s): QO&

Y
1.5 SWID No.: 1.6 Equipment ID: \@%
1.7 Software Intended Use: g&

N

1.8 SSC Software/Non-SSC Software: | SSC [ Non-SSC [ ] . o
1.9 Highest ML Associated With the | ML-1 [] me2d | Sves ML-4 (]
Software &
1.10 Software Type Safety Software [] Noﬁ&fety Software []

2.0 APPROVALS

2.1 As the Software Responsible Line Manager (SRLM), | attg'§x, that the software approval for use
requirements of ESM Chapter 21, Software have bee isfied and that the software is ready to be used
in its intended operating environment in accordance mpproved operating and maintenance
instructions and, any limitations as described in Sea‘i‘ron 3.

Printed Name/Z No.: (gﬁ-ﬁvature Date

3.0 LIMITATIONS
et
3.1 Limitations \b

AN

4.0 REVISIONS

4.1 Revision 4.2 Date . 4.3 Change Description and Reason for Change

5.0 ATTACHME

5.1 Attachment S .2 Attachment 5.3 Attachment Title
No. Q" o) Date
=
e

LANL

STD-342-100, Chapter 21, Software, Section SOFT-V&V: General Verification and Validation (V&V)
SOFT-V&V-FMO01, Software Approval for Use Form, (SWAU), Rev. 0 (06/23/16)



N Conduct of Engineering
. Software Approval for Use Form (SWAU) Instructions
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GENERAL
These instructions are for completing the form and are not part of the completed form.

LANL personnel: Endeavor to use Chapter forms as-is and report issues and improvementgg% to the
Chapter 21 POC. POC may authorize other methods equivalent to chapter forms in writing

LANL subcontractors must use Chapter forms to satisfy Chapter requirements for SSC%@&Ware. For
Non-SSC software, subs may either use their own forms or integrate, adapt, and refo the forms;
either approach is acceptable so long as key functions, data, and approvals are r?:\ d.

D

N

HEADER Q%
AR

Field Entry Information 4\9’

Software | Enter the name of the software in the upper right hand corn@f the header.

Name AN
SWAU | The numbering scheme of this form follows that of the, S?LM’S document control/records
No. management system. For software used in the operaln of existing or new LANL facilities,
use numbering scheme and process specified in @'341-402, Engineering Document
Management in Operating Facilities. ;’;\\,
Rev. Enter the SWAU revision number. Initial iss@‘éis 0.
&
Y
1.0 GENERAL INFORMATION o
Field &'ﬁtry Information
0.4
1.1 Enter the name and revision nu§ér of the software.
AN
1.2 Enter the technical area(s) W@},re the software is used. If the software is used site wide
enter “site wide”. N
X,
NY
1.3 Enter the facility num ) where the software is used. If the software is used site wide
enter “site wide”.
1.4 Enter the facility gslding) name(s) where the software is used. If used site wide enter “site

wide”.
NS

15 Enter the are identification number (SWID). The SWID should be the same SWID as
on the F\% 2033. SWIDs are obtained in accordance with AP-341-402, Engineering
DocunLQD Management in Operating Facilities.

1.6 For@'FC software, enter the equipment identification number associated with the software
.ggt;}FQESM Chapter 1, Section 200 (e.g., 03-0216-HVAC-BAS-1). For Non-SSC software,

er NA.
paNi

1.7 * Y Provide why the software is needed (justification) and describe what the software does.

1.8 Indicate whether the software is SSC Software or non-SSC software by checking the
appropriate box. Check only one box.

1.9 Indicate the highest management level (ML) associated with the software. Reference
AP-341-502. (ML-1 is the highest ML indication). If the software associated with multiple
MLs, check the highest ML box. Check only one box.

LANL

STD-342-100, Chapter 21, Software, Section SOFT-V&V: General Verification and Validation (V&V)
SOFT-V&V-FMO01, Software Approval for Use Form (SWAU), Rev. 0 (06/23/16)
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Field Entry Information

appropriate box. Reference Form 2033. If the software is used for both, check the

1.10 Indicate whether the software is safety software or non-safety software by checking {he.
ﬁéty
software box. Check only one box. é

2.0 REVIEW AND APPROVAL g\o

Field Entry Information Qb

21 The SRLM reviews the SWAU request package (See SOFT-V&V) to\g%ure satisfactory
completion of V&V, applicable operational and maintenance (O&,@%ntrols per SOFT-
MAINT are in place, and the software is ready to be used in its 10\ ded environment.

The SRLM attests that: (a) the SWAU requirements of ES apter 21, Software have
been satisfied; and (b) the software is ready to be used m&ntended operating
environment in accordance with approved operating a aintenance instructions and any
limitations as described in Section 3. Enter the SRL me, Z number if applicable,
organization, signature, and date.

&
Note: For assistance in determining the SRLM\J&e SOFT-GEN Appendix B: SO and SRLM
Decision Diagram for FAC-COE.

@J
3.0 LIMITATIONS \‘D‘
) < )
Field Qentry Information

3.1 Enter any limitations associated@rh using the software either directly and/or through
reference to other documents@t define the limitations.

4.0 REVISIONS ,\)&
o)
. V .
Field Q Entry Information
4.1 If the SWAU requi N’reV|S|on, then revise in accordance with the governing document

control prograq” nter the revision number, 1, 2, etc. as appropriate.
4.2 Enter the rggbgon approval date.
4.3 Describ(égne change and why the change was made.

&
5.0 ATTACH @TS

Field [A2 Entry Information
f"& /

5.1 <y Attach the SWAU request package and SRLM request package review documentation.
Enter the attachment number(s). List and include other attachments as appropriate.

5.2 Enter the attachment date.
53 Enter the attachment title, including revision as appropriate.
LANL

STD-342-100, Chapter 21, Software, Section SOFT-V&V: General Verification and Validation (V&V)
SOFT-V&V-FMO01, Software Approval for Use Form (SWAU), Rev. 0 (06/23/16)
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TABLE OF CONTENTS

1.0 PURPOSE, SCOPE AND APPLICABILITY ..ouiiiiiiiii
2.0 KEY DEFINITIONS AND ACRONYMS .....oei i eeeees
3.0 SSC SOFTWARE INVENTORY ..ot

4.0 NON-SSC SOFTWARE INVENTORY ..ot &4
O
Rev Date Description POC RM&
0 06/23/16 Initial issue Tobin Oruch, ES-DO Mel Burnet&k:)ENG—OFF
<’
@

1.0 PURPOSE, SCOPE AND APPLICABILITY ‘b’
N

This section describes the “how, when, and who” for inventorying software @e Table 21.5-1 for a
summary of this section. See Chapter 21 applicability in SOFT-GEN. &,

4
2.0 KEY DEFINITIONS AND ACRONYMS QG‘)@
See SOFT-GEN for key definitions and acronyms. 4) "
S
3.0 SSC SOFTWARE INVENTORY G‘},
Q
A. How. Inventory safety SSC softw&@ln the LANL Institutional-level safety software

inventory in accordance with QP&DO-FSD-001, LANL Safety Software Inventory
Procedure. Non-safety SSC s&vare is not required to be inventoried.

Note: See ESM Chapter 21, S({\J?QEN and Form 2033 to determine if the software is

safety software. Q
S
1. Provide regsu'red information, namely:

Q

A)Software name,

,& Description,

Q\ Version identifier,
O
o> . Category,
&C) e. Software Risk Level (SRL),
%Q)‘b f. Application,
\&3 g. Software Responsible Line Manager (SRLM), and
& h. Other information as required by QPA-DO-FSD-001.

Page 1 of 5
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Table 21.5-1 SOFT-INV Section Summary
(This table is a summary only and does not include all requirement details(-%'s;'% text for details.)

Activity SQM Software Type? Implementation Detail P1040 ESM Ch.
No. Activity \Q)% R9 21 Ref 5
Safety Non- How When? D’ Who34 R
Safety A Section

1. For SSC Software Y

1 Inventory R - = Provide safety software » Provide SSC software \‘;besign Agency provides 3.3.7 SOFT-
safety inventory information inventory information '\*\ safety SSC software inventory GEN, 3
software = |Inventory safety software per ESM Chapter 1, b information in PEL for

Per QPA-DO-FSD-001, Z10 submittal sch designed and acquired SOFT-
LANL Safety Software = Inventory as soog As software; see SOFT-GEN for INV, 3
Inventory Procedure practical after roval Subcontractor responsibilities
for use . (D)
= Revise a 8ded to = SRLM inventories safety
ensur nventory is software (D)
completg and accurate

1. For Non-SSC Software &

1 Inventory R R = |Inventory safety software in ] ntory as soon as = Design Agency provides 3.3.7 SOFT-
safety the Institutional-level safety actical after approval safety SSC software inventory GEN, 3
and non- software inventory per QPA- ) for use information in PEL for
safety DO-FSD-001, LANL Safety\ = Revise as needed to designed and acquired SOFT-
software Software Inventory Q ensure the inventory is software; see SOFT-GEN for INV, 4

Procedure b complete and accurate Subcontractor responsibilities

= ES-Div: Inventory sa@amd (D)
non-safety softwar fwihe = SRLM inventories software
Non-SSC softwa'r&ventory (D)
as required by k = ESSC supports ES Non-SSC
instruction (fu®yre); provide software inventory
Form 2033%0 ESSC with additions/changes (S)
request,{ﬁ/entory

Yy
>
KO
&
&
Q
S
S

&“Q
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Table 21.5-1 SOFT-INV Section Summary

é&xt for details.)

1See SOFT-GEN and Form 2033 to determine if software is safety software or non-safety software. R = Requ

2 “When” specifies when the activity must be performed.
3 D = Develop or execute. S = Support.
4 SRLM = Software Responsible Line Manager. ESSC = Engineering Services (ES) Software Coordin

SOFT-GEN (e.g., flow diagram) for assistance in identifying the SRLM.
5 Ref. = ESM Chapter 21 section name and subsection number (e.g., Section SOFT-GEN, Subseo@1 3, Software Identification and Determination).

g@y = Not required.

(This table is a summary only and does not include all requirement details. Se
Activity SQM Software Type? Implementation Detail O'\ P1040 ESM Ch.
No. Activity c‘g\ R9 21 Ref.5
Ref.
Safety Non- How When?2 QO Who3 4 .
Safety g'&b Section
Notes: \

i et&Q»as indicated on the ES Division Office (ES-DO) website. See

S0
<>\’©
S
xP
\‘D
v“&@
t(b
\Q
Q
.\Q
>
Q
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Note: Do not enter classified information into the inventory.

2. Provide changes to the inventory to ensure completeness and accuracy.

3. Subcontractors that provide SSC software to LANL must provide minimum
required SSC Safety Software inventory information as part of the Project
Equipment List (PEL) or via other submittal per ESM Chapter 1, Sectioqélo.

4, If LANL has access to and/or configuration control of SSC safety so re
other than through replacement of the SSC1, then it must be invepfdtied on
the Institutional-level safety software inventory. &Q

5. SSC safety software may be inventoried as a software collke@ion. For

example, there may be various software elements — con ystem
executable, Human Machine Interface (HMI) software, {sld element
embedded software — associated with a gas handli ocess control system
software. The software may be inventoried as onegAdeIn, the gas handling
process control system software. Note that the y@tous software elements
must be baselined and under configuration m@gement per SOFT-GEN.
N
When. Inventory SSC safety software as soon as gfactical after it is approved for use
and as needed to ensure the inventory is comple& and accurate. Provide inventory
information in accordance with the PEL or othq'submntals schedule per ESM
Chapter 1, Section Z10. %

Who. Design Agency provides safety $§C software inventory information in PEL for
designed and acquired software; see@OFT—GEN for Subcontractor responsibilities.
The SRLM? is responsible for inveﬁ%@Tying safety SSC software.

40 NON-SSC SOFTWARE INVENTORY

A.

How. b(b
> —
1. Inventory safe on-SSC software in the Institutional-level safety software
inventory in 'aée%)rdance with QPA-DO-FSD-001.
a. %bcontractors Safety Non-SSC software used by a subcontractor
d prescribed or otherwise controlled by LANL or DOE (e.qg.,

Qy f0olbox codes) must be inventoried. The Subcontractor shall provide
the minimum required safety software information to inventory such
N software in the institutional-level safety software inventory.

2. \,OES Div: Follow the ES-Div inventory process (e.g., future desk instruction),
, inventory safety and non-safety Non-SSC software in the Engineering

Coordinator (ESSC). Guidance: As applicable, the SRLM should indicate

e
‘DSS) Serwces (ES) Non-SSC software inventory as specified by the ES Software
Q
S

S
&

whether the software is simple and easily understood software used in SSC
designs (see definitions). The SRLM should provide the Form 2033 to the
ESSC if not previously provided. See the ES Division website for ESSC

LIncludes LANL service contracts where suppliers may upgrade/flash new software on SSCs.
2 The activity may be delegated however the responsibility is retained by the SRLM.

Page 4 of 5


https://caosp.lanl.gov/dc/default.aspx
http://int.lanl.gov/org/padops/adnhho/engineering-services/index.shtml

LANL Engineering Standards Manual STD-342-100 Chapter 21 — Software
5 Section SOFT-INV: Inventory Rev. 0, 06/23/16

contact information (e.g., ES-Software @lanl.gov) and the ES Non-SSC
software inventory.

Note: As described in the SOFT-MAINT, the software should not be used unless it is listed
on the ES inventory or otherwise approved for use (SWAU). The listing of the
software on the ES inventory is the primary method to communicate SWAU.

B. When. Inventory Non-SSC software (both safety and [for ES-Div] non-safety) .
concurrent with SWAU and as needed thereafter to ensure completeness and &

accuracy. é
C. Who. The SRLM is responsible for inventorying Non-SSC safety softwags(for ES-

DIV, with support from the ESSC). &

Page 5 of 5
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TABLE OF CONTENTS
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O
>
Rev Date Description POC C'& RM
\V
0 06/23/16 | Initial issue Tobin Oruch, ES-DO Q/Le&urnett, CENG-OFF
LAY
1.0 PURPOSE, SCOPE AND APPLICABILITY &

This section describes the “how, when, and who” for using, .ﬁltaining and retiring software.
See Table 21.6-1 for a summary of this section (for both software and Non-SSC
software). See Chapter 21 applicability in SOFT-GEN. ,
&
2.0 KEY DEFINITIONS AND ACRONYMS <>\/©

Xy
See SOFT-GEN for key definitions and acron%ﬁs.
X

P
30  SSC SOFTWARE o>
3.1 Use and Maintain SSC Software \N,Q
A. How. Qb(b
1. Control the sof@re to ensure that the use remains consistent with the
software deSL& and approved acceptance test results. For ML-1 through
ML-3 soft , ensure the following controls are in place prior to software

approva use (SWAU). Maintain the software using these controls until
the soim)vare is retired.

QO
a. ,& Application documentation,

() Access control specifications,
\'Oc. Computer system vulnerability protections,
&C\)Q d. Problem reporting and corrective action,
%Q)‘b e. In-use tests,
\% f. Configuration management,

&“Q
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Table 21.6-1 SOFT-MAINT Summary
(This table is a summary only and does not include all requirement details. See text f@detalls )
ML Implementation Detail P1040
Activity SQM o R9 ESM Ch.
No. Activity | 1|2 |3 | 4 How When Q)% Who? Ref. 21 Ref 5
A Section
1 Use and R | R | G| G® | = Use and control the software to ensure that the use | = Upon sofayaMe = SU (D for use) 3.3.7; SOFT-
maintain remains consistent with the software design and approvaIf%’use = SRLM (RI for 3.3.8 GEN
the approved acceptance test results (sw nd until maintenance)
software = Maintain software application documentation the § are is SOFT-
= Licenses and registrations & V&V
= Use and maintain access controls § se testing
= Use and maintain vulnerability protections nd assessments SOFT-
= Report problems and take corrective actions CZ) as specified on INV
= Perform in-use tests Q‘ the SWDS (at a
= Maintain configuration management (e.g., maintain min., when SOFT-
software baseline, Software Data Sheet [SWI@ installed on a MAINT
and software change documentation) % different
= Maintain inventory(ies)* computer or after
= Implement supporting quality assuranc&grogram significant
controls (e.qg., training/qualification a changes)
assessments) \
2 Retire the R | R| R | R | = Preventfrom unintended or routigg Use = When no longer = SRLM (RI) 3.3.9 SOFT-
software = Terminate software agreeme nd/or licenses required for INV
= Remove from the inventor; @s applicable* routine use or
= Where practical and/or wh€y€ a future need may (AFU) SOFT-
exist, retain as a recorg\ MAINT
)

1ML = Management Level; R = Required; G = Required but graded: ’Q‘/

2 SU = Software User; SRLM = Software Responsible Line Man;ﬁc RI = Responsible individual. The RI may delegate any or all of the work to others, but must retain
responsibility for the activity. The SU and SRLM may be the s person.

3 In-use testing is not required for ML-4. ,A)

4 See SOFT-INV for details. Q4

5 Ref. = ESM Chapter 21 section name. \'&

Page 2 of 7




LANL Engineering Standards Manual STD-342-100 Chapter 21 — Software

6 Section SOFT-MAINT: Use, Maintain & Retire Rev. 0, 06/23/16
g. Inventory, and
h. Supporting quality assurance program controls.
2. Process and retain documentation in accordance with the SRLM’s governing

document control and records management process and/or as described in
the SWDS. Ensure the correct SWID (obtained when completing Form 2033)
is part of the documentation record number. See AP-341-402, Engine@g
Document Management in Operating Facilities for details. Q)

3. Use the following to implement the aforementioned controls. See
IEEE Std 12207, Systems and Software Engineering — Softwa@e Cycle
Processes and ANSI/ANS-10.8, Non-Real-Time, High-Integrity Software for
the Nuclear Industry — User Requirements for additional g:?a ce.
N
[

a. Software Application Documentation. Applic{t documentation
for SSC software is a general term comprise%@ he following main
categories. ] b,

1) Operation and Maintenance g@?’/l) Documentation.
Software shall be controlled i cordance with approved
procedures and instructions €., O&M instructions). They
are required for all ML le . The O&M documentation must
be sufficiently detailed usable to allow a competent
individual trained in th'g-use of the software to use the
program without e difficulty and/or likely misuse. O&M
manual(s) shouléiggi‘isted on the SWBL.

2) Licenses anQ?egistrations.1 As applicable, maintain
license d%q?aentation and other registrations, including
mainten contracts, as appropriate to promote proper
softwa&se. As applicable, document licenses on the
SWBLVAs applicable, document license and registration
mgaytenance protocols on the SWDS.

3) @perational Event Documentation. Operational event
-&documentation should be retained for ML-1 and ML-2
X, Software to support software maintenance, cybersecurity
Q> protection and assessments. Operational event
A) documentation is generated as part of the software
Q) operation. It is dependent on the software design. Event
'& documentation may include system startup, shutdown,
Q\ changes, logons, logon failures, logoffs, self-diagnostic test
\‘Q results, tamper attempts, and/or other information. As
QO applicable, indicate event documentation review and
Q retention protocols on the SWDS.
&
q)
Q
S

4) Application Logs. Application logs are lists (or logs) that
. provide information that describes who, what baseline
& revision, when and where (e.g., facility) the software was
&NQ’ used. Application logs should be maintained for ML-1 and
ML-2, Non-SSC software when such traceability above that
provided by the software inventory is required. Application

! Licenses and registrations are used to ensure the validity of the software, prevent suspect/counterfeit items
(S/Cl), and to maintain knowledge of software errors, issues, updates, etc.
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logs may be retained as part of the ES-Div software
inventory (possible future capability) or through other means.
As applicable, provide application log protocols on the
SWDS.

Access Control Requirements. For all ML levels, establish and
maintain access controls in accordance with P218, Cyber Security
Access Controls. Address the security of the computer system's’@.d
the critical data that may reside on the system. For ML-1 thro

ML-3 software, document access controls on the SWDS anghds
required, in the governing software procedures. See SORJ-GEN for
SWDS details. O

Computer System Vulnerability Protections. F @j?ML levels,
implement computer system vulnerability proteci& as required by
PD210, Cybersecurity Program and SD210, In ation Risk
Management Framework. Base controls o equence of loss,
confidentiality, integrity, and availability. As&&quired, contact an
Information System Security Officer (IS&@ to assist with identifying
and implementing computer system v @rability controls. Consider
and as appropriate implement the féi&/ing protections as part of the
O&M procedures and/or as speci[igd on the SWDS:

1) Access timeouts afteraq%ecified time of inactivity,

2) Recovery/contin %protocols, including retention of
backups of syste%tha. (The SWBL serves as the backup
for the softwardﬁ\ computer programs and documentation
needed to r e software).

3) Software %‘g‘s to verif i ici

y pedigree authenticity and/or detect

tamp\') associated with suspect/counterfeit items (S/Cl).
Problem rting and Corrective Action. For all ML levels,
follow th blem reporting and corrective action processes in
SOFT- .

In-UQS‘I‘ests. Perform in-use testing of ML-1 through ML-3 software
aséﬁoecified in this section. In-use testing is not required for ML-4
Dftware unless otherwise specified by the SRLM.

) Perform in accordance with procedures to confirm
acceptable performance in the operating environment.
Integrate governing SSC work controls.

2) Perform in accordance with the applicable test planning and
testing requirements of the SOFT-V&V section.

3) Demonstrate required performance over the range of
operation of the controlled function or process.

4) Document test procedures and frequency on the SWDS.
Specify test frequency using the following:

i. Perform testing after the computer program is installed
on a different computer.
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ii. Perform testing when there are significant changes, as
determined by the SRLM, in the operating
system/environment

iii. Perform periodic testing where computer program
errors, data errors, computer hardware failures, or
instrument drift can affect require performance
(consider manual and/or automatic self-check tes@,’

&

iv. Perform testing when required by procedure (esy) AP-
341-801, Post Modification/Post Maintenan esting)

V. Perform testing based on the risk of faiIuﬂg@f the

computer program. For ML-1 and ML-2&pftware, at a
minimum, an annual test is recom d.
f. Configuration Management. Perform the follg\&\dng:
1) Follow configuration managemeng @'interface control

processes in SOFT-GEN. Main.ta'm\completeness and
accuracy of the software base@ and SWDS.

2) Where practical, use and m’a&’ain software versions that are
compatible with prior versi&ns of the software and
associated hardware ( etimes referred to as backward
compatibility) to mini@ae interface issues.

3) As required by t&@LM, ensure data produced by the
software is adegquadtely retained (backed up) so that it may
be readily ret@ed if needed.

g. Inventory. For ark@L levels, maintain complete and accurate
software inven\t&ﬁes in accordance with the SOFT-INV.

h. Other Quali@)/\ssurance (QA) Controls.
1) INvtement other quality assurance (QA) controls in

cordance with the governing quality assurance program
-&(e.g., training, assessments, etc.). These other QA controls
XL Mmust be used in conjunction with the software-specific
,QO controls of ESM Chapter 21 to provide a comprehensive
4) software QA program. Selected LANL documents that
Qo provide controls for the ESM software QA program are listed
'& below for reference:
\

OQ i. SD330, LANL Quality Assurance Program (e.g.,
3 P330-3, and P330-6, P330-8, P840-1), and P805,
Export Control;

il P341, Facility Engineering Processes Manual (e.g.,
AP-341-402, AP-341-502, AP-341-507, AP-341-510,
\% AP-341-605, AP-341-504, AP-341-611, AP-341-613,
&\Q AP-341-703, AP-341-801, AP-341-802, AP-341-901);

iii. P342, Engineering Standards (e.g., ESM Chapters 1, 7,
8, 12, 15); and,

iv. P343, Facility Engineering Training and Qualification
Manual.
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2) As applicable, document software-specific
training/qualification requirements on the SWDS and
complete training/qualification to promote proper use of the
software.

3) Document software assessment methods and frequency on
the SWDS. Various engineering administrative procedures
(e.g., AP-341-501, Field Walk-down, Data Gathering, a@
Inspections) or LANL processes (e.g., P330-3, Qual|
Audits) may be used to perform software assessm@ts.

When. For ML-4 software, use and maintain software after installation esting.
For ML-1 through ML-3 software, use and maintain after SWAU. For L levels,
use and maintain until the software is retired. For ML-1 through MI.\ ftware,
perform in-use testing and assessments as specified on the SW

Who. The Software Users (SUs) are responsible for using the Qtware within the
software limitations and in accordance with the software Q equirements. The
SRLM is responsible for maintaining the software. . A\’

3.2 Retire SSC Software &

A.

B.

C.

4.0 NON-

How. Retire software and prevent it from unintend }r routine use. Perform the
following, as applicable, to retire all ML levels of ware:

1. Terminate software support mcludmg@glstranons agreements and/or
licenses.

&
Remove the software.

w N

Remove safety software fron@he Institutional-level Safety software inventory
per QPA-DO-FSD-001, LA@ Safety Software Inventory Procedure.

4. Cancel or revise affec(éﬂocuments per the governing document control
process. Guidance: K?‘SO close all open error and software change
requests, regardledOf their state.

5. Where practica@nd/or where a future need for the software may exist, retain
the retired s re baseline (which includes the computer program files) as
arecord. In in accordance with the governing quality assurance records
manage@ltaprocedure. Retired software should be retained such that it is
retrie % and can be readily installed in the event it is necessary to

" to the software.

When. R&gir software when the software is no longer required for routine use and/or
when ib@no longer approved for use.

Wg%\l'he SRLM is responsible for retiring software.

Q
S SOFTWARE

4.1. Use@\%’d Maintain Non-SSC Software
@ow Subsection 3.1 with the following clarifications:

ES-Div: Before using, verify that the software, including correct version, is listed as
approved for use (SWAU) on the ES-Div Website. If not listed, contact the SRLM or
Engineering Services Software Coordinator (ESSC). Do not use LANL Non-SSC
software unless it is listed as SWAU on the ES-Div Non-SSC software inventory
website or SWAU is otherwise provided by the SRLM in writing.

Page 6 of 7


https://coe.lanl.gov/APs/default.aspx
https://int.lanl.gov/policy/management-systems.shtml
https://caosp.lanl.gov/dc/default.aspx
http://int.lanl.gov/org/padops/adnhho/engineering-services/index.shtml

LANL Engineering Standards Manual STD-342-100 Chapter 21 — Software
6 Section SOFT-MAINT: Use, Maintain & Retire Rev. 0, 06/23/16

B. ES-Div: Before using, the SU must verify that he/she is authorized to use the
software by reviewing the ES-Div software inventory website. If the SU is not shown
as an authorized user for the software, contact the SRLM or ESSC. Do not use the
software unless authorization is shown on the website or SWAU is otherwise
provided by the SRLM in writing.

C. SSC-related administrative procedures/processes do not apply.
D. Use the Non-SSC change process in SOFT-GEN (instead of AP-341-507). Q&.
4.2. Retire Non-SSC Software é
Follow Subsection 3.2 with the following addition: Q&
A. Remove safety and non-safety software from the ES-Div Website. (Z)%
&
N
LAY
>
N
Q
&
Q) a
S
X
&
X3
Y
Q
&
b(b
O
>
§
>
<
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